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Preface

Because of September 11, 2001, there is an almost universal recognition that
aviation security is a deadly serious business. Yet, still, today around the world,
the practice of aviation security is rooted in a hodgepodge of governmental
rules, industry traditions, and local idiosyncrasies. In fact, seven years after
the largest single attack involving the air transport industry, there remains
no viable framework in place to lift aviation security practice out of the mish-
mash that currently exists. The purpose of this three-volume set is to begin to
change that. It is my sincere hope that this work, written from a truly global
point of view, will be the first of many on this most important topic.

The fact that over half of the contributors to this set come from outside of
the United States is no coincidence. Although roughly 40 percent of all air
transport today takes place within the United States, the long-term trend is for
dramatic increases in global system usage, driven by high-growth emerging
markets like China, India, Russia, and Brazil. It is widely estimated that the
total volume of passengers and cargo moved via the international air transport
system will nearly triple in the next 25 years. Although America will remain
the single largest player, the surge will come from emerging markets.

This evolving reality mandates that aviation security management be
viewed not merely on a country-by-country basis but as a global endeavor,
where best practices—regardless of where they originate—are integrated into
a new paradigm that is truly global in scope and scale. With that in mind, Avi-
ation Security Management is intended to serve as a foundation for researchers,
practitioners, and educators around the world who are looking to develop
new knowledge and pass it along to the next generation of aviation security
managers.
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Dishearteningly, however, there is only a handful of academic programs—
currently less than a dozen—where someone can actually study transporta-
tion security management. The number of schools where an aviation security
management curriculum is available is even smaller. Such a lack of educa-
tional opportunities means that unless something is done quickly, the tens of
thousands of new aviation security mangers who will join the profession in the
coming years will not have had the opportunity to learn the best in transpor-
tation security management research and practice.

"To professionalize the field of transportation security management in gen-
eral, and aviation security management in particular, several requirements
need to be met. First and foremost, there must be a body of knowledge and
a repertoire of behaviors and skills needed in the practice of the profession,
knowledge, behavior, and skills that are not normally possessed by the non-
professional. To date, very little of that body of knowledge and repertoire
exists in a clear and cogent format. While many researchers and practitioners
across multiple disciplines have been engaged in their own worthwhile pur-
suits, there remains a deficiency in the availability of clearinghouses for that
knowledge. Bluntly asked, where does one go to learn about the emerging
ideas, thoughts, technologies, and best practices in transportation and avia-
tion security management?

Clearly there is neither the need nor the desire to provide those who seek
to harm transportation networks with information they can use against us. As
researchers, practitioners, and educators, we must be ever vigilant, striving to
balance the need for open knowledge with the necessary parameters of sensi-
tive information. I am certain we can do both—that is, provide cutting-edge
knowledge to a growing body of well-intentioned researchers and practi-
tioners while maintaining the integrity needed to ultimately make transporta-
tion more secure.

Which brings us back to those clearinghouses. This set of volumes and the
recently founded Fournal of Transportation Security are intended to be some
of the first building blocks of a much more extensive foundation, which will
ultimately serve to prepare for the arrival of a true profession: transportation
security management.

"This first volume takes a penetrating look at the context in which global
aviation security management has been carried out in the past and will likely
be carried out in the coming decades.

In chapter 1, long-time aviation security practitioner Gary Elphinstone
briefly traces aviation security practice from its inception up to the late 1960s.
John Harrison then takes the reader through the evolution of aviation secu-
rity management and education from 1968 to the present.

R. Ray Gehani and G. Tom Gehani provide readers with a broader under-
standing of the role air transport plays in the global supply chain. Barry E.
Prentice then takes this to the next level when he explores both the tangible
and the intangible benefits of aviation security measures.
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Although technology often seems to dominate many conversations about
the effectiveness of aviation security, Mohammed Karimbocus from Mauri-
tius reminds us that it is the human element that has always dominated the
responses to threats and attacks.

"The role of the International Civil Aviation Organization (ICAO) in global
aviation security management and practice seemingly gets less attention than
it deserves. Moses A. Aleman—who worked with ICAO for many years—
details the international aviation security program established by ICAO.

Historian Stephen E. Atkins revisits the tragic events of September 11,
2001, and answers the critical question as to how the hijackers on Septem-
ber 11 approached American aviation security and were able to evade it. Then,
James J. F. Forest of the Combating Terrorism Center at the U.S. Military
Academy fully explores the modern terrorist threats to aviation security in the
post—September 11 era.

Next, Mary F. Schiavo, one of the foremost aviation attorneys in the world
and former inspector general of the U.S. Department of Transportation,
investigates how aviation security and the legal environment interface with
each other. Schiavo then presents the most comprehensive chronology of
attacks against civil aviation around the world yet published.

The appendix contains a U.S. Government Accountability Office (GAO)
report that explores the how the September 11 attacks impacted the financial
condition of the air transport industry and how industry responses affected
competition.

Andrew R. Thomas, University of Akron
Editor
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CHAPTER 1

The Early History of
Aviation Security Practice

Gary Elphinstone

Violence or the threat of violence against aviation traces itself back almost to
the origins of commercial flight. The first known major case of commercial
aviation violence occurred in the skies over Chesterton, Indiana, on October 10,
1933. A United Airlines transcontinental flight bound for Oakland left New-
ark at 4:30 p.m. and stopped in Cleveland to change pilots. At 6:57 p.m., the
Boeing 247, with four passengers and three flight crew members aboard, left
Cleveland for Chicago and passed over Toledo some 43 minutes later. At 8:45
p.M., the pilot, Richard Tarrant of Oak Park, Illinois, radioed from over North
Liberty, Indiana, that all was well and he was flying at an altitude of 1,500
feet.

Alittle after 9:00 p.m., several residents of this small northwest Indiana town
reported hearing and seeing an explosion in the sky. John Tillotson, who lived
near to where the plane went down, said he was sitting by a window when the
plane exploded and he saw it clearly. He believed that he heard screams and
a woman’s voice shouting, “Help! Help! Oh my God.”" According to other
witnesses who also observed the first explosion, the plane blew up a second
time upon hitting the ground. All on board perished, including the first flight
attendant to be killed while on duty, Alice Scribner, 26, of Chicago.

It was believed the plane was flying west on scheduled time and in ap-
parently fine condition. Given the nature of the wreckage, the size of the
crash’s debris field, and the testimony of dozens of witnesses, judgments on
the reasons of the crash immediately focused on a bomb. Eventually the U.S.
Department of Commerce aeronautics branch concluded the aircraft was de-
stroyed by an explosive device placed in the cargo hold, a possibly a container
of nitroglycerin attached to a timing device. Although no suspects were ever
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charged in the bombing, it was most likely a criminal attack rather than a
politically motivated one.?

Aviation provides a tremendous number of opportunities to individuals or
groups seeking to achieve their violent ends. First criminals and later terror-
ists realized that aviation gave them access to a wide variety of options when it
came to getting what they wanted. Criminals have traditionally looked upon
aviation as an environment ripe with offerings. Billions of tons of cargo, hun-
dreds of millions of passengers, and the ability to move easily and, more re-
cently, affordably for long distances has lured criminals to use aviation as one
of the most viable means to enrich themselves. For terrorists, aviation has
long served as a target-rich environment offering a place on the world stage
to trumpet their political, social, or religious beliefs. Moreover, we have seen
that air travel provides disruptive passengers with a venue to exhibit a wide
variety of aberrant, abnormal, or abusive behaviors.

The results of the actions of those who commit criminal activities against
aviation range from the petty (as in the case of the theft of a pocketbook or
wallet from a passenger inside an airport terminal) to the marginal (as when
a drunken passenger threatens a gate agent) to the catastrophic (as on Sep-
tember 11, 2001). Consequently, it is the highest goal of aviation security to
lessen the amount of violence perpetrated against the aviation system. Hence,
aviation security can be defined as a combination of measures and human and
material resources intended to safeguard civil aviation against acts of unlawful
interference.

UNDERSTANDING TODAY BY LOOKING BACK

"To best understand the current state of aviation security, it is necessary to
look back and see where we have come from. Table 1.1 provides an overview
of how aviation security has evolved:

Table 1.1
Evolution of Aviation Security Practice

Year Defining event International/national action

Paris Convention 1910

1933 First recorded bombing of
commercial aircraft
1944 Chicago Convention
1945 IATA founded
1947 ICAO founded

1945-62  Spate of hijackings by persons
fleeing communism



Table 1.1
Evolution of Aviation Security Practice (continued)

Year Defining event International/national action
1963 Tokyo Convention
1968 First terrorist hijack of IFALPA action on hostages

commercial airline—El Al, July
22 to September 1 Spate of

hijackings to Cuba (19)
1969 Continuation of hijackings to Committee on Unlawful
Cuba Interference established
1970 Hijacking of TWA, Swissair, Pan ~ Formation of IATA Security
Am, and BOAC aircraft and Advisory Committee Hague
destruction at Dawson Field, Convention
Jordan
1971 Montreal Convention Issue of
first edition of ICAO Security
Manual
1970s Introduction of passenger
screening, sky marshals, and
other security measures for
international flights
1972 JRA assault at Lod Airport, Israel,

23 killed, 70 wounded Cathay

Pacific aircraft destroyed in

flight, 81 killed
1974 Start of terrorist bombings of

airline offices TWA aircraft

destroyed in flight, 88 killed
1975 Annex 17 to Convention first issued
1977 Lufthansa aircraft hijacked,

incident terminated by

armed assault by German
GSG9

1978 Bonn Declaration

1979 AACC (ACI) and IATA establish
the Joint Aviation Security and
Facilitation Working Group
1980-82  High point in terrorist attacks
against civil aviation.
(105 attacks in three years)
1983 Gulf Air aircraft destroyed in
flight, 112 killed

(continued)



Table 1.1

Evolution of Aviation Security Practice (continued)

Year Defining event International/national action
1985 Air India Flight 182 aircraft Ad hoc group of experts on
destroyed in flight, 329 killed aviation security met in August to
TWA Flight 847 hijacked, rewrite Annex 17. (Issued in May
Lebanon Simultaneous 1986) Baggage reconciliation
terrorist attacks at Rome and introduced on international
Vienna airports flights.
1986 FAC was established and
assumed responsibility for
implementation of airport
security measures
1987 Korean Airlines Flight 858 100% screening of domestic
destroyed in flight, 115 killed flights introduced in Australia.
First meeting of ICAO Aviation
Security Panel (replaced
Committee on Unlawful
Interference)
1988 Kuwait Airways Flight 422 Montreal Protocol
hijacked—16 days duration
Pan Am Flight 103 destroyed
over Lockerbie, Scotland—269
people killed
1989 UTA Flight 772 destroyed in Increased R&D effort to detect
flight—171 people killed explosives and harden aircraft
Avianca Airlines aircraft and containers
destroyed in flight over
Colombia
1990 Presidents Commission on Aviation
Security & Terrorism.
1991 Singapore Airlines 737 hijacked ~ Baggage reconciliation introduced
Convention on the Marking of
Plastic Explosives
1993 Truck bombing of World Trade
Center Complex in NYC
1993 Fifth edition of Annex 17 effective
(43 standards)
1994 IRA Mortar attack on
Heathrow Airport, UK
Air France hijacked by

Algerian extremists—French
commandos terminated
incident in Marseille
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Table 1.1

Evolution of Aviation Security Practice (continued)

Year Defining event International/national action
1995 Operation Bojinka foiled—Al

Qaeda plot to attack multiple
U.S. aircraft and fly one into

CIA headquarters

1996 Ethiopian Airlines B767 hijacked  Fifth edition of ICAO Security
and crashed into sea when Manual issued Gore Commission
aircraft ran out of fuel—123 established by U.S. president

people killed Explosion aboard
TWA Flight 800—All passen-
gers and crew killed

1997 Sixth edition of Annex 17 effective
(47 standards)

1999 Checked baggage screening to be
introduced at international air-
ports

2001 September 11 attacks

As illustrated, the evolution of aviation security has been marked by two
streams that are intertwined one with another: defining events and interna-
tional and national action. The chapters and appendices in this set of volumes
will detail many of the defining events and the actions taken by international
and national actors. I'd like to highlight just some of the roots of aviation
security leading up to the critical year of 1970.

Paris 1910: The First International Aviation
Conference

With the advent of a machine that could cross national borders, sovereign
interests were aroused and decisions were taken by governments in these
early days in order to establish a legal framework. The genesis of this awak-
ening to the significance of the airplane occurred in France in 1908, which
is where the legal structure of civil aviation begins. The French government
was increasingly concerned by the number of flights penetrating French
sovereign airspace. They called for a conference of representatives of 21
European nations to discuss the future regulation of air transport. Eighteen
nations accepted the invitation and the conference was held during May and
June of 1910.
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The conference focused on the legal status of airspace and the authority
of nations to regulate the movement of aircraft over land and water. The
outcome was that of the 45 articles placed before the committee, 43 articles
and 2 annexes (supplements) were accepted. The Paris Convention also au-
thorized the creation of the Paris-based International Commission for Air
Navigation ICAN). ICAN played an essential role as a focal point for inter-
national aviation and soon extended its sphere of influence beyond the bound-
aries of Europe. ICAN operated until World War II and was to become the
forerunner of ICAO (the International Civil Aviation Organization).

The Chicago Convention of 1944

During and after World War 11, aircraft design and capabilities were chang-
ing rapidly, and at the same time a vast network of passenger and freight
movement was being established. However, there were many problems, both
political and technical, to which solutions had to be found in order to benefit
and support the postwar environment.

"This development of the airplane into a major form of transport brought
with it huge problems. For instance, there was the question of commercial
rights: what arrangements would be made for airlines of one country to fly
into the territories of another? The need for safety and regularity required the
building of airports. How would they be constituted? What language would
be the common one for the industry? How about the establishment of weather
reporting systems and operational standards? These and countless other ques-
tions were far beyond the capabilities of individual governments to solve.

As they planned for peace after World War II, many countries came to
believe that additional measures of control needed to be installed in the inter-
ests of safety. Confidential discussions were held in the United States on the
tuture role of civil aviation.

The positions of the three major powers at a conference in 1943 were dif-
ficult to reconcile; The United States stood alone as the global aviation leader,
while Russia and Great Britain were far behind. The United States was un-
damaged by the war, had extensive experience in logistical air transport opera-
tions, and possessed a massive aircraft fleet. It was manufacturing nearly all
the world’s aircraft and had a huge fleet of DC-3s at its disposal. There was
considerable potential to dominate postwar civil aviation.

In September of 1944, Vice President Henry Wallace, on behalf of Presi-
dent Roosevelt, invited 55 nations to a conference in Chicago to discuss the
tuture of postwar civil aviation. For more than five weeks, the delegates con-
sidered the many challenges of international civil aviation, and ultimately
accepted what is known as the Chicago Convention on International Civil
Aviation. The Chicago Convention provided the beginning of standardization
in aviation throughout the world in such areas as communications for long air
routes, airport infrastructures, air navigation, and air traffic control. In ad-
dition, another charter was adopted: it was to become the idea of aviation
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security and was titled “The Prevention of Unlawful Interference to Civil
Aviation.”

The Birth of Aviation Security

In the early 1960s, due to a spate of hijackings of aircrafts by citizens seek-
ing to flee Communist oppression, the ICAO Council’s legal committee was
directed to develop international conventions to deal with unlawful interfer-
ence with civil aviation, which resulted in the birth of aviation security at
the Tokyo Convention. The outcome was agreement on theapplication of
the charter adopted at the Chicago Convention to offenses committed by a
person who is on board an aircraft. Clearly, this was only one step toward the
broader goal of establishing aviation security practices. Still, it was a start.

In September 1970, two related events triggered the call for an international,
coordinated aviation security program. After hijacking two flights—involving
a British Airways and a TWA aircraft—members of the Popular Front for the
Liberation of Palestine ordered the planes flown to an abandoned World War I1
airport. The hijackers released the passengers and then blew up both planes.
The same group had carried out a similar attack on a Pan Am 747 in Cairo a
tew days earlier. International aviation would never be the same again.

TODAY

Aviation is one of the world’s most important businesses. The growth of the
industry over the past decades has made it one of the engines for the expan-
sion of the global economy. The aviation industry has driven a substantial
part of the economic and social integration that has brought much of the
world closer. By moving billions of passengers and billions of tons of cargo
each year, the industry has changed the way of life of most human beings
on this planet. Distance is now often measured in hours rather than weeks
or months. New York to Hong Kong takes 13 hours by air—35 days by sea.
Manufactured goods produced in Chicago can be transported to distributors
in Ouagadougou, Burkina Faso, within 48 hours. The United Parcel Service
(UPS) and Federal Express (FedEx) can send an envelope from Cleveland
to Tashkent in 72 hours. The aviation industry has changed forever the way
many human beings look at the world around them.

An emphasis on airline security continues to be fundamental to a healthy
global civil aviation system. The growth in air travel of passengers and freight
is dependent upon

* an adequate and efficient infrastructure with which to support airport operations
without a harmful impact on the environment;

* speedy and efficient handling of passengers’ baggage and freight at departure,
transit/transfer, and arrival points; and

e a safe and secure environment.
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It is the responsibility of anyone associated with the aviation industry to
contribute to the safety and security of its operations, not just dedicated avia-
tion security professionals.

NOTES

1. Andrew R. Thomas, Aviation Insecurity: The New Challenges of Air Travel
(Ambherst, NY: Prometheus, 2003), 167.
2. Ibid.



CHAPTER 2

Aviation Security Practice and
Education: 1968 Onward

John Harrison

"Terrorism involving aviation has been going on for many years. The most
dramatic terrorist attacks in history were those conducted by al Qaeda on
September 11, 2001. Civil aviation is intimately involved in the metamorpho-
sis of groups with specific and identifiable objectives—demands for liberation
from occupation or a separate homeland—to transnational groups with almost
no known objectives. One can trace the development of terrorism as a phe-
nomenon as well as its tactical development by studying its interaction with
international civil aviation. Even as terrorism moves through an organizational
evolution, from highly structured organizations to self-generated and opera-
tionalized cells, such as those that planned an attack against Fort Dix in New
Jersey, plotted against John F. Kennedy Airport (JFK), and attempted to bring
liquid explosives aboard a plane in the United Kingdom, the focus of terrorists
remains on aviation.

The aviation sector has, for years, been involved in cross-border crimi-
nality, which also includes terrorism. Transnational criminal organizations
use the aviation system to transport contraband and, increasingly, people
across the globe. Cocaine smugglers have used the FedEx air delivery system
to transport their products across the United States, and narcotics smugglers
from Guyana have used U.S. Mail pouches to smuggle millions of dollars
worth of cocaine into the United States through JFK. Organized gangs of
human smugglers routinely attempt to use the aviation system to move people
into North America and Europe. Kenyans desperate to flee their country have
been found stowed away in the wheel wells of British Airways flights, arriving
frozen to death at Heathrow.

"This chapter will attempt to provide an evaluation of the operational en-
vironment that the civil aviation industry faces due to crime and terrorism.
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The chapter will examine the traditional responses to crime and terrorism
and will attempt to raise a significant and often overlooked area in security,
that is, education. The argument is that security education is reactive and
lacks a comprehensive approach that is targeted at addressing the current
and evolving threat and risk environment. Done well, however, it is capa-
ble of creating a professional cadre of motivated line staff and management
members.

THREAT VERSUS RISK

One of the ironies facing the aviation sector is that while the industry is
advanced in evaluating economic risks in its decision making and in taking the
necessary steps to manage those risks, it is still focused on responding to secu-
rity threats and appears to have great difficulty in developing and articulating
its response. In most of the world, the service providers, particularly the car-
riers, are no longer responsible for security. Nevertheless, the industry bears
the direct and indirect costs both of the implementation of security measures
and of the failures that occur if, despite such measures, criminals and terror-
ists still manage to carry out their activities.

The suggestion here is that there needs to be a better system of evaluating
and responding to risk. The first element in this approach is to understand
what threat means. Threat is an exploitable vulnerability. When one exam-
ines the range of potential targets that modern aviation offers to a perspec-
tive terrorist, the threat appears enormous and unmanageable. The theft and
counterfeiting of travel documents, the attacks on land and air targets, and
the theft of equipment, just to name a few of the problems, indicate that
there are weaknesses and potential gaps that terrorists can exploit. And as
the Irish Republican Army (IRA) famously stated to British authorities, “We
have to be lucky once; you have to be lucky all the time.” So how does a
society protect everything it values? What is needed here is to shift from
simply responding to the threat and move to examining the situation from a
risk perspective.

There are many ways of examining risk, but the two critical elements are
the probability of a given vulnerability being exploited and the consequences
of that exploitation. The simple process of evaluating these two elements helps
to order the environment and allows limited resources to be deployed op-
timally. One can further refine the evaluation model by applying the threat
structure to terrorist groups. Evaluating the threat posed by any given group
rests on knowledge in three areas: the intentions of a given group, its ability
to act on these intentions, and the operational environment involved. This ad-
ditional step is critical to assessing the threat and risk environment; without it,
the security community will remain focused on the potential threat and never
grasp the actual threat and its accompanying risk. While the primary focus of
security-related information has been on the users of the aviation system, more
attention needs to be given to those working within the system. The terrorist
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plot against JFK International Airport and the April 2004 arrest at JFK of
25 cargo and baggage handlers working for a Guyana-based cocaine smug-
gling ring! show that the threat comes from within as well as outside. One
critical element of security is the ability to conduct rapid and ongoing security
checks on staff working in all areas of aviation. This is a necessary first step in
protecting carriers’ national interests, but it has historically been blocked by
labor interests. It would seem that a reasonable compromise can be reached
that protects both the employees and the users of the aviation system.

Ciritically, this is one area where the aviation industry is leading the gov-
ernment. Aviation has long understood the aforementioned model, and most
of the security courses offered to the industry both before and after Septem-
ber 11, 2001, include threat and risk evaluation components.

THREATS TO VARIOUS SEGMENTS OF
THE AVIATION INDUSTRY

"The above discussion raises a question: what are the threats to aviation? Given
the size and complexity of the system, there is no simple answer. The two broad
categories of aviation are the landside and airside categories, both of which will
be addressed in this section. From the terrorist perspective, the landside seg-
ment offers a large and relatively untapped operational environment. Only four
notable attacks have taken place against landside aviation: the Japanese Red
Army attack on Lod Airport in 1972, the Abu Nidal attack on the Rome and
Vienna airports in 1985, the Tamil Tigers’ attack on Colombo Airport in 2001,
and the Glasgow attack in July 2007. One can argue that the more traditional
terrorist organizations, such as those mentioned above, have wanted to limit
casualties and retain a moral legitimacy, and harming large numbers of inno-
cent passengers would undermine both objectives. New terrorist groups have
none of these limitations, so it remains unclear as to why more landside attacks
have not yet occurred. Criminal activity is more common on the landside. This
includes smuggling, theft, and other activities directly related to aviation, but
also ancillary activities such as identity theft from travel documents or crime in
airport-based hotels. This issue becomes more pressing as the industry moves
to wireless travel, as envisioned by some Japanese airports.

Access control is a critical issue for security. This includes access not only
to secure areas but to the perimeter fencing as well. There are many coun-
tries where basic security is lacking or in poor repair, allowing unauthorized
persons to gain easy access to aircraft as stowaways. While there is currently
no evidence to suggest that terrorists are exploiting this weakness, the pos-
sibility of such exploitation exists. The current high-tech solutions offered by
biometrics and other forms of technology are encouraging.

But the best way to protect aviation also involves the weakest and least
developed area, that is, people. The need for trained and motivated staff
members who are encouraged and supported in their efforts to protect
civil aviation is the most vital component. All of the profiling and scanning
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equipment will not stop a determined attacker if the security personnel are
inattentive or corrupt. This is exactly what occurred in the suicide bombings
targeting Russian aviation in August 2004. While the threat is potentially
high, the risk posed by terrorist attacks on the landside remains, with minor
exceptions, quite low. The criminal threat is higher, but the risk is low be-
cause criminal interference with landside aviation is marginal.

The aviation industry, landside and airside, encompasses four components.
The first is commercial civil passenger aviation, including international civil
aviation, which is the primary focus of this chapter. The threat in this category
remains high, as its impact on the entire civil aviation industry is high. The
second component is military and other government-related aviation. Aircraft
within this component are also targets of terrorists. For example, al Qaeda
tried to shoot down a U.S. military cargo aircraft in Saudi Arabia in 1995.?
But actions against such official aircraft do not usually generate the publicity
that assaults on passenger aviation do, so while the threat in combat zones is
high, it remains low outside of these zones. The third component is cargo
aircraft. The threat to cargo aviation is economically important but this area
has never been explicitly targeted. The 2003 attempt to shoot down a DHL
aircraft in Baghdad was the choice of a target of opportunity, as few passenger
aircraft serve Iraq.’ Although al Qaeda has allegedly been interested in hijack-
ing a cargo aircraft, to date there has been no publicly disclosed evidence of
such an attempt. As such, threats involving cargo security present a low level
of threat and a low risk.

The fourth component is general aviation, which includes private, corpo-
rate, charter, and agricultural aviation, and all other types of aviation not
mentioned above. This is a component that terrorists have largely ignored.
Al Qaeda has been interested in crop dusters as a means of dispersing chemi-
cal or biological weapons and it may have plotted to attack the U.S. Embassy
in Paris* by using a suicide helicopter attack and to attack North Atlantic
Treaty Organization (NAT'O) shipping in the Straits of Gibraltar, but these
are exceptions to the rule. Additionally, given the limited damage caused by
these aircraft, such as the private aircraft that crashed accidentally into an
apartment building in New York City, the threat and risk remain low.

The criminal exploitation of aviation is common across all four catego-
ries. The threat posed to the system is twofold: first, the use of aviation to
transport contraband and humans illegally from one country to another, and
second, the theft of goods, as well as parts, in transit. Both are a growing issue
of concern for the industry, but as the commercial threat to the industry is
much less severe than the political threats posed by terrorists, the focus of this
chapter will be on the latter.

It s critical to note that any security measure must balance not just individ-
ual rights and convenience but also criminal and terrorist activity. Attempts to
respond to the terrorist threat alone, to the exclusion of counter-criminal ef-
forts, are often self-defeating. Any facility that is well maintained and policed
will help to dissuade terrorists from using it as a point of attack. Terrorists and
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criminals share much of their methodology; thus, having a well-trained, alert,
and active staff and police presence is the best deterrent.

Just as there are two broad categories in the operational environment (that
is, landside and airside), there are two general categories of training: these are
compliance and general management. The first category is designed to meet
ICAO or other national requirements for security staff. It most commonly
involves the line staff responsible for security, such as screeners, but ongoing
educational requirements are common for both line and management staff.
General management training is defined as involving courses that while useful
are not specific to the security or aviation industry. These are courses that are
delivered across industries, including courses involving motivational skill or
goal development. There is no argument that these skills are critical to man-
agers, but they are not sufficient to provide increased security skills.

Most current training on countermeasures is inadequate in its efforts to
assist security staff in detecting suspicious behavior irrespective of the moti-
vation for such behavior. The critical weakness in the current configuration
is that the focus remains on security staff and cabin crews. Carriers such as
Singapore Air attempt to broaden the exposure through programs such as its
annual Safety and Security Week. This program brings together aircrews, air-
port staff, security personnel, and nonsecurity headquarters staff to be briefed
on all aspects of safety and security.’ This model is a good starting point for
assisting staff in their training, but a wider, sustained effort is needed.

THE THREE PHASES OF THE POLITICAL THREAT

The terrorist threat to international civil aviation has gone through three
phases during the past 80 years. The first, 1948 to 1968, was characterized by
flight from persecution or prosecution. The second, 1968 to 1994, was politi-
cal. The third began in 1994 and is ongoing—it involves the use of aircraft
as weapons or battlegrounds. Each has been marked by a singular, defining
event but has involved aspects of the other stages. Each stage has also elicited
a response that in many cases has profoundly changed civil aviation.

The first phase, the flight from persecution or prosecution (1948 to early
1968), involved people attempting to leave their home countries who hijacked
aircraft for fast and convenient escapes. The first such hijacking occurred on
April 6, 1948, when the three crew members (including the pilot) and 21 of
the 26 passengers hijacked a Ceskoslovenske Aerolinie (CSA) internal flight
from Prague to Bratislava and landed in the U.S. Occupation Zone in Munich.
All of the hijackers were seeking political asylum.® This type of escape was
appealing to the hijackers because many of them were former military pilots.
Also, the defectors were greeted as heroes who had made a dramatic dash for
freedom. Even when a Soviet pilot was killed resisting the taking over of a
flight, few in the West viewed this as a criminal act. From 1948 through the
late 1950s, asylum was a fairly common goal (20 out of 37 hijackings).” The
persecution or prosecution phase waned from the late 1950s as jet aircraft use
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became more widespread and the focus shifted from Eastern Europe to the
United States. In the industry’s view, there was no need for enhanced security
as jets were far too difficult to control without experience. Thus, there was a
general perception that hijackings would gradually decline.

The Cuban Revolution, led by Fidel Castro, ousted the pro-U.S. dictator-
ship of Fulgencio Batista in January 1959, and Castro began to consolidate his
hold on power. A hijacker “highway” between the United States and the island
of Cuba soon appeared. Cubans who had been associated with the Batista
regime or disliked the drift toward Communism devised ways to get to the
United States, just 90 miles away. From 1960 to 1969, 49 out of a worldwide
total of 91 hijackings or attempted hijackings involved escapes from Cuba to
the United States.® Beginning in 1961, some of the traffic went in the op-
posite direction—people wishing to make a quick exit from U.S. jurisdiction
(criminals, the mentally unbalanced, and some self-described revolutionaries)
escaped to Cuba. Almost all ended up serving time in Cuban jails, although a
few “revolutionaries” managed to escape that fate.

There may have been political motives for escaping from Eastern Europe or
Cuba, but aircraft were not viewed as the means of delivering a political mes-
sage. There were no efforts to use the aircraft as anything other than getaway
vehicles; individuals fleeing Communist countries were showing their desire
to flee from a repressive system, but they were not seizing aircraft to call
attention to the broader political questions. Those fleeing to Cuba were at-
tempting to escape justice, or in the case of homesick Cubans, to return home;
they had no broader political agenda. People still use aircraft as a means of
escape: several hijackings attempted in China during early 2003 were initiated
by people trying to reach Taiwan.

Nevertheless, due to hijackings, security became a concern for civil aviation
for the first time. The now common passenger screening machines, passenger
profiling, and armed police at airports were all introduced as a result of this
phase. Industry training followed later. The international community began
rapidly passing conventions requiring specific security procedures. States, and
the industry, began training for compliance rather than risk, an understand-
able approach given the rapidly developing situation.

Phase two, beginning in 1968, wedded politics and interference with in-
ternational civil aviation.” The Popular Front for the Liberation of Palestine
(PFLP) hijacked Israeli state airline E1 Al Flight 426, bound for Tel Aviv from
Rome, on July 23. The three hijackers diverted the Boeing 707 and its 38 pas-
sengers and 10 crew members to Algiers. For some of the victims, the ordeal
lasted five weeks, the longest hijacking on record. Many terrorism experts date
the age of modern terrorism from this incident. The PFLP also introduced
mass hijackings as a tactic when, from September 6 to 12, 1970, the PFLP and
its allies hijacked four aircraft, a total of 577 passengers, and 39 crew members.
Only two of the four aircraft arrived at the PFLP-occupied Dawson Field in
Jordan (a former British military field, which gave its name to the hijacking
incident). The hijackers demanded that the Swiss, German, United Kingdom,
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and Israeli governments release the Arabs they were holding. The hijacking
ended with the destruction of three aircraft (two in Jordan and one that landed
in Egypt), but no passengers were lost. During this incident, the PFLP had at-
tempted to hijack an El Al plane departing from Amsterdam but was foiled by
an in-flight security officer. The flight landed safely in London.!°

Hijackings were the most popular tactic for many individuals. Between
1967 amd 2004 there were nearly 1,000 airline hijackings. It is estimated that
approximately 85 percent were carried out for political purposes. The remain-
der were conducted by terrorists.!! The international civil aviation regime
began to respond to the menace, deploying the so-called X-ray machines, for
example. That measure was only partially effective, as it foiled an average of
only about 19 percent of the terrorist hijackings at the time.!? But it did cause
the terrorists to switch to other tactics.

"Terrorists switched from hijackings to sabotage bombing, partially as a re-
sult of increased security. Terrorists during this phase were looking for the
drama of armed propaganda, while limiting the risk of casualties. But sabo-
tage bombings presented a greater risk for the terrorists because of the large
numbers of casualties created by such attacks.”® Nevertheless, such tactics are
still frequently used to convey a message, usually retaliatory. The bombing
of Pan Am Flight 103 was one such example; it was targeted in response to
U.S. raids on the Libyan military and terrorist infrastructure. It was not in-
tended to “instruct” the public; no official claim of responsibility was made.
The United States did not require a claim of responsibility to know where
responsibility lay. This attack also illustrates the risks inherent in such opera-
tions. Because the aircraft exploded over land, rather than over the ocean as
planned, it provided gruesome images that enraged the public. Any intended
message was drowned out by the grief and cries for retaliation. The image
of the nose section of the Boeing 747 resting in a Scottish field became the
symbol of international terrorism until September 11, 2001.

It is critical to remember that casualty figures are not vital to the terror-
ists; in fact, the fewer the better. The propaganda value of an attack is more
important than the lives lost.

The evolving threat caused the security industry to evolve as well. The
security tactics deployed for the first phase threat were adapted, and thus pas-
senger profiling, screening, and eventually baggage reconciliation became
standard practice rather than being targeted to specific flights. The provision
of security became a permanent fixture, requiring a more formal training and
career path for staff. Compliance training continued to be the norm, but the
security industry began to adopt the approach of the bourgeoning manage-
ment training industry. Management training was imported directly into se-
curity training. Some of the lessons learned from this type of training are no
doubt valuable, but as most of the instruction was conducted by people who
were not security specialists, it was of questionable security value.

The third phase, which began in 1994 and is ongoing, is characterized by
the use of aircraft not as means of delivering a message but as instruments with
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which to inflict massive casualities. Terrorism experts had begun to detect a
trend in the late 1980s toward an extremist interpretation of religion by terror-
ist groups. Islamist groups’ interpretations are most widely studied and viewed
as dangerous, but extremist violence also emerged in the Sikh, Christian,
Jewish, and Hindu religions, as well as in so-called new religions known as
cults. While much of the cult violence was directed inward,'* with the notable
exception of Aum Shinrikyo," traditional religions directed violence outward.
This externally focused violence sought to justify extreme violence against
non-coreligionists through the demonization of “the other” and to rationalize
wanton destruction by identifying violence as a sacred duty.

International civil aviation concerns about religiously motivated terrorism
have characterized phase three. On December 24, 1994, Air France Flight 8969
bound for Paris from Algiers was hijacked by the Algerian terrorist organiza-
tion, the Armed Islamic Group (GIA). Four hijackers boarded the aircraft dis-
guised as Air Algerie security staff.!d Authorities delayed the departure but were
intimidated into giving the go-ahead when two of the 227 persons on board met
their deaths at the hands of the hijackers. The French government decided not
to allow the aircraft to approach Paris because its consulate in Oran, Algeria,
had received an intelligence warning that the hijackers intended to blow up the
aircraft over the French capital.'” The flight crew convinced the hijackers that
refueling in Marseille was a must. After the aircraft touched down, hours of
fruitless negotiations ensued, whereupon the terrorists demanded fuel or they
would destroy the aircraft. French Special Forces (GIGN) stormed the aircraft
and, after a 25-minute fire fight, rescued the 161 remaining passengers (some
had been released during the negotiations) and three members of the flight
crew.!® The melee ended with the death of the hijackers; nine GIGN comman-
dos were injured, some seriously. The terrorists had not revealed their exact
target, but it was Paris, and the aircraft was their weapon. This change in tactics
ushered in a new era for international civil aviation. No longer was civil aviation
a political stage for terrorists; it was their weapon and battleground.

The GIA, a radical Islamic terrorist organization, had been attempting to
establish an Islamic state in Algeria. Its brutal tactics contributed to more than
100,000 deaths during the civil war fought there throughout the 1990s. France
was a particular target because of its support for the military government that
denied the radicals an election victory in 1991. The suicide hijacking was the
GIA’s revenge. Using civil aviation as an instrument of revenge is not new;
using it to target an entire ity is.

Al Qaeda is in a class by itself in conceiving, and in some cases execut-
ing, terrorist spectaculars. The first was Ramzi Yousef’s attack on New York’s
World Trade Center in February 1993. Yousef and his coconspirators had
planned to topple one tower into the other, potentially causing 250,000 casu-
alties. The 1993 incident killed six and wounded thousands. The failure of the
ground-based attack led the cell to consider an aviation attack.

The most audacious plan, Operation Bojinka, was designed by Khalid Sheik
Mohamed, Yousef’s uncle, who was to be the mastermind of the September 11,
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2001, operations. Yousef and five coconspirators planned to place bombs on
11 or 12 U.S. transpacific carriers during a 48-hour period, in a series of
events that would have killed as many as 5,000 people.!” The explosive was
to have been liquid nitrogen concealed in contact solution bottles that, in
the opinion of most experts, not even the most highly skilled and motivated
security screener would have been able to detect. It was to have been part of
a larger operation that included an aviation suicide attack against the Central
Intelligence Agency headquarters. It remains unclear whether the operation
was to have involved a general aviation aircraft, such as the one that was flown
into the White House in February 1993 by a man (not a terrorist) committing
suicide, or an attack similar to those that were to occur on September 11.20
The plot was never brought to fruition due to a fire mishap in the apartment
where Yousef was staying in Manila, and he was subsequently captured.

Al Qaeda demonstrated its creativity on September 11 when its operatives
turned four jumbo jets into a quartet of poor-man’s cruise missiles. These
events, and the case of Richard Reid and the missile attack in Mombasa,
Kenya, were designed to inflict enormous casualties, any political message
aside. The perpetrators’ willingness—even eagerness—to die makes phase
three of the threat the most dangerous and certainly the most difficult to
defend against.

While terrorists transitioned from phase two to phase three, the security
industry did not. The intelligence and security services missed the signifi-
cance of the emergence of religious terrorism and its impact on international
civil aviation. Aviation was no longer simply a stage for violent political the-
ater; aircraft were now being used as weapons. This would appear to require
a total reexamination of existing security assumptions and their related train-
ing and implementation. Sadly, no one was aware of the requirement. The
existing training infrastructure had grown stale. This is in part due to the
reliance either on retired security professionals who had aging anecdotes
but little teaching ability or on academics who may have been able to teach
but were unable to translate the material into useful information for security
professionals at any management level. At the time when management and
academia needed to be working together, they failed to develop the most basic
working relationship.

One consequence was the aviation industry’s continuing reliance on the gov-
ernment or for-profit security consultants for both critical information and
training. While most of the commercial providers were disseminating valid
information, some provided exaggerated or misleading information to provide
a basis for either their own product or that of a strategic partner. Many of
the providers reveled in the cult of knowledge, telling the industry that only
professionals with access to classified information could provide the necessary
current intelligence and training materials. What the aviation industry needed
to know was that 90 to 95 percent of all information on terrorism is available
through open sources. The industry does not need to invest in its own research
and analysis; it can utilize the existing academic infrastructure. An additional
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benefit is that in many cases academics can provide training materials and in
some cases trainers for at least some aspects of the course. There has been
some positive movement in this direction, but memories are long, and the past
relationship in training has not been forgotten by any party.

THE INTERNATIONAL RESPONSE

The civil aviation system was one of the earliest international systems. The
rapid spread of this industry in the last few decades is a tribute to the growth
in both business and leisure spending. This growth has stretched the interna-
tional civil aviation system to its limits in many areas, security training being
one. The proliferation of training providers has stretched the quality, without
decreasing the price of the services available. Even in the developed world,
where money and resources are plentiful, training costs are an issue. This
situation is even more acute in the emerging aviation markets of Asia and
Africa. Resource limitations and inadequate technical capacity present an easy
opportunity for terrorists to enter the system to pursue their nefarious ends.
Many nations have attempted to address this concern by working with the
developing markets to address the frontline security weaknesses. Funding is
available for fencing, X-ray machines, and staff to reduce these weaknesses.
The critical weakness remains the lack of qualified middle and senior man-
agers able to provide managerial, let alone critical, leadership and strategic
direction.

One effort to address this is an innovative training course provided by the
Singapore Air Transport Services (SATS). A joint effort between the Sin-
gapore government and SATS, the program brings promotable middle and
senior managers to Singapore for two weeks of intensive security training.
The program is premised on the fact that “many nations helped Singapore
to develop. Singapore remembers this and wants to return the assistance.”?!
The critical component of this program is the recognition that there must be
a balance between technical and human solutions to security and that the bal-
ance requires a different approach to management. Much of the developing
world cannot afford or support the widespread use of technology. With the
availability of plentiful low-cost labor there is a viable alternative. This does,
however, place an additional burden on management.

Technology has many well-understood advantages and limitations. In a
management context, it is supposed to improve efficiency while reducing
staff numbers. This, among other issues, reduces the need to recruit, train,
motivate, and retain large staffs. The equipment needs to be maintained, a
difficult issue no doubt, but the challenge of managing a staff with limited
management experience is reduced. The SATS program is important for its
capacity-building efforts, as well as for instilling the need for a flexible, lay-
ered approach to security.

Despite the laudable efforts mentioned above, there is still a severe gap in
training for security staff at all levels. In the past, the threat and risk environment
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developed at a slower rate, permitting training to evolve. This meant that practi-
cal work experience counted more heavily than formal training. The industry
did not take advantage of this slower evolution, but it had the potential to blend
experience with proactive training in order to remain ahead of the threats. The
far more rapid developments and evolution in the current phase of terrorism
have negated this potential advantage and placed a premium on strategic think-
ing rather than tactical implementation—exactly what the current training will
not achieve.

RECOMMENDATIONS AND CONCLUSIONS

The problems described above need to be addressed at three levels: strate-
gic, operational, and tactical. Each has a corresponding training component
that will be addressed below. For the training level, the critical component
is to develop a comprehensive program that provides the skills necessary for
compliance training, management training, and more comprehensive profes-
sional training.

The strategic level involves a battle of ideas. In general terms, we are not
even engaged in this issue in any serious or sustained manner. While the in-
ternational aviation system cannot, or should not, be involved in this directly,
it can and must understand what the change in terrorism has meant and how
it will impact its operations.

Recommendations:

* Asustained research effort by the industry to understand the trends in transnational
threats and how they will impact its operations

¢ Industry investment in nontechnical research in order to support technical security
efforts

The social science research mentioned above is essential to assist both an
understanding of terrorism and also the operational approach needed to
counter the threat and mitigate the risk posed by terrorists. The enormous
lead time and expenditure required to develop and deploy technology often
means that it becomes redundant due to a shift in terrorist tactics. By engag-
ing with the existing threat research infrastructure, we can avoid this continu-
ing problem.

"This is most appropriate for senior managers. They need to be able to think
about the trends across their industry, a skill they have developed quite well in
the business sense. However, they need to apply this skill in wider areas of so-
ciety that will impact the industry, and this is something they currently do not
do as well, if at all. They need to understand the strengths and limitations of
the policy community and the strengths and weaknesses of their industry, and
how they can cooperate to achieve similar goals. Training courses have to be
designed to get senior management to think strategically, manage knowledge,
and gain an understanding of where to go for analysis.
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The second level of analysis of terrorism is the operational level. This re-
fers not only to the operations of the organized groups, such as al Qaeda,
Hamas, Islamic Jihad (IJ), and others, but also to the response to these groups.
The response community is doing exceptionally well in this area. Organized
groups are finding their operational environment heavily restricted. There
has been similar success with regard to the aviation environment. The com-
mitment to a multilayered approach to such steps as an increase in access
control, the introduction of air marshals, and the provision of locked cockpit
doors is positive. But the international community needs to take a more active
role in the critical area of standards and information sharing.

Recommendations:

* ICAO needs to establish basic standards for such items as cargo screening, docu-
ment security, and other in-flight issues.

* ICAO needs to have enforcement power, which can and should include economic
incentives for meeting required standards and recommended practices.

® JCAO and the International Air Transport Association (IATA) should establish a
joint intelligence and security center (JISC).

The international community is attempting to address the first issue, but
there are powerful domestic forces that hinder these efforts. There are, for
example, technology requirements for screening systems that are designed
not to enhance security but to protect domestic manufacturers from compe-
tition. This is understandable but not acceptable. ICAO member states can
currently opt out of security requirements by simply informing the ICAO
that they are doing so, but they are not required to disclose which or how
many requirements they are not following, how long they intend to be out of
compliance, and if they have any intention to regain their former status. This
ability is understandable, as states do not want to publicly disclose their vul-
nerabilities. Even restricting the information to member states is of limited
value, given some of the connections member states have to terrorist groups.
The difficulty is that carriers and passengers are not aware of the risk they face
and are thus not able to make informed business and travel decisions.

One way to provide enforcement is to work with the insurance industry to
provide adjustable rates for carriers and airports that are at various levels of
compliance. Those in full compliance could get a reduction in insurance pre-
miums, as long as they spend the savings on security. One can look at funding
security through mechanisms such as infrastructure bonds as well.

The best way to defeat an asymmetric opponent is through information
sharing. The international aviation community can provide an example
through merging the efforts of ICAO and IATA in creating a joint security
and intelligence center. This can leverage the laudable security efforts of both
organizations with a central repository for the collection of information relat-
ing to terrorist and criminal interference with civil aviation. This will offer
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the industry the opportunity to have both a tactical and strategic analysis ca-
pability addressing industry-specific needs. The individuals involved at this
level are in middle management, and they need to have the skills to be not
only security managers but potential leaders. Thus, they need to know not
only the elements of their job but also the elements of broader security is-
sues. Courses should include analysis, introduction to intelligence, threat and
risk calculation, terrorist operations, and perhaps a “red teaming” module.
These are all skills designed to help them to see various aspects of their job,
understand the strengths and limitations of intelligence, and understand how
to think about the field, but even more importantly, understand how the op-
position is thinking.

The final level of analysis is the tactical level. This means dealing with
the increasing threat presented by self-organized, self-radicalized, and self-
operationalized cells, illustrated by the recent plots against Fort Dix and
JFK. The general record against this threat is mixed. There are far more of
these cells than of the larger groups, so the threat is greater, but the risk they
pose is substantially less, as they are more limited in their access to funding
and training and so their skills are reduced. They are more likely to conduct
London- or Madrid-style operations rather than September 11-style opera-
tions. They still pose a potential threat to aviation, as it is relatively simple to
hijack an aircraft, though rather more complicated to introduce an explosive
device. As this trend is still emerging, the industry can use the breathing space
to address existing weaknesses and develop a coherent, proactive strategy to
deal with current and emerging threats.

Recommendations:

¢ Develop and implement a more coherent tactical response.
* Provide regular and realistic training.

* Assist stakeholders in developing economically viable responses across the system.

The two critical elements in the first recommendation are staff and training.
"The industry must be involved again in its own security. This may require the
recruitment and training of the proper staff. It also requires that all staff mem-
bers in the industry recognize their role in security and understand that they
are empowered to act on their concerns. Staff must understand the operational
environment and what can easily be turned into a defensive tool in the event
of an incident. For example, if there is an attempt to hijack an aircraft, the
cabin crew must recognize that they have a nonlethal weapon readily available
to disrupt an attacker—coffee, ideally hot. Martial arts and other self-defense
courses are useful, but unless the staff members attend regular sessions in the
gym, the odds that a martial arts approach would work are limited. Using cof-
tee or a food cart is much more effective in the disruption of an operation.
The examples above show why training is important. The understanding
of how an event will take place and how to respond is not intuitive, but it can
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be learned. It is believed that the first five to seven seconds in a hostage or
other type of attack are the most critical. How an individual responds within
that time frame may determine the outcome for both the individual and all
involved.

Any security program must be economically viable. This seems to be
common sense, but frequently it is not seen as such. As can be illustrated
by the debate over protection against Man Portable Air Defense Systems
(MANPADS), the economic cost can seem prohibitive when looked at from a
threat and risk assessment perspective at least on the surface.

Justas important as the economic viability is the fact that any security policy
must include input from the individuals who are going to have to implement
it. They are the ones who will have to be able to understand the operational
environment and the best and most efficient way to implement a new policy,
as well as deal with the daily consequences of each new initiative.

This involves the line-supervisor or junior manager level. Training for
them is very compliance oriented. They need to learn how to perform spot
surveillance and to learn basic compliance and other rudimentary manage-
ment skills. Much of this is already being accomplished in training, but unless
it serves as a basic building block for a continuing career path, the training is
divorced from the essential objective—creating a professional security staff.

Ciritically, the training industry needs to move away from its reliance on
government. Undoubtedly, the above recommendations all rest on the ability
of the stakeholders to gain access to high-quality information and intelligence.
While cooperation between the government and industry is improving, there
is still room for progress. One way to work around chokepoints within the sys-
tem is to access information directly. About 95 to 99 percent of all information
in the counterterrorism field is available through open sources. This includes
both analysis and raw information, which can help create realistic training as
well as the framework that the industry needs to evaluate its risk. The aviation
industry does not need to invest in its own analytical capabilities; private sector
firms and academic centers can provide information and analysis.

The threat and risk facing international civil aviation are constantly evolv-
ing. It is now common for groups to have an evolutionary life cycle of around
six months, making response very difficult. The most effective security strat-
egy is to develop a comprehensive, layered security structure. The critical
components in maintaining a robust and flexible response are staff, training,
intelligence, and, most critically, the will.

Terrorism and crime are human activities and thus can be reduced and per-
haps prevented by human activity. Thus the move toward greater reliance on
technology in all aspects of aviation and security may have a negative impact
on security. Humans, with all of their limitations, are some of the best early
warning detectors currently available. While the focus is on identifying the
best personality type to work in security, it is essential to make sure that all
staff members understand that they are empowered and expected to act in a
potential security-related situation. This is not confined to security and other
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ground staff. Ticket agents, sky caps, and everyone else in the industry need
to be invested in the notion that security is an all points effort. The only
way to protect civil aviation is to calibrate the response to the threat and risk
posed by a given threat and allow humans to remain engaged in attempting
to reduce the threat.
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CHAPTER 3

Air Transportation in Evolving
Supply Chain Strategies

R. Ray Gehani and G. Tom Gehani

In the past 10 years, transportation by air has seen the fastest growth of all
modes of transportation in the United States. Transportation costs account
for a significant share of the cost of the goods sold in most enterprises and
have a large impact on customer service and competitiveness of enterprises.
During the age of regulated transportation in the United States (until the
early 1980s), low-cost leadership logistics was the dominant driver for supply
chain strategy. With deregulation reforms, the logistics service providers were
forced to integrate multiple modes of transportation and migrate to more
value-added bundling in their differentiated supply chain strategy. In this
chapter, we review the significant role that air transportation plays in global
supply chains and examine how air transportation emerged with the fastest
growth of all modes of transportation, by volume and by revenue.

The role of air transportation in the supply chain has evolved significantly
in the past three decades. The terrorist attacks on September 11, 2001, brought
about additional strategic shifts in supply chain management and logistics
practices. Prior to the deregulation of the U.S. transportation sector in the
early 1980s, transportation service was a commodity. Competition in this ser-
vice sector was driven by low-cost leadership strategies. There was little dif-
ferentiation in price or performance across different transportation service
providers. Transport deregulation gave birth to new differentiation strategies
based on service functionality, modal diversity, flexibility, speed, capacity, scal-
ability, and other factors.

A major new form of differentiated supply chain strategy has been that the
air transportation service providers not only provide product movement but
also facilitate product and parts storage. Goods in different forms, such as raw
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materials, parts and components, work-in-progress subassemblies, and fin-
ished goods, need to be transported and stored at different stages in a supply
chain, value-adding chain, and demand chain.

The efficiency and effectiveness of alternate transportation, logistics, and
supply chain strategies have a significant impact on the overall productivity
and the competitive performance of a global enterprise. In-transit inventory
captive in the transportation system is usually inaccessible and must be mini-
mized. The application of recent innovations in information technology, such
as radio frequency identification devices (RFID) and the geographic position-
ing system (GPS), enhances the supply chain managers’ access to in-transit
inventory. The global supply chain managers must make decisions regarding
temporarily storing certain inventory in a warehouse versus hiring a transpor-
tation service provider to move it. In global supply networks, managers may
have to divert a shipment in midstream from its intended destination to a new,
more pressing destination.

TRANSPORTATION AND SUPPLY CHAIN STRATEGY

In this chapter, we discuss why the transportation logistics strategy for air-
freight service providers must evolve and differentiate as a result of the U.S.
deregulation reforms. With lower barriers to entry for new transport service
providers and increasing threats of substitute modes of transportation, air
service transportation providers must migrate to differentiate their service
strategies rather than continue to rely heavily on their traditional low-cost
leadership strategies, which were more effective under highly regulated and
predictable markets.

Purchased supplies must be transported safely and swiftly from the places
where they are generated (manufactured or mined) to the marketplaces where
they are in demand. To ensure excellent customer service, adequate produc-
tion in conjunction with optimum levels of inventories must be planned and
provided. A global business demands that fluctuating and varying supplies
match with uncertain demand. Transportation by different channels plays a
key facilitating role in an effective deployment of inventories and sourcing of
parts, components, and finished goods from worldwide suppliers.!

Supply chain logistics involves the management of inventory at rest and in
motion. Either goods are flowing or they are in storage. The Council of Logis-
tics Management defines logistics as that part of the supply chain that “plans,
implements, and controls the efficient, effective flow and storage of goods,
services, and related information, from the point of origin to the point of con-
sumption, for the purpose of conforming to customers’ requirements.”

Transportation service adds value by moving raw materials, intermediate
goods, and finished products at the time and place these are needed. Trans-
portation service providers offer a bundle of services for a price that depends
on the quantity of goods moved, the distance moved, and the urgency with
which these goods are moved over the desired distances.
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Transportation and Logistics Costs

Logistics costs are usually divided into transportation costs, inventory car-
rying costs, and administrative costs. Transportation accounts for the major-
ity of the logistics costs.

In the current deregulated transportation markets, managing a supply
chain logistics strategy involves balancing (a) the costs of appropriate levels
of inventories, (b) the costs of manufacturing, and (c) the costs of transporta-
tion. Economies of volume scale and economies of transportation distances
must be taken into consideration. Often, transporting 10,000 pounds costs
just as much as transporting 2,000 pounds. Consolidation saves the cost of
making several shipment orders, but it may increase the inventory holding
cost. To avoid maintaining cost-incurring high levels of holding inventories,
the cycle fill times must be reduced in conjunction with competitive logistics
and transportation services. All these trade-offs favor the air transportation
mode over other transportation modes for large volumes transported over
long distances.

ECONOMIC SIGNIFICANCE

The cost of supply chain logistics plays a significant role in the U.S. econ-
omy. The State of Logistics Report, presented annually by the Council of Supply
Chain Management Professionals, monitors the transportation costs, total
inventory-carrying costs, and total logistics costs. The logistics costs in the
United States increased from $898 billion in 1998 to $910 billion in 2002,
and to $1,180 billion in 2005.* This represents about 6 to 10 percent of the
U.S. Gross Domestic Product (GDP; see Table 3.1). This share used to be
much higher, at 16.2 percent, in 1981. This fall in the relative share of the cost
of supply chain logistics in the U.S. GDP is due to (1) the deregulation of the
transportation sector, (2) advances in technology, (3) the use of e-commerce,
and (4) the streamlining of supply chains. In 2005 compared to 2004, how-
ever, there was an annual 15 percent increase of US$156 billion. This was
due to (1) higher fuel costs, (2) supply chain off-shoring and outsourcing,
(3) higher costs of security, and (4) shortages of rail capacity and truck drivers.

Of these, the transportation costs, including road, rail, sea, and air trans-
portation costs, account for approximately 55-60 percent of the total logistics
costs. The inventory cost is about half of that, or about 30-35 percent, and the
rest is administrative cost.*

Transportation Costs and Product Prices

Depending on the type of product, the transportation costs may account
for as high as 40 percent of the price of a product. Bulky and low value prod-
ucts tend to have a higher ratio of transportation costs to their prices. In very
high-value and low-weight items (such as bulk electronic parts and compo-
nents), the transportation costs may be as low as 1 percent.
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Table 3.1
The U.S. Freight Bill by Transportation Mode (in billion US$)

Total
Air  Road  Rail ~ Water  Pipe  Other  Transp.
Cost Cost Cost Cost Cost Costs GNP U.S. Total/
$B $B $B $B $B $B Cost B GNP %

1960 0.4 323 9.0 34 09 1.7 47.8 500 9.0
1970 1.2 62.5 119 53 1.4 1.8 83.9 1,046 8.0
1980 4.0 1553 279 153 7.6 3.5 213.7 2831 7.6
1990 13.7 270.1 30.0 20.1 8.3 7.7 350.8 5832 6.0
2000 27.0 481.0 36.0 26.0 9.0 11.0 590.0 9,960 5.9

Source: Adapted from Robert Delaney, “Twelfth Annual State of Logistics Report,” presented to
the National Press Club, Washington, DC, June 4, 2001.

Often, a small effort in optimizing the transportation logistics strategy
can result in significant cost savings and performance improvements. Cost
minimization, however, is not the only criterion for choosing transportation
channels and services. For example, supplies are procured and transported to
meet certain production schedules and market demands. Transporting with
low cost and long lead times may exhaust inventories, resulting in expensive
plant shutdowns and finished goods stock-outs.

Similarly, reliability may vary significantly from one transport mode or
company to another. A cheaper transporter may have a higher damage level,
a higher level of lost shipments, and lower service reliability. Selecting such a
transporter may add significant costs and other headaches.

The just-in-time lean supply chain management and global outsourcing
demand that transporters should not only be reliable but that they should
be faster with lower cycle times and more flexible. With smaller lot sizes and
frequent set up changes, deliveries must be damage free in transit and without
any delay. Deeper supply chains, with global sourcing, add pressure and com-
plexity to timely transportation management.

All these disruptive external environmental and internal organizational fac-
tors favor a migration from a low-cost leadership strategy to the use of a
service differentiation strategy for logistics transportation. In the next section
we will discuss how deregulation reforms have motivated this shift in trans-
portation strategy.

DEREGULATION OF TRANSPORTATION LOGISTICS

Transportation played key strategic roles in the rise and fall of the great
ancient civilizations of Egypt, India, Greece, and Rome. The River Ganges
in India, like the River Nile in Egypt, provided the transportation needed to
move agricultural produce along the plains of northern India and transformed
the nomadic Aryan hunters into domestic agricultural farmers. The restricted
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land transportation across high mountains of the Hindu Kush insulated the
prosperous Indian subcontinent from westerners until the sea routes to India
were opened by sea explorers like Vasco de Gama in the fifteenth century.

Due to the significance of the transportation sector to the economy of the
United States, for over a century, the U.S. transportation sector was strictly
regulated by government with closely controlled rates and delineation of al-
lowable routes or geographical areas. These regulations were imposed at the
federal, state, and local levels. In the 1970s, the U.S. government started grad-
ually deregulating the transportation sector.” Whereas the economic regula-
tions have been relaxed, the transportation sector must adhere to increasing
safety and environmental regulations. These relate to working conditions, the
transportation of hazardous and dangerous goods, and vehicle emissions.

Since the September 11 terrorist attacks on the World Trade Center and the
Pentagon in 2001, the governments have imposed higher security standards
atairports and seaports. The transportation regulatory policies are being con-
tinually assessed, on a day-to-day basis, as new assaults unfold. These have
a significant impact on supply chain logistics and transportation operations
management.

The U.S. government is deeply vested in the smooth functioning of the
transportation network running its economic, food, and defense supplies—
both nationally and internationally. Historically, national and state govern-
ments closely regulated the transportation carriers in terms of their geographic
and business scope, by specifying the prices they could charge for their ser-
vices. In the case of the U.S. Postal Service, the government directly provides
the transportation service to its citizens instead of relying on private service
providers driven by short-term profit.

For more than a century, the U.S. government regulators, guided by a pol-
icy of making transportation stable, economical, and accessible to all, invested
heavily in building the transportation infrastructure, such as the Baltimore
and Long Beach seaports, the Erie and Ohio canals, the interstate highway
system, and airports.

Early transportation in the United States was dominated by the canal and
railroad system. Individual states monopolized the legal rights within their
borders, and there were no consistent interstate controls by the federal gov-
ernment. The U.S. Congress passed the 1870 Act to Regulate Commerce
and created the Interstate Commerce Commission (ICC). At the dawn of the
twentieth century, transportation carriers exploited their freedom by resort-
ing to excessive profiteering, collusive price fixing, and anticompetitive prac-
tices. In 1903, the Elkins Act was passed, followed by the 1906 Hepburn Act,
to establish federal regulatory control over pricing, particularly the maximum
rate. The Hepburn Act had implicit jurisdiction over oil pipeline carriers.
From early on, the Standard Oil Company developed pipeline transportation
as a key mode competing with rail transportation. The 1910 Mann-Elkins
Act enabled ICC to (a) examine and veto the proposed rates, and (b) remove
discriminatory rates by service providers.
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The 1920 Transportation Act expanded the power of ICC to include a
reasonable minimum rate as well as the maximum rates. The 1887 Act was
renamed the Interstate Commerce Act.

The post—-World War I experience gave birth to the 1935 Emergency
"Transportation Act, which set standards for reasonable rates. In addition, as
road transportation acquired a significant share of the total transportation
market, the 1935 Motor-Carrier Act also expanded ICC regulation of the
increasing numbers of for-hire motor carriers.

Water transport in the United States was loosely regulated by the 1940
Transportation Act under ICC for domestic water. Water transport in foreign
trade and commerce with the noncontiguous states of Alaska and Hawaii was
regulated by the Federal Maritime Commission (FMC).

The 1948 Reed-Bulwinkle Act allowed the transportation service provid-
ers to collaborate and jointly set prices, exempting them from the antitrust
restrictions of the Clayton, Sherman, and Robinson-Patman acts.

"To regulate the emerging airlines and air transportation sector, the 1938
Civil Aeronautics Act established a separate Civil Aeronautics Authority
(CAA) to promote the sector’s growth and ensure its safety. In 1940, the CAA
was reorganized first as the Civil Aeronautics Board (CAB) and later as the
Federal Aeronautics Administration (FAA). In addition, for the emerging
aerospace sector, in 1951 the National Advisory Committee on Aeronautics
was renamed the National Aeronautics and Space Administration (NASA).

Between 1970 and 1973, the U.S. rail industry started deteriorating. The
National Railroad Passenger Cooperation (AM'TRAK) was established by
the 1970 Rail Passenger Service Act. To provide economic aid to seven major
northeastern railroads facing bankruptcy, the Regional Rail Reorganization
Act was passed in 1973. Under this act, on April 1, 1976, the Consolidated
Rail Corporation (CONRAIL) started operating parts of these seven rail ser-
vices. In 1976, the Railroad Revitalization and Regulatory Reform Act (4-R)
and the Rail Transportation Improvement Act provided additional resources
to AMTRAK and CONRAIL, and started deregulating the transportation
sector.

Deregulatory Reforms

In 1966, the Department of Transportation (DOT) was established to over-
see the deregulation reforms in the U.S. transportation sector. The dereg-
ulation reforms were first introduced in air transportation: air carriers were
encouraged to compete over prices, and the restrictions on setting up new air
carriers were relaxed under CAB. The entry of and pricing by domestic cargo
airlines, shippers’ associations, and freight forwarders were deregulated by
1977. New rivals were allowed to enter the transportation sector provided they
were willing, able, and fit to provide the promised services, rather than because
of necessity or public convenience. The 1978 Airline Deregulation Act was
passed on October 24, and CAB was shut down on November 30, 1984.
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The road and rail transportation sectors were deregulated under the 1980
Motor Carrier Act (MCA) and the Staggers Rail Act (SRA).

The 1980 Motor Carrier Act (MCA) abolished the restrictions on the types
of road carriers and the range of transportation services provided, in order to
improve productivity and stimulate competition among road transportation
service providers. ICC continued to oversee predatory pricing. This dramati-
cally transformed the road transportation sector.

The 1980 Staggers Rail Act (SRA) deregulated the U.S. rail transportation
sector, allowing vital freedom to the carriers to price competitively in their
different market segments. The rail service providers were also free to merge
or discontinue poor-performing rail segments. The 1994 Negotiated Rate
Act helped further expand the rate freedom.

The 1994 Trucking Industry Reform Act (TIRA) deleted the mandate for
the road carriers to file their rates with ICC. The 1995 ICC ‘Termination
Act abolished ICC, effective January 1, 1996, and appointed a small Surface
"Transportation Board (STB) to continue deregulation across all transporta-
tion modes and carriers.

Interstate Inconsistency

Whereas there is a need for state-by-state consistency, often there was a
conflict of jurisdiction in the United States between the federal and state agen-
cies over transportation issues. In 1993, ICC ruled that if goods were shipped
from out of state then the in-state shipments from warehouse to markets were
also deemed interstate shipments. To avoid the additional cost burden of state
regulation, the 1996 Federal Aviation Administration Authorization and Re-
authorization Act was passed to facilitate a smoother flow of goods. The 1998
Ocean Shipping Reform Act deregulated the need to file tariffs with FMC.

ADOPTING DIGITAL TECHNOLOGY INNOVATIONS

The innovations in digital technology and widespread use of the Internet
gave birth to the 2000 Electronic Signatures in Global and National Com-
merce Act, which was designed to give digital signatures in electronic docu-
ments the same legal authority as signatures in legal paper documents. In
2004, the U.S. Department of Defense mandated that its 45,000 suppliers use
RFID tags for all its supplies to the military.

The September 11 terrorist attacks in 2001 forced the United States to
revamp its supply chain system and make it terrorism proof. Andrew Thomas
in his 2003 book, Aviation Insecurity, has described how susceptible the U.S.
aviation sector is to further acts of terrorism.® The 2001 USA Patriot Act was
passed on October 26, to make sweeping increases in inspections and screen-
ings at airports, seaports, and border crossings by road. This gave birth to
the Customs-"Trade Partnership against "Terrorism (C-TPAT), a collaborative
preventive program between government agencies and businesses.



32 Aviation Security Management

Rampant globalization gave birth to new protective laws. The 2000 Byrd
Amendment, also called the Continued Dumping and Subsidy Act, imposed
fines on foreign firms suspected of underpricing and dumping their goods in
the U.S. market and redistributed these fines to the complaining U.S. firms.
This has resulted in a number of international lawsuits alleging U.S. viola-
tions of the guidelines set by the World Trade Organization, and has resulted
in retaliatory duties on many U.S. goods by importing foreign countries.

Global competitiveness has also demanded a revision of the Jones Act,
under Section 27 of the Maritime Act of 1920, mandating that goods shipped
from one U.S. port to another U.S. port must be shipped by U.S.-built ships
operated by U.S. crews and operating under a U.S. flag.

"The aforementioned deregulatory reforms have had a significant impact on
the U.S. transportation markets. Many transportation service providers are
forced to differentiate their transportation logistics strategies to accommodate
their new, dynamic, and fast-changing markets. 1o survive and to grow in these
new markets, transportation service providers can no longer supply commodity-
like services with a low-cost leadership strategy. They must increasingly examine
and adopt innovative ways to differentiate their transportation logistics strategy.

The U.S. deregulation reforms have lowered the barriers for potential new
entrants into the transportation services market and increased the intensity
of the rivalry between existing transportation service providers. With higher
threats of alternate substitute modes of transportation, the buyers of trans-
portation services have gained greater bargaining power. With increasing
pressure on overall potential profitability due to deregulation, U.S. transpor-
tation service providers are forced to differentiate their transportation logis-
tics strategy by using multiple modes of transportation. In addition to using
multiple transportation modes, they adopt innovations such as GPS, RFID,
and other technologies ato improve visibility, reliability, and transparency
throughout the multimodal transportation markets.

FIVE COMPETING MODES OF TRANSPORTATION

There are five basic modes of transportation. These are water, rail, pipeline,
road, and air—in the order in which these modes were introduced. Supply
chain managers must carefully understand the key attributes of these differ-
ent transportation modes, so that they can effectively mix and match the cost
advantages and disadvantages of these modes to meet their customers’ de-
mands most appropriately. Given below is a more detailed description of the
air mode of transportation. Then other modes of transportation are discussed
in relation to air transportation.

Air Transportation

Air transportation is the newest and the fastest-growing mode of trans-
porting goods over long distances. Airfreight has the primary advantage of
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Table 3.2
10-year Growth in Gomestic Freight Shipments by Mode, Volume, and Revenue

Rail inter-
Air Road  Rail modal ~ Water  Pipe

1996 Freight vol. mil. 11 6,549 1,682 135 1,044 1,443
tons

1996  Mode vol. share %  0.1% 60.3% 15.5%  12% 9.6% 133%

1996  Freight revenue 346.0 29.6 5.6 7.4 18.3
$billion 13.3

1996  Mode revenue 32% 823% 7.0% 1.3%  18% 4.4%
share %

2006  Freight vol. mil. 24 8,242 1,979 211 1,137 1,600

tons

2006  Mode vol. share %  0.2% 62.9% 15.0% 1.6% 8.6% 12.1%

2006  Freight revenue 446.0 35.1 8.7 8.1 20.2
$billion 29.4

2006  Mode revenue 54% 81.5% 6.4% 1.6% 15% 3.7%
share %

96-06  Freight vol. 118.2 259 17.7 56.3 8.9 10.9
change %

96-06 Mode revenue 121.1 29.0 18.6 55.4 9.5 10.4
change %

Source: Adapted from information in the ATA Foundation Third Annual United States Freight
Forecast to 2006. Tiucking Activity Report, American Trucking Association, Economics and
Statistics Department, Alexandria, Virginia, 2007.

providing faster speed than other modes. Goods can be transported coast-to-
coast by air in hours when it takes days by other modes.

Table 3.2 illustrates the 10-year growth, from 1996 to 2006, in U.S.
freight transportation by different modes.” During this period, airfreight
volume increased by 118.2 percent, and freight revenue increased by 121.1
percent. The corresponding increases for road transportation were only
25.9 percent and 29.0 percent respectively. The growth for rail was only
around 18 percent in this 10-year period.

Airfreight is usually costlier than other modes of transportation, and it must
be coordinated with trucks to provide the needed door-to-door service. The
speedier and costlier air transportation is differentiated by integrating with
field warehousing. Air transportation is limited by aircraft and airport avail-
ability, load size, and weight lift capacity.

For many years, air freight was transported aboard passenger aircrafts.
Dedicated airfreight service was introduced by the launching of airfreight
service providers such as Federal Express, DHL, Airborne Express, and the
United Parcel Service. They initially transported high-priority documents.
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Whereas there are approximately 400,000 miles of air routes, airfreight in
the United States accounts for much less than 1 percent of intercity ton-miles.
The airports and airways are developed and maintained by government and
state authorities. The fixed costs include purchasing aircraft, cargo containers,
and specialized handling equipment. These costs are relatively low compared
to the fixed costs for the rail, water, and pipeline modes of transportation.
Variable costs for air transportation are usually high due to rising fuel costs,
user fees, and in-flight as well as ground-handling labor.

The products most suited to the air mode are usually of high priority,
high value, time sensitive, and perishable. Examples include high-fashion
apparel, cut flowers, fresh fish, and repair parts. Scheduled and chartered
airfreight services are often used for some of these. Beyond certain dis-
tances, the air mode is particularly best suited for emergency deliveries.
Medical supplies requiring narrowly monitored temperatures and other
health care services may evolve as a lucrative segment of the market for air
transportation.

Road Transportation

The use of road transportation by automobiles has risen rapidly since
World War II. Auto carriers, such as trucks, account for almost 80 percent of
the transportation costs of U.S. enterprises today.

This mode provides door-to-door service, from short to long distances,
and for products varying in size and weight. Trucks can transport large vol-
umes at lower rates. Due to its flexibility in terms of door-to-door delivery
and its ability to use a variety of roads, this mode is extensively used by just-
in-time producers and suppliers. The United States has close to a million
road miles.

In comparison to rail, road terminals require small fixed-cost investments.
The facilities are often built and maintained by state governments. User and
toll fees vary by usage. The variable costs for this mode, including the cost of
drivers, fuel, and material handling labor, are high. High maintenance costs,
the shortage of certified and reliable drivers, and safety in material handling
are some of the challenges for this transportation mode.

Auto carriers prefer transporting high-value products over 500 miles, and
usually prefer transporting products weighing less than 15,000 pounds for
intercity shipments.®

Auto carriers are classified into (1) small-parcel ground carriers, (2) less-
than-truck-load (LTL) carriers with less than 15,000 pounds, and (3) truck-
load (TL) carriers with loads of over 15,000 pounds without intermediate
stops. LTL carriers require consolidation. Some leading I'TL carriers are
TNT Freightways, Yellow Freight, Roadway, and Consolidated Freightways.
LTL loads are usually carried over shorter distances than L'T" loads, and LTL
loads cost more per unit weight. There are some specialty carriers such as
Waste Management.
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Rail Transportation

Prior to World War 11, transportation by rail dominated supply chain logis-
tics in the United States. Today, compared to auto carriers, rail transportation
is slower, more inflexible, and results in higher shares of losses and damage.
The rail mode, however, has an advantage in transporting large tonnage over
long distances.

Some intermodal transport service providers use a piggyback system, using
truck trailers on flatcars (TOFC) and containers on flatcars (COFC). This
helps them take advantage of long-distance transportation by rail and the
door-to-door service of the auto mode. It also reduces damage and handling
delays at terminals.

Water Transportation

Water is the oldest mode of transportation. In the ancient times, manually
powered sailing ships were used for international trade. In the early 1800s,
sails were replaced by steam power, which itself was replaced by diesel motors
in the 1920s. By the dawn of the twenty-first century, the United States had
approximately 26,000 miles of inland waterways, not counting coastal and
Great Lakes shipping.’

Most international transportation of goods uses deep-sea transport. The water
mode is also pronounced on inland lakes and rivers. The biggest advantage of
water transportation is that it allows the shipment of very large quantities.

Whereas water transport is inexpensive for large tonnages of commodities
such as grain, coal, and others over long distances, the water mode of transpor-
tation is inflexible. It requires adequate handling equipment and access to con-
venient nearby waterways . Water transporters must team up with auto carriers
for door-to-door transportation services using truck trailers or containers.

Pipeline Transportation

Pipelines are primarily used in select cases for transporting gases or liquids.
Pipelines account for the transportation of close to 60 percent of crude oil and
natural gases. In the United States, approximately 180,000 miles were main-
tained by the end of the twentieth century.!'® Whereas pipelines demand high ini-
tal fixed investments for construction and right-of-way expenses, their variable
costs are much lower. Pipelines operate round the clock and seven days a week.
They are limited by relatively high maintenance costs and type of commodity (in
gas, liquid, or slurry forms). No empty containers need to be returned.

SELECTING THE AIR TRANSPORTATION MODE

Often, a buyer specifies the transportation mode by which the purchased
goods are to be transported. The transportation service provider with multiple
modes of transportation can offer alternative modes as well as a mixed-modal
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Table 3.3
Relative Ranking of Different Modes by Operational Attributes

Air Road Rail Water Pipe
Speed 1 3 2 4 5
Reliability/dependability 5 3 2 4 1
Availability 3 2 1 4 5
Capability 4 2 3 1 5
Frequency 3 4 2 5 1
Total 16 14 10 18 17

Note: Lower rank is better.

transportation service. When the Freight on Board (FOB) origin terms are
used, the buyer has the legal right to specify the transportation mode. Good
past performance leads to future repeat business.

Suppliers, producers, and buyers expect their air transport service provider
to deliver goods fast, on time, in good condition, and at a competitive price. If
a buyer has limited prior experience, and the transporter is well established, it
may be a better strategy to let the transportation service provider choose the
appropriate mode. In either case, the advantages and disadvantages of each
transportation mode must be carefully weighed to arrive at the best mode
mix, considering the needs of the enterprises involved.

Suppliers always expect their transportation service providers to keep them
abreast of any significant events, such as shortages of planes or containers or
excessive delays along the scheduled supply route. After selecting the mode of
transportation, say, air, the supply manager must decide which transportation
service provider to contract.!!

Table 3.3 illustrates the relative ranking of the different transportation
modes (such as air, road, rail, water, and pipeline) by their different opera-
tional attributes. Whereas air transportation is fastest, transportation by rail
is ranked best for availability, and water is ranked highest for dependability
and capability. Pipeline transportation, with its constant availability, is ranked
highest by frequency. When the rankings for all the operational attributes are
added together, air transportation falls in the middle: it has a better ranking
than water and pipe transportation, but a worse ranking than rail and road.

SUPPLY CHAIN PERFORMANCE SCORECARD
FOR AIR TRANSPORT

We have developed a composite Supply Chain Performance Scorecard
(SCPS) to assess: (a) the efficiency of the air transportation mode in compari-
son with other modes of transportation, and (b) to compare the performance
of one transportation service provider with the performance of another.
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"This composite SCPS has four attributes, described and discussed below.
Each transportation mode has its advantages and disadvantages. A transporta-
tion service provider, as well as its customers, must balance these advantages
and disadvantages for each transportation mode and produce a portfolio with
the most balanced performance attributes.

Speed and Time Efficiency

Time is of strategic competitive significance for deep and complex global
supply chains. Most suppliers provide estimates for normal delivery times
using different modes. Customers also rely on their own actual past experi-
ences to estimate delivery times. Speed refers to the time taken to transport
and handle goods. Airfreight is the fastest mode. Road transportation can
transport large volumes with greater flexibility. In the case of a distant loca-
tion requiring two-way transportation, air transportation emerges as the most
profitable mode.!

In addition to delivering at a fast speed, air transportation shippers, just
like water shipping carriers, must be concerned with ensuring the complete
security of goods at an affordable cost.

Cost per Performance

Different transportation modes and service providers are evaluated by their
respective costs for similar service performances. Most enterprises in regu-
lated markets compete with rivals mainly with regard to their costs. Costs,
however, are not limited to the prices at which the supplies are procured.
Sometimes, the cost of acquiring supplies or putting these to use may be as
significant as the price of the goods.

Third party logistics (3PL) providers are increasingly popular. They are
differentiating themselves from their rivals by offering additional value-
adding services such as inventory management, warehousing, and minor as-
sembly operations. Further, the 3PL service providers may offer information
systems that enhance the customer service levels of their clients.

Sometimes, clients select the transportation mode, the route, and the carri-
ers for safe and on-time transportation of their goods within a specified total
transportation cost.

Reliability and Flexibility

Reliability or dependability refers to the degree of variance of a service
from expected or promised delivery times. Two logistics service providers
transporting goods between two identical locations may differ significantly in
their attentiveness to their customers.

Air cargo carriers must retrieve and deliver goods as advised while mini-
mizing damage, thefts, and accidents. A related aspect is transparency of the
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global supply chain. Air cargo carriers must be robust, failure tolerant, and
able to rapidly recover from disruption or failures. Failures and disruption
in parts of a global supply chain should not cascade into a collapse of the
entire chain. In addition, a global supply chain must be resilient in recover-
ing quickly from disruptions or failures in normal supply chain operations.
Resilience is determined by the design of the individual processes and the
architecture of the overall global supply chain.

Scalability and Responsiveness

This is the ability of a transport service provider to handle and meet the
variability in transportation services demanded, such as larger load sizes or
longer distances. It includes the availability of transportation services between
specified distances, and the frequency with which these services are available.

Comparing Performance Portfolios

Clients must carefully assess all the four performance attributes (using sim-
ple or weighted mean criteria) for each of the five shipping modes and the
different air transportation providers. Figure 3.1 shows a typical radar graph
comparing the performance portfolio for air transportation with that for road
transportation.

Some additional special criteria may determine the choice of a transporta-
tion mode or service provider.

The size of the goods to be transported or the types of containers required
may limit the transportation modes or the transportation service providers.

Figure 3.1
Comparison of Air and Road Transportation Modes

SPEED

RESPONSIVENESS FLEXIBILITY
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There is a wide array of choices for transporting small packets. Aircraft trans-
portation is not convenient or cost effective for bulk solvents and slurries.
Goods flowing through global supply chains must be legal to transport and
must be legitimately presented to the government authorities.

The transportation of fragile or sensitive goods (such as electronic com-
ponents, biomedical supplies, and other items), may involve damage and
claims on the logistics service providers. Clients must, therefore, select a safe
transportation mode and select transportation service providers with sound
financial health.

For some critical service requirements, such as those relating to extremely
time sensitive goods, a privately owned or leased aircraft, as provided by the
Federal Express Custom Critical Services, may be the most appropriate or the
only strategic choice for a client. Depending on the frequency of such critical
service requirements and capacity utilization criteria, outsourcing to a carrier
may seem more advantageous and viable than owning a private aircraft fleet.

AIR TRANSPORTATION AND EVOLVING SUPPLY
CHAIN STRATEGIES

For most U.S. enterprises, transportation expenditures account for a sig-
nificant share of their cost of goods sold (COGS). Transportation service also
has a strong impact on customer service. With the rampant deregulation in
the different transportation sectors, reviewed earlier, rapid serial innovations
in information and telecommunication technologies, and intensified rivalry in
globalized markets, air transportation and logistics must be carefully related
to the overall strategic competitiveness of an enterprise.

Wherever permissible, air freight to be transported should be consolidated
across different units of an enterprise, to increase the overall bargaining power
with the service providers and to increase the economies of scale and scope
for the enterprise. Long-term relational contracts with key trustworthy trans-
porters help assure manufacturers and customers a steady stream of needed
materials and information.

Leading enterprises such as Toyota, Wal-Mart, Dell, Amazon.com, and oth-
ers have repeatedly demonstrated that a transportation and logistics strategy,
carefully cross-functionally coordinated with other key functions such as pro-
duction, warehousing, marketing, and accounting, can generate a sustainable
and hard-to-beat competitive advantage and growth for long periods of time.

This study concludes that rising client expectations from transportation
service providers and the overall balance of the portfolio of the Supply Chain
Performance Scorecard for air transportation relative to other transportation
modes have boosted the fast growth of air transportation in the United States
during the past 10 years. Future growth and the role of air transportation in
the evolving supply chain strategies of U.S. enterprises will, however, depend
significantly on the rate at which aviation fuel prices and other variable costs
increase in the next few years.
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CHAPTER 4

Tangible and Intangible
Benefits of Transportation
Security Measures

Barry E. Prentice

"Transportation networks are the conduits through which economic activity
takes place. This ranges from the simple task of day-to-day attendance at a job
to international trade flowing through seaports. A shutdown of transportation
facilities can have a significant effect on the economy. For a group wishing to
make a significant statement, transportation provides a highly visible platform
that is guaranteed to be widely reported. Aircraft disasters receive extensive
media coverage whether or not terrorists are involved.

Virtually everyone uses transportation daily in one form or another. If mak-
ing a statement and creating fear are objectives, then the transportation net-
work is an ideal target. Moreover, public involvement in and ownership of
transportation is pervasive. Infrastructure is mainly publicly owned or quasi
publicly owned. Attacks on transit systems, port facilities, and airports allow
the terrorists to claim they are striking at “the government.”

"Transportation networks are recognized as “soft” targets, and security has
been increased worldwide. I categorize specific security programs into four
broad groupings:

* improved inspection
¢ advanced notification
¢ law enforcement

* transportation security funding

Inspection programs include the screening of air passengers and freight.
Baggage and cargo are passed through X-ray detection systems, and enhanced
documentation is required for goods and persons. Related inspection measures
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include advanced notification systems. U.S. Customs and Border Protection re-
quires information on the contents of vehicles, trailers, and containers prior to
arrival at ports of entry. Current regulations require 24 hours notice for ocean
container entry and a minimum one-hour pre-arrival notification for trucks.

Law enforcement runs the range of activities from air marshals on com-
mercial flights to more and better trained officers at all ports of entry. In the
United States, grants are made to nonfederal organizations for the improve-
ment of transportation security. Examples include the Transit Grant Secu-
rity Program and support for the Highway Watch Program of the American
Trucking Association. In Canada, the government announced the $80 million
"Transit-Secure program in 2006 in order to provide a government contribu-
tion to the costs of increasing security in the rapid transportation systems of
the six largest urban centers.

Efforts to increase public security have direct costs to governments and the
private sector. Federal, state, civic, and foreign governments bear the cost of
hardening targets within a country. The senior levels of governments also bear
the cost of ensuring the ability to trade. The U.S. Transportation Security Ad-
ministration indicates that the costs of its air security increased from $1 billion
in 2001 to $5.7 billion in 2003.! In Australia, aviation security measures cost-
ing $273 million were undertaken in 2002 and 2003.? (This cost was partially
borne by the aviation industry and partly by the Australian government.)

For the private sector, security costs typically fall into the categories of
increased administration costs, security equipment costs (for fences, cameras,
lock passes, etc.), and the cost of waiting time. The U.S. Congressional Re-
search Service indicated that security spending by the transit sector (rail and
passenger bus) was $2 billion from 2001 to 2005.* The effect of U.S. border
security measures on the Canadian trucking industry includes an estimated
cost of between C$179 and C$406 million.*

The cost and effectiveness of transportation security programs is an ongo-
ing debate. There has been substantially less analysis of the benefits arising
from transportation security than analysis of the funding and private sector
costs. The broad assumption is that the benefits of security are the protection
of the public at large and the avoidance of negative economic consequences.
"This chapter focuses on the benefits of security measures and finds that the
benefits are much more pervasive than is generally appreciated.

TANGIBLE AND INTANGIBLE BENEFITS OF
TRANSPORTATION SECURITY

In this analysis, I describe security measures using four categories:

® sovereignty protection
® terrorism prevention
¢ interdiction of illegal activities

* personal security
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I classify the benefits of the security measures in each category according
to the answers to two general questions: are the benefits the intended effect
or a side effect of the activity, and can the benefits be quantified at market
prices? This creates four groups. The intended outcomes are the direct ben-
efits, while the positive spillovers of security measures are the inadvertent or
indirect benefits. If these direct or indirect benefits can be measured using
market prices, they are classified as tangible benefits. If market prices do not
exist, then the benefits are considered to be intangible.

Sovereignty protection provides security related to foreign business and
goods, financial transactions, communications, and travelers. Table 4.1 shows
the benefits to the United States of sovereignty protection.

Compliance with Canadian border regulations facilitates trade, which results
in higher levels of growth for business and ultimately a higher standard of liv-
ing in the country. The reduction of smuggling and similar illegal economic
activity provides benefits to both the government and the private sector. Ille-
gally imported goods have the effect of undermining producers within the local
economy. For example, the importation of counterfeit goods may undermine
domestic production of high-end consumer goods. As domestic producers pros-
per, so do the government and the public at large through larger tax revenues.

"Transportation is a conduit for the introduction of undesirable pests and
diseases. Inspections at borders aim to prevent such occurrences that could
undermine domestic production or domestic markets.

Sovereignty protection measures have two indirect tangible benefits. The
requirement for electronic filing at the Canada/U.S. border allows disparate
members of the supply chain to use similar information. This eliminates in-
consistencies and increases productivity. Walton and Maruschek note that
“electronic data interchange (EDI) is a technology that can help reduce the
cost of supplier co-ordination by improving the ability of the purchasing man-
ager to manage suppliers and by enhancing buyer-supplier relationships.”

Table 4.1
Benefits of Sovereignty Protection

Direct benefits

Indirect benefits

Tangible benefits

Intangible benefits

Compliance with Canadian
regulations

Reduction of smuggling and
illegal activity

Control of foreign disease
and pests

Enhanced sovereignty

Fair immigration practice

Protection of flora and fauna

Interoperability of the supply
chain
Expansion of trade

Culture of obedience to law
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Security improvements can promote increased efficiency of cross-border
traffic. The efficiency impact is large. A study related to the Asia Pacific
Economic Cooperation (APEC) countries suggests that improving efficiency
at ports where the below average APEC members are brought up to average
would increase trade flows in the region by 9.7 percent, while simply improv-
ing the customs environment results in a 1.8 percent gain.®

"Transportation security enhances sovereignty. The imposition of Canadian
security regulations on ships operating in the Northwest Passage strengthens
Canada’s claim to the waterway and the northern landmass.

Improved sovereignty protection promotes the fair application of immigration
policy. Illegal entry mocks the efforts of new immigrants who follow the regula-
tions and the extensive waiting times required to gain lawful immigration.

Better security reduces the likelihood that foreign vessels will knowingly pol-
lute Canadian waters. The social benefit of preserving Canadian flora and fauna
does not have a market valuation, short of a tourist benefit, but there is a psychic
benefit for citizens who are aware that the environment is not being harmed.

The creation of a culture of law obedience is an intangible indirect benefit
of sovereignty protection. Canadian society has not become conditioned to
black market activity. Once the public views certain regulations and laws as
nuisances or irrelevant, an attitude of disrespect for the law can spread to
other aspects of the culture.

Threats of espionage and aggression became more diffused with the end
of the Cold War. Rather than military secrets, commercial espionage became
the larger target. Rather than preparing for massive military strikes, preparing
for the threat of aggression shifted to the identification of terrorist cells and
the protection of strategic civilian targets. Table 4.2 summarizes the benefits
related to terrorism protection.

Investors require larger risk premiums if terrorist acts threaten their invest-
ments. Palac-McMiken suggests that at the macro level, improved security
can result in increased investment and higher levels of GDP.

"The tourism industry is another direct beneficiary of antiterrorism security. If
country risk increases, tourism decreases. An example is the decline in tourism to
"Toronto with the sudden acute respiratory syndrome (SARS) outbreak in 2003.

Table 4.2

Benefits Related to Terrorism Prevention
Direct benefits Indirect benefits

Tangible benefits Reduced risk premiums Development of security
Maintenance of tourism technology
Higher property values Lower supply chain costs

Intangible benefits Open border for U.S. trade  Travelers feel safer
Better interjurisdictional
coordination
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Security measures increase property values for several reasons:

® Personal safety of the owners and employees ensures that people come to work and
can be productive.

e Safer facilities attract more, better-trained employees.
¢ Loss of income through disruptions caused by terrorism is reduced.

* Consumer loyalty is encouraged by reliability of supply, which is a highly desirable
attribute of customer service.

Technology that improves security creates tangible indirect benefits. For
example, RFIDs that increase throughput speed as a method to limit oppor-
tunities for terrorists to infiltrate cargo movements provide the opportunity
to lower supply chain costs. As noted by the World Bank, “new security pro-
tocols being deployed at ports, customs offices, and border posts around the
world have the potential to streamline trade transactions as well as promote
safety and security.”®

Terrorism prevention also has a variety of intangible benefits. A critical
benefit for Canada is maintaining trade with the United States. Trade with
the United States is responsible for 52 percent of the Canadian GDP.” Over
$1.8 billion in trade crosses the Canada-U.S. border every day. Although ris-
ing oil exports have recently affected the modal shares of transport, in 2001,
70 percent of this trade was moved by truck. In that year, more than 13 mil-
lion trucks and 68.3 million personal vehicles crossed the Canada-U.S. bor-
der. The United States accounted for over 80 percent of all export earnings in
Canada and provided two-thirds of Canadian imports.!°

Improved terrorism prevention results in improved interjurisdictional co-
ordination. Reducing the opportunities for terrorist acts improves efficiency
and effectiveness. For example, search and rescue efforts can be mobilized
faster and draw upon available resources that are closest to the need for help.
Similarly, information sharing can help track criminal activity as well as that
of suspected terrorists.

The indirect intangible benefit of terrorism prevention is that travelers feel
safer. Security is essential for business and tourist travel. Business travel and
trade will increase if business people feel safe at their destinations and so are
willing to travel to take advantage of potential business opportunities. Tour-
ists are unlikely to travel to destinations that they feel are unsafe.

Governments enforce laws and regulations to ensure transportation safety,
prevent property damage, and block criminal activities. Illegal activities range
from hours of service violations to the distribution of counterfeit aircraft parts
and the movement of stolen goods. Table 4.3 provides the benefits related to
the interdiction of illegal activities.

Improved inspection, enhanced security of facilities, and better monitoring
of participants, such as truck drivers, all serve to decrease the frequency and
severity of insured losses. The direct tangible benefit is the decrease in insur-
ance premiums charged.
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Table 4.3
Benefits Related to the Interdiction of Illegal Activities

Direct benefits Indirect benefits

Tangible benefits Reduced risk premiums Lower supply chain costs
Lower staff costs
Crime does not pay so well
Intangible benefits Better interjurisdictional ~ Reduced managerial stress
coordination Travelers feel safer
Culture of obedience to law

Where conditions are perceived to be insecure and unsafe, workers seek
higher wages. A current example is the high wages paid to the civilian contrac-
tors that are working in Iraq and the oil industry of South America. These ex-
treme cases illustrate the link between security and labor costs. Weak security
programs also drive up recruitment and training costs. High turnover rates
require a continuous effort to sustain employment levels, and they weaken
morale. Firm lose the benefits of experience and the loyalty of long-term em-
ployees, or what is sometimes called the “corporate memory.” In short, weak
security results in higher production costs.

With better security, less opportunity exists to sell stolen merchandise
in the local market, export stolen property to other countries, or engage in
money laundering. Interdiction of money laundering has focused attention
on financial institutions that transfer funds internationally. As financial con-
trols increase, criminals have turned to trade as a means of transferring ille-
gally gotten funds out of an affected jurisdiction. One method is to overpay
for imports or to undercharge for exports. The partner company sells the
goods at the correct value and obtains “clean” money for the criminals. New
data mining technology can identify imports and exports with invoice values
that are inconsistent with market prices. This is leading to better interjuris-
dictional coordination.

The tangible indirect benefit of better interdiction activities is lower supply
chain costs due to reduced theft losses and fraud. FIA International Research
in, a report to the International Cargo Security Council, indicated that cargo
theft worldwide was $50 billion in 2001 with $25 billion in the United States.
Even a 10 percent reduction in theft due to improved security through inter-
diction would result in a $5 billion per year benefit.!!

Better interdiction of criminal activity reduces stress for managers who are
responsible for supply chain functions. If shipments are interrupted by theft
or damage, extra management time must be spent expediting emergency sup-
plies to maintain customer service. Higher staff turnover also increases mana-
gerial stress in the recruitment and training of new employees. Uncertainty
in general forces management to maintain a higher level of preparedness than
would be needed in a more secure environment.
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Table 4.4
Benefits Related to Personal Security

Direct benefits Indirect benefits

Tangible benefits Reduced risk premiums Higher asset values
Fewer Employment losses,
medical expenses, etc.
Computer security
Intangible benefits Improved crime prevention — Transference of fear to real
Reduced stress and inter- risks
group tension

"Transportation security also provides benefits to individuals, as presented
in Table 4.4.

As with the commercial supply chain, improved security reduces insurance
costs for individuals. If homeowners or small business operators install alarm
systems in their vehicles, their insurance premiums decrease. With improved
security, insurance may be provided to individuals and businesses that were
previously not insurable. Better security reduces the potential for harm to
individuals and lowers medical costs and lost productivity during recovery
periods.

Computer security is also affected by transportation security. As transpor-
tation systems become more dependent on computer-based technologies, and
requirements for hardening these systems against attack increase, individuals
subsequently benefit as the security technologies spill over.

Better security at the individual level has the indirect benefit of increasing
asset values. In a secure environment, individuals and individual businesses
are more confident about investing in property improvements and exhibit
greater care over their surroundings. Problems like vehicle vandalism, arson,
and theft can destabilize a neighborhood and cause some residents to relocate
if petty crime becomes chronic.

Taylor and colleagues prepared a comprehensive analysis of the security
of transit and rail systems. The analysis reports that “According to Federal
Transit Administration data, an average of 279 people have been killed on or
by public transit each year over the past decade. In addition, an annual aver-
age of 18,748 people have been injured on or by public transit over the same
period.!? Crimes ostensibly unrelated to transit use—such as being robbed
or killed while waiting at a bus stop—would push these figures far higher.”
Protection from harassment and assault of this magnitude is a direct intan-
gible transportation security benefit. Taylor and colleagues suggest that fear
of crime is a deterrent to the use of public transit. Consequently, increased
security measures could have a positive effect on ridership.

Another tangible benefit of improved transportation security is reduced
stress and intergroup tension. People who feel secure about themselves, their
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families, employees, customers, and suppliers feel less stress than people who
are worried about their personal security and the security of others. The weaker
the security provided, the greater the stress for all individuals in society.

An indirect intangible benefit relates to the differences in how individuals
cope with risk. A low tolerance for risk can lead to extreme efforts to avoid
perceived danger that are disproportionate to the probability of an incident.
An example is hoarding by individuals as a result of a highly publicized risk
event in another part of the country (or world). While individuals should be
prepared for potential adverse events, a more stable and secure environment
results in a lower transference of fear.

SUMMARY AND CONCLUSIONS

The widespread perception of transportation security measures is that costs
are significant and measurable, while the benefits of enhancing public secu-
rity are general and indeterminate. This analysis suggests that transportation
security measures provide a wide range of benefits to society, businesses, and
individuals.

Based on positivist and normative concepts of risk, this analysis constructs
an economic model in which social benefits curves react to changes in risk
levels. The model outlines the effects of transportation security measures and
the related welfare impact. Within the broad concept of social welfare, ben-
efits can be classified as tangible and direct, tangible and indirect, intangible
and direct, and intangible and indirect.

Few attempts are made to place a quantitative value on the benefits of trans-
portation security measures. Some indications of magnitude are reported, but
few specific measures are provided. Direct measurement of security benefits is
plagued by the problems of assessing risk and uncertainty and the magnitude
of an incident. House insurance is always a waste of money in retrospect, if
the homeowner never experiences a claim. Some broader benefits of security
cannot be priced because they are social and psychological in nature. These
benefits can have an important value to society, but their quantification in-
volves subjective measures.

It is tempting to declare that the benefits of security far exceed their cost,
but this study is qualitative in nature. Quantification of security benefits is
more difficult. In some cases data are not readily available, and no suitable
measures of a pre- and postsecurity state exist. In some cases, however, quan-
tification may be possible. I leave the challenge of data collection and analysis
to others.
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CHAPTER 5

The Human Element in
Aviation Security

Mohammad Karimbocus

Aviation security is about safeguarding civil aviation from acts of unlawful
interference as defined in Annex 17 to the Chicago Convention on Interna-
tional Civil Aviation. Such unlawful acts can be

* internal, perpetrated from inside an aircraft or the aviation infrastructure;

¢ deliberate acts to sabotage aircraft or infrastructure or commit other illegal acts
(including airside theft) from within an aircraft; airside; and

* external, where attacks against aircraft or infrastructure are carried from an external
location using mortars, missiles, rockets, and so forth.

At the inception of modern civil aviation, it was widely believed that it
would be very difficult to commit illegal acts inside the cramped cabin of an
aircraft, especially when aircraft capacity was quite small. In those days, the
importance of aviation security was influenced by this premise. Perhaps it was
not foreseen that the world aviation network would expand so dramatically,
and that larger and faster aircraft would be introduced, so this belief prevailed
for quite some time.

The first serious contradiction to this mindset came in the early 1970s, with
the first hijackings and attempts to illegally board flights, mainly by people
seeking to go into exile. It can be said that modern-day aviation security took
off as a result of those events. In fact, the international community, through
the International Civil Aviation Organization (ICAO), responded with the
introduction of Annex 17 to the Chicago Convention on international civil
aviation. Over the years, there have been a number of enhancements to Annex 17,
especially in light of security-related events.
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While some of the amendments to Annex 17 may have had a proactive na-
ture, a different, recurrent pattern can be observed when we analyze aviation
security. This pattern has almost always been thus:

® An event occurs.

* A sort of hysteria ensues and a reaction follows in the form of more stringent mea-
sures.

Risks of recurrence decrease.

The security system goes into “cruise” mode, implying a relaxation of safety de-
fenses.

® The wake-up call is in the form of the jolt delivered by the next occurrence.

This gives credence to the perception that aviation security is mostly in a
reactive mode. We have to face the facts. All was going on normally on the
security front when the first spate of unlawful interferences occurred in the
1970s. There was a reaction in the form of Annex 17, which meant more seri-
ous measures. Then as the situation “normalized,” and the industry got down
to its more pressing needs to cater for its sustained growth. Then came the
events of September 11, 2001, and the industry went into utter shock. The
event naturally resulted in a reaction in the form of even harsher measures.
The London scare of 2005 followed, and the reaction was in the form of the
now-famous acronyms of LAGs (global restrictions on the carriage of liquids,
aerosols, and gels) and STEBs (sealed tamper evident bags). If this pattern
prevails, we could be in for some further nasty surprises and even harsher reac-
tions in the future. It is worth noting that more than a handful of U.S. airports
recently failed security detection tests even after the implementation of the
above measures.

This pattern has not been without consequences. First, it has caused
ever-increasing annoyance to users. But, more importantly, at a time when
the long-term sustainability of air transport is a matter of concern, all the
security measures have seemed to overlook the cost implications for the
industry.

The air transport industry has to bear the responsibility for this state of
things. All the responses in the aftermath of security-related events have been
decided upon by state authorities in their legitimate quest to protect popula-
tions and national and international sovereignty. Civil aviation has eventually
had to toe the line and adopt the measures decided upon. One is tempted to
think that the air transport industry has always adopted a fatalistic approach
to aviation security.

In order to ensure its long-term sustainability, the industry must adopt
a fresh approach to security, which should be from an angle other than
that of enforcement and repression. The guiding factor should be the con-
tributory role of aviation security toward the achievement of the industry’s
objective.
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THE BROAD OBJECTIVE OF AIR TRANSPORT

The objective of air transport is simply to provide safe arrival to the user.
The achievement of this objective depends upon

e affordability and timeliness for the user;

* assurance of the safety of affected third parties and mitigation of adverse effects to

them; and

* protection of the sovereignty of all states involved.

Civil aviation enlists the support of a number of stakeholders in the achieve-
ment of this objective. Each service contributes to the objective. These ser-
vices operate in a global system and are in interconnected. This means that
the ripple effect of any failure in one service would be felt all the way down
the line. Therefore, aviation security should not be regarded in isolation. It
does not operate in a stand-alone manner. And the evolution of aviation pre-
sents previously unknown challenges to all services.

THE CHALLENGES TO AIR TRANSPORT

Air transport has been affected by a number of factors, and the effects have
been felt by all support services, including aviation security. These factors
include the following:

* Significant and unrelenting growth, which shows no sign of receding any time soon

* operators paying greater attention to costs (especially with regard to escalating fuel
costs, arbitrary increases in user charges, and factors such as environmental taxes,
carbon emission trading, etc.)

* better user awareness on quality of service

* more acute environmental awareness

* harsher competition for limited resources (land use, finance, etc.)

The fat days of aviation are dead and buried, and the industry should itself
ensure its long-term sustainability. All support services should play their part
responsibly in the achievement of the primary objective of safe arrival. Avia-
tion security is no exception.

THE TRADITIONAL VIEW OF SECURITY

Classical wisdom would argue thataviation security is sacrosanct and should
not be fiddled with. There could not possibly be a limit on the resources
needed. At the present time, such an attitude would be simplistic and a refusal
to face up to the stark reality. The industry needs to reinvent itself in its quest
for long-term sustainability. The limitation of resources applies to security as

well as everything else.
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In the wake of recent events, a number of measures have been implemented.
These include the following:

Preflight check-in times have been prolonged.

Aircraft cockpit doors have been reinforced.

Air marshals have been introduced in the United States.

The Transportation Security Administration (T'SA) has been introduced, also in the
United States.

* Advance profiling of passengers has been introduced in some areas.

* Passenger “backtrack” after check-in is no longer allowed at most airports.

Carriage of liquids and similar items is strictly controlled.

Whether these measures have really enhanced aviation security is open to
debate. While the annoyance to the user has definitely increased, there have
also been “collateral” effects. Examples of these include the following:

* Air marshals have been convicted for using their positions to indulge in illegal acts.
At least one inoffensive passenger has been gunned down.

* A least one passenger has sneaked into the cockpit when cabin crew opened cockpit
doors.

* Passenger profiling has resulted in aircraft being diverted after they have completed
much of their flight, while the targeted passengers have eventually been found in-
nocent.

® The combination of longer preflight registration times and the impossibility of
backtrack presents the potential for unruly behavior by passengers left idle inside
sterile zones for long periods.

* The cooling-off period for cargo is perceived as unproductive by many users.

Quite naturally, any new measure initially appears successful. But the in-
creased annoyance to users and the cost implications gradually become evi-
dent. One thing is certain: all the measures implemented, and the sight of
heavily armed personnel within airport premises, can be daunting to the aver-
age traveler. However, the odds are high that the very small fraction of the
population that is intent on inflicting damage would be absolutely undaunted
by these measures. In fact, such people are constantly on the lookout for any
breaches in safety (including security) arrangements.

Dishearteningly, it seems that while only very few air travelers are intent
on unlawful acts, the associated costs and annoyance are being passed on to
all users.

SHIFTING THE PARADIGM

Given the fragile state of the aviation industry, the sector will find it hard
to accept the further addition of security measures. The financial costs and
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strains on the system may be to much to bear. The onus is therefore on the
industry itself to seek ways to reconcile costs with its primary objective, to get
passengers to their destinations safely and on time. Aviation security is thus in
need of major rethinking.

Most of the services that support civil aviation can be put into two catego-
ries, namely, those that are safety-sensitive, such as flight operations and air
traffic control; and those that have a commercial bias. Aviation security, in
contrast, has always been viewed as an enforcement and repression function.
It is precisely this view that has to be broadened.

BROADENING THE VIEW: SECURITY AS
A CONTRIBUTOR TO OVERALL SAFETY

Just looking at the objective of air transport, we note that safety is the key
word. But safety has to be reconciled with affordability and efficacy. There-
fore, all services should be geared to contribute to the broad objective in the
most efficient manner. Security should then be viewed from the perspectives
of both safety and efficiency, in addition to its traditional enforcement and
repression perspective.

There is no need to reinvent the wheel in the quest for the much-needed
mindset change. The concept of safety management has been implemented
to a large extent in areas such as flight operations, air traffic control, aircraft
maintenance, and so forth. As the name implies, safety management is about
optimizing the allocation of resources to achieve or even surpass preset safety
goals. Whatever the principles of safety management have helped achieve in
other services can also be achieved in aviation security.

As defined in ICAO Document 9859, “safety is the state in which the risk of
harm to persons or damage to property is reduced to, and maintained at and
below, an acceptable level through a continuing process of hazard identifica-
tion and risk management.” Therefore, when talking of safety, we are con-
cerned with (the elimination or mitigation of) risk. Risks are either assessed
proactively through hazard identification, or reactively in the light of occur-
rences and ensuing investigations.

Risks are an inherent component of any activity, and at the center of any
activity, there is the human element. Therefore, the quest for safe and ef-
ficient aviation security inevitably leads to studying human performance,
which is itself influenced by human behavior. The human element is the
most flexible resource in any activity, but it is also subject to the influence of
social, cultural, and other psychological factors that can significantly affect
performance.

Security-related occurrences can largely be traced to inappropriate human
behavior. In all the mishaps that have beset civil aviation over the years, inves-
tigations have shown that human error has been a major contributing factor.
Therefore, the assurance of optimum operating conditions for the humans
involved is pivotal in the management of risks.
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MANAGING RISKS

We can look at the risks that are of concern to aviation security as a service.
The two major risks are

e the potential for unlawful acts during boarding, by people with ill-intent, arms,
noxious substances, and so forth; and

¢ unauthorized access to restricted, sterile, or other protected zones.

Ideally, these risks should be zero at all times. But this is utopian. There-
fore, it is necessary to identify and properly assess all risks, and implement
ways and means to eliminate them or mitigate their effects to the best pos-
sible extent. The study of human behavior in aviation security operations,
then, has to cater for two situations, the proactive and the reactive. On the
proactive front, the objective is to identify all possible hazards (including
those from previous occurrences) and implement elimination or mitigation
measures. Reactive situations can be subdivided into two areas: response
in the aftermath of contingencies and the implementation of measures to
prevent a recurrence of such occurrences in the light of investigations and
analyses.

THE THREE STEPS

It can be said that any activity primarily consists of three steps:

® acquisition of data
e analysis of the data

¢ decision making and action based on the analysis and in line with the organization’s
objectives

Any mishap can then be traced to one or a combination of the above three
steps. It may be the result of failure to acquire data, or inappropriate analysis
and decision making. In aviation security, data is acquired through screen-
ing, access control, or profiling. Decision making is required regarding ac-
cess to aircraft or restricted and protected zones. All information should be
acquired and analyzed and effective decision making should be carried out at
all times. The quest for this objective requires organizations to provide both
physical and administrative safety defenses to enable operatives to achieve
the targeted safety goal.

A security-affecting event is the result of an active or latent failure, and
a failure is the consequence of breaches in safety defenses. Factors in-
volving deficient human behavior need to be identified and addressed. In
transport, including its security services, supervision in traditional terms
is not possible, and operatives almost always have to make decisions on
their own.
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FACTORS INFLUENCING AVIATION SERVICES

While it has always been seen from a repression and enforcement angle,
aviation security has been affected by the same factors as all other services.
The most relevant of these factors are

¢ an increased (and ever-growing) workload;
* progressively increased reliance on automation; and

® better customer awareness on the part of users.

The most striking effect of the relentless growth of air transport has been
an increase in workload right across the whole civil aviation spectrum. This
situation inevitably generates significant stress for the people involved at op-
erational level, and there should be concern about the long-term occupational
health of personnel exposed to such a situation in a sustained manner.

Security processing, whether it is screening or access control, involves a
series of functions (normally in a given sequence) that lead to appropriate de-
cisions to allow access to aircraft or other secure areas. A work overload situ-
ation implies the repetitive performance of the same sequence of functions
over and over again. This inevitably leads to monotony and boredom. Bore-
dom in turn fuels the temptation to cut corners. When such a temptation sets
in at operational level, the security process is reduced to a ritual. The aggra-
vating aspect of such a situation is that as long as there is no security scare, the
corner-cutting attitude will continue, that is, until a significant event occurs.
Investigations of some major accidents and incidents in aviation have shown
that when departure from established practices and procedures was cited as
a causal factor, operational personnel (whether flight crew or others) were
found to have been regularly and knowingly cutting corners and had been
departing from procedures well before the accident or incident took place.

Low workload situations can also potentially trigger significant mishaps. In
fact, quite a few have occurred in slow periods. During periods of work un-
derload, personnel are inevitably drawn away from their main assignment and
gradually become engrossed in other preoccupations. Alternatively they may
fall into lethargy. The result is again the weakening of safety defenses.

It would be grossly unfair to state that insignificant or inadequate attention
has been given to the increasing workload issue over the years. Attention has
long been given to automation. However, over the past two or three decades,
phenomenal progress has been made in the information technology (I'T) field,
with the consequence that automation tools have been significantly enhanced
in terms of quality and capability.

Automation has contributed enormously to civil aviation. Automation has
greatly enhanced the capability to acquire and analyze data; and as artificial
intelligence has developed, there has also been the possibility of “assistance”
in decision making. automation has enabled the handling of ever-growing
workloads by “taking over” the tedious and repetitive tasks performed previ-
ously by humans. The ability to repeatedly perform the same task without any
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psychological effect has led to the elimination of some previously common
errors. It would be impossible to think of an environment devoid of some sort
of automation. For instance, baggage screening machines and metal detectors
are standard at almost any airport. And the quality of these items of equip-
ment is constantly becoming enhanced. Moreover, the major security-related
occurrences of the recent past have spurred designers and manufacturers to
aim for even greater heights in terms of the quality and capability of these
tools.

The greatly enhanced quality of automation may lead us to think that the
machine can ultimately take over from the human, who may take up an ob-
server role. Designers and manufacturers are constantly hailing the extraor-
dinary virtues of their machines, giving the impression that there will be no
need of human resources. If this were true, the human could just sit back
and relax while the machine does all the work. System designers often be-
lieve that the human element is very unreliable and inefficient and should be
eliminated. Whatever the level of automation, however, the human element
is irreplaceable.

HUMAN FLEXIBILITY: THE GREATEST ASSET

While machines are limited in flexibility depending on the programming
of their systems, the human element is the most flexible resource available.
While the machine depends on the right program to ensure that the right ac-
tion is taken at the appropriate time, the human has the ability to take the ini-
tiative in facing up to situations of uncertainty that can be difficult to predict.
This is of special relevance in transport operations (including civil aviation),
where all parameters are highly dynamic and constantly call for immediate
decision making.

The advent of automation in aviation had a two-pronged objective, namely,
to address the workload issue and to reduce human error. However, the suc-
cess achieved has not been without adverse consequences. While there has
been a definite enhancement of the capability to handle greater workloads,
the introduction of the machine has generated a whole new set of challenges
for the human worker. A wider competency base is necessary to appropri-
ately manage machines that are growing both in capability and complexity.
The human’s workload has not been effectively reduced. The errors that oc-
curred in manual systems have been drastically reduced. However, it would
be wrong to state that risks have been eliminated. In fact, a totally new series
of risks have come to the fore with automation. With the constant upgrad-
ing of the reliability levels of machines, overreliance on them may gradually
set in, triggering boredom and complacency. Also, there is the possibility of
a human-machine mismatch that may generate distrust and discomfort with
the automation tool. All these factors have serious potential for breaching
safety defenses. Rather than effectively addressing the issues of workload and
potential for error, automation has simply relocated them.



58 Aviation Security Management
THE TARGET: OPTIMUM HUMAN PERFORMANCE

The issues of the ever-growing workload and recourse to automation are
the biggest challenges in achieving the safe arrival of the user in a timely and
affordable manner. Concern about the long-term sustainability of this indus-
try gives added importance to these challenges.

Assuring the contributory role of aviation security in meeting the primary
objective of the industry requires the fostering of optimum operating condi-
tions for the human element. This can only be achieved by ensuring that the
human maintains its cognitive capability at all times. Again, there is no need
to reinvent. The study of operating conditions for the human worker has at-
tracted attention for quite some time, especially in safety-sensitive services.
"Topics such as human factors, crew resource management, and emergency
response have been widely studied in services such as flight operations and air
traffic management. The idea is to adapt the results of such studies to the very
specific environment of aviation security.

Every security organization has to pay regard to its human resources. Psy-
chological screening and background checks are standard prerequisites for
recruitment. Postrecruitment training is meant to impart the required level
of operational and technical competency, and recurrent training is considered
necessary for the preservation of such competency. We might think this is ad-
equate. Major recent occurrences compel us to question this notion. Security
operations are influenced by the same factors as all other services, namely,
an ever-increasing workload and a gradually increasing use of automation.
It has been proven that under such conditions, the ability to maintain cogni-
tive capacity becomes difficult. Therefore, the creation and maintenance of
conditions that preempt any impairment to the human’s cognitive capacity are
imperative. Significant work has been done in this respect in safety-sensitive
services such as flight operations and air traffic management. Using these as
a benchmark, sustained high-level human performance can be achieved in
aviation security by

* addressing the issue of human factors in coping with the demands of aviation both
during normal operations and during contingencies;

¢ fostering an environment of advance information flow;

* ensuring a broad training curriculum that would include, in addition to the usual
operational and technical aspects, the development of the ability to be proactive;

¢ instilling a culture of collaboration with other services that support air transport, as
well as within the aviation security organization itself.

SHIFT OF FOCUS: FROM TECHNOLOGY TO HUMAN

In the early years of civil aviation, the prevailing mindset was that safety
should be fostered through technological improvements, and the focus was
primarily on the operational and engineering aspects. This was broadly
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successful as can be demonstrated by the significant reduction in accident and
incident rates. Also, in those days, it was widely accepted that frontline opera-
tional personnel had to bear responsibility for any safety-related occurrence.
Put otherwise, whenever an accident or incident occurred, the question was
who made the error. However, as time went on and increasing recourse was
made to technology, human-machine relationships become more complex,
and it was noted that the human was capable of getting around even the most
sophisticated safety device. Thus, attention shifted from the engineering and
technology aspects and became focused on the human element in the aviation
system. It became evident that safety could not be fostered purely by address-
ing either technical aspects or human behavior. Investigations of some major
safety events have clearly shown that preconditions did exist for their occur-
rence and could be traced back to organizational deficiencies that had not
been addressed in time.

Attention to human factors is concerned with the fundamental capabilities
and limitations of the human element and aims at creating and maintaining
conditions in which the human’s cognitive ability is not impaired by the stress
associated with an activity. Possible sources of stress in air transport can be

e work overload;

* boredom due to work underload or the repetitive performance of the same func-
tions for prolonged periods;

* inappropriate human-machine interactions;

* inadequate systems awareness through ignorance of the capabilities and limits of
machines; or

¢ the occurrence of contingencies.

Human factors are not a new issue. In fact, attention to the operating con-
ditions of the human element has always been prevalent. Criteria such as
rostering arrangements, the physical nature of working environment, and so
forth. have always been of concern. However, humans have had to adapt to
changes originating from elsewhere, such as increased workload and recourse
to automation.

All activities can be classified by importance and urgency. Hence an activity
can be

1. important and urgent;

2. important but not urgent;

3. not important but urgent; or
4.

not important and not urgent.

Research has shown that the best performance is obtained in category 2. In
fact, proactive people will make every endeavor to shift all activities under cat-
egory 1 to category 2 through anticipation or otherwise. The priority would
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therefore be to enable security processing to achieve lower urgency levels
most of the time by being highly proactive. This can be achieved by address-
ing a number of areas.

Aviation security training, like all services, is primarily concerned with the
acquisition of proper operational and technical training. However, this needs
to be supplemented by psychological training (aided by attention to human
factors), so that personnel do not give in easily to emotion when the going
gets tough. Recurrent training needs to be given renewed impetus, and simu-
lation in this area should become standard. In fact, present-day I'T capability
can simulate the most extreme aviation security scenario. Exposing staff to
such situations in a nonoperational environment would allow them to develop
the capacity to stand up to any level of contingency. This has been proven in
flight operations and air traffic control (AT'C), and will definitely prove ben-
eficial to security.

FOSTERING ADVANCE FLOW OF INFORMATION:
THE NEED FOR COLLABORATION

The starting point of any activity is the acquisition of information. Opti-
mum performance is dependent on how far in advance such information is
obtained and to what extent good use is made of it. The advance acquisition
of information is not a new concept and is prevalent in a number of services
in air transport, which may not all be safety-sensitive. For instance, preflight
briefing is standard in flight operations, as is coordination in air traffic con-
trol. In the same way, airlines acquire data such as dietary preferences, seat
allocation, and so forth, in good time to allow for adequate flight preparation.
The idea behind this concept is that information is available well ahead of
the actual performance of a function, thus ensuring proactive performance.
In fact, the principle of advance data acquisition is used to some extent in
aviation security in the form of selective profiling of travelers and through
monitoring systems. The idea is to expand this concept to enable pertinent
data to be obtained at every preflight step and conveyed to security well ahead
of actual processing taking place. However, the implementation of a signifi-
cant advance information system is dependent to a great extent on yet another
issue, namely, the fostering of a collaborative culture in the aviation industry
in general.

In practical terms, collaboration would imply the ability to achieve infor-
mation interchange between the various service providers. To some extent,
collaboration has always existed in civil aviation. However, as air transport
has maintained its unrelenting growth, every service has had to deal with
ever-growing workloads, and it has become extremely difficult to maintain
collaboration (though, paradoxically, it is required more than ever before).
When we survey airport operations, it becomes clear that no one pays much
attention to knowing what the other stakeholders are doing. For instance,
it is widely believed that aviation security is the sole responsibility of the
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organization providing the service. On the contrary, a decent knowledge of
security could be helpful in preemptively detecting the potential for unlawful
acts. Putting in place a dynamic and pragmatic collaborative culture involving
all the various stakeholders would involve a means of information interchange
that would not generate additional workloads in an already stretched environ-
ment. This would then have to be complemented by the notion of “know your
neighbors.”

For security, this would imply the enlargement of the locus of knowledge
and the locus of data, though the locus of control would primarily rest in the
security organization. These enlargements would improve the detection of
the potential for illegal acts well ahead of security processing. They would
make available a broader pool of resources in the detection, avoidance, and
mitigation of security threats, with a clear gain in effectiveness and efficiency.
There are similarities here to crew resource management (CRM), which is
about the pooling of resources on flight decks in the quest for safe operations,
especially during contingencies.

REACTING TO CONTINGENCIES

Human behavior is not confined to the proactive assessment of security (or
more broadly, safety). Since zero risk is an elusive target, errors are bound to
happen from time to time. Error management involves setting three lines of
defense, namely

¢ the avoidance line, where proactive assessment and addressing of errors are made;

¢ the error-trapping line, which means the isolation of errors just as they are to hap-
pen; and

* the mitigation line, which requires action to mitigate the consequences of errors
that have already happened.

As part of a broad safety management drive, every organization should
have a certain level of preparedness to face emergencies. This is usually in the
form of an emergency response plan (ERP), which is a widespread regulatory
requirement nowadays. The ERP normally lays out the appropriate actions
to be initiated in the aftermath of a safety-related occurrence, and person-
nel are expected to be well trained in these actions. A review of most ERPs
would lead to the assumption that humans have been adequately prepared to
respond in the event of a safety-related event. However, this is not the case.
An emergency is not a normal condition and the sheer size and consequence
of an aviation accident or incident may prove overwhelming to the humans
involved. Also, it has been shown time and again that when faced with an
emergency, humans will always tend to shift attention from their primary
assignment and concentrate more on the situation at hand. Under these con-
ditions, it will be very difficult to preserve cognitive functions, and mitiga-
tion efforts can also be adversely affected. And, paradoxically, aggravating
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circumstances have been generated by the substantial success on the safety
front over the years. In fact, the lowering of accident and incident rates has
resulted in reduced exposure to contingencies, resulting in lower prepared-
ness.

HUMAN EMPOWERMENT: THE ONLY WAY FORWARD

The empowerment of the human element is therefore of primary impor-
tance in the quest for efficient and effective aviation security. It is imperative
to develop both the proactive and reactive capacity of the personnel. The
achievement of such a capacity in human resources depends on attention
being paid to a number of issues.

First, it is necessary to create the conditions conducive to the proper con-
duct of security operations. This involves addressing human factors issues,
including the interfacing between the human, the machine, and the environ-
ment, and the ability to operate efficiently under constrained conditions.

Second, there is a need to pay renewed attention to training. In addition to
the need to provide appropriate technical and operational knowledge, there is
also the need to build leadership skills and mental strength. Perhaps security
personnel should be licensed, with a focus on the maintenance of relevant
competency levels at all times through recurrent training including regular
simulation. The benefits of simulation are well known in the fields of flying
and air traffic control. Extending this concept to aviation security appears to
be a natural step in the drive to enhance human performance. The provisions
of ICAO Annex 1 could provide a benchmark for licensing, or else they could
be extended to include aviation security among the nonflying activities subject
to personnel licensing. As part of aerodrome licensing, regulators do assess
aviation security, and security audits are prevalent worldwide, mainly with
regard to adherence to Annex 17. The idea would be to enlarge the scope of
such audits, and also adopt the licensing of security personnel as a standard.

"Third, a profoundly collaborative culture should be fostered within the air
transport industry. In practical terms that would mean the ability to exchange
information and the willingness to do so. Some might express reservations
on the basis that workload increases would not allow time for exchanging
information with other services. However, we live in a world where the high
capability of I'T is well known. This can take care of the advance capture, ex-
change, and processing of large volumes of data if the right environment and
network are created. As a catalyst for this collaborative culture, the principle
of “know your neighbors” should also be adopted. From the aviation security
perspective, this attitude could be ensured by certifying personnel from other
stakeholders who are of direct relevance to security organizations. This cer-
tification would be an assurance of sufficient general knowledge of aviation
security.

Another measure, which is in line with safety management principles and is
applied to some extent in some organizations is the adoption of a just culture
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regarding security mishaps, with a culture supporting voluntary reporting and
in which investigations are meant to prevent recurrence rather being than
solely focused on sanctions against culprits. In fact, aviation is moving away
from the traditionally punitive focus of occurrence investigations and is get-
ting more focused on the pedagogical value of these investigations as a risk
management strategy.

FINAL THOUGHTS

Since the early 1970s, significant emphasis has been laid on aviation se-
curity, and attention has grown substantially since September 11. Quite le-
gitimately, authorities (whether local, national, or international) have shown
serious concern in the aftermath of major events and have reacted accordingly
by strengthening security measures. However, these measures have come at a
high cost and with increased constraints to both operators and users. Also, the
efficacy of such measures can be questioned when we note a recurring pattern
that generally culminates in another occurrence. Therefore, it is imperative
that a paradigm shift be made regarding aviation security. This would require
moving away from the narrow-minded view of enforcement and repression,
and thinking of aviation security as a contributor to the broad objective of
air transport, which has to do with safety, timeliness, and affordability. This
would require security services to operate using the principles of contempo-
rary safety management. And the most appropriate path would be to adopt a
generative safety culture where awareness of safety, business strategy, and sus-
tainability permeates an organization. In addition to having a very significant
proactive effect, this culture would also require risk assessment processes, and
more generally, operational audits (which are inherent to most security orga-
nizations) to be focused on further empowering the human element rather
than just laying blame.

Every stakeholder must understand that no service operates in isolation
in aviation. As such, each and every service is required to participate in the
achievement of the objective of the user’s safe, timely, and affordable arrival.
And the question of affordability inevitably points to sustainability. Aviation
was already in the midst of serious concern for its long-term sustainability
when the major security events and scares occurred. The present-day focus
is on such aspects as environmental taxes, carbon emission trading, capacity
constraints, and so on; and more stringent security measures have added to
the prevailing concerns. There will most certainly be other issues that will
bear on civil aviation in the future.

One striking fact is that the authorities have, in their legitimate quest for
overall protection against unlawful acts, resorted to police and other enforce-
ment agencies to implement security measures, though many organizations
have lately resorted to massive recruitment. While the “muscle” provided by
these agencies is important, and enforcement and repression capacity should
be available, the onus should be on the air transport industry to restrict
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recourse to them to extreme conditions only. Here an analogy could be made
to the regulatory requirement for the existence of rescue and firefighting ser-
vices in aviation. The aviation industry has the primary obligation to allay the
security concerns of the authorities and all other parties. This can only be
made possible through the application of safety management principles to se-
curity. Given the pivotal nature of the human element, the success of aviation
security lies with the qualitative enhancement of the human capital.

REFERENCES

ICAO Annex 1 to the Personnel Licensing Convention on International Civil Aviation
(Montreal: ICAQ, 2006), 10th ed., including amendment 168, Chapters 1, 4.

ICAO Annex 17 to the Security Convention on International Civil Aviation (Mon-
treal: ICAQ, 2006), 8th ed.

ICAO Document 9859: Safety Management Manual. 2006. 1st ed. Chapters 4 to 11, 13.

ICAO Human Factors Digest No. 8. Chapters 3, 5, 1985.

ICAO Human Factors Digest No. 10, 1985.

ICAO Human Factors Digest No. 11. Chapters 1 to 5, 1985.

ICAO Satety Management Manual Doc 9859 AN 1760 (Montreal: ICAO, 2006), p. 7.

Bechet, Thomas P. 2002. Strategic Staffing Chicago: Amacom, chapter 14.

Billings, Charles. “Issues Concerning Human-Centered Intelligent Systems.” Presen-
tation to University of Illinois Champaign—Urbana, September 1995.

Dekker, Sidney W. A. 2004. Ten Questions about Human Factors. London: CRC Pub-
lishing.

Forster, Nick. 2005. Maximum Performance. New York: Edward Elgar Publishing.
Chapters 2, 4.

Goodwin, Paul, and George Wright. 2004. Decision Analysis for Management Fudge-
ment. New York: John Wiley & Sons. Chapters 2, 5, 11.

Helmreich, Robert L., Ashley C. Merritt, and John A. Wilhelm. 1983. The Evolution of
Crew Resource Management Training in Commercial Aviation. Austin: University
of "Texas Press.

Lewis, David, Dr. 1999. 10-Minute Time and Stress Management (London: Piatkus
Books).

Molino, Louis N., Sr. 2006. Emergency Incident Management Systems. New York: Wiley
Interscience. Chapter 2.

Rothwell, William J. 2003. Beyond Training and Development. 2nd ed. Chicago: Ama-
com, Chapter 2.

Schultz, Duane, and Sydney Ellen Schultz. 2001. Psychology and Work ‘Today. 8th ed.
New York: Prentice Hall, Chapters 6, 7, 8, 10, 12, 13.

Smith, Geoff. 2004. Leading the Professionals: How to Inspire and Motivate Professional
Service Teams. London: Kogan Page. Chapters 1, 6.



CHAPTER 6

The International Civil Aviation
Security Program Established
by ICAO

Moses A. Aleman

Following the adoption of the Convention on International Civil Aviation
in 1944, the world experienced a remarkable degree of safety, regularity,
and standardization through vast technological advancements in the area of
aviation safety, an achievement that is unparalleled in other modes of trans-
portation. However, during the past four decades a new type of danger to
international civil aviation has emerged, one that was not foreseen when the
convention was drafted and signed. During this period, commercial aviation
has become a victim of violent human acts against the safety of commercial
flights in the form of unlawful seizure of aircraft, acts of sabotage, and the use
of commercial airliners as weapons of mass destruction.

These violent criminal acts are a worldwide problem and are not limited
by geographical or political boundaries. No airline in the world is immune
to such acts. In response to this threat, the Council of the International Civil
Aviation Organization (ICAO) responded by sponsoring international con-
ventions dealing with aviation security matters and by adopting international
standards and recommended practices designed to prevent acts of unlawful
interference with international civil aviation.

“South American Getaway” is the title of the second chapter of David
Phillips’s Skyjack—The Story of Air Piracy. This chapter is an account of the
world’s first unlawful seizure of an aircraft, which occurred in Peru in 1931.
It describes the experiences of Byron Rickards, the first pilot to fall victim to
an aircraft hijacking. Rickards was the pilot of a Panagra Airways Ford tri-
motor flying over the Andes Mountains carrying the mail when the aircraft
was seized by revolutionaries. Thirty years later, in 1961, Rickards became
the first pilot to be hijacked twice. By then Rickards was flying jetliners in the
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United States for Continental Airlines, in an era in which aerial hijacking was
becoming common.

EVOLUTION OF ACTS OF UNLAWFUL INTERFERENCE

Beginning in 1958, a few sporadic incidents of aircraft hijackings occurred
in various parts of the world. That year, two Cubana Airlines DC-3s were
hijacked in Cuba and were taken to a clandestine location in the Province of
Oriente. In 1961, the first U.S.-registered commercial aircraft was hijacked in
the United States and was taken to Cuba. Between 1961 and 1967 a total of
12 aircraft seizures occurred in the United States, but aircraft seizure was not
yet considered a serious threat to commercial air transportation.

Suddenly, in 1968, a dramatic increase in the unlawful seizure of aircraft
began to develop, in the United States as well as in the Middle East. The
United States alone suffered 22 aircraft hijackings in 1968, and according
to U.S. Federal Aviation Administration (FAA) statistics, the period between
1968 and 1972 became the worst period in aviation history for air piracy
incidents. Hijackings of U.S. registered aircraft during the period averaged
29 per year. The worldwide statistics for the same period recorded an average
of 40 unlawful seizures per year, the majority for political reasons and a few
with criminal motives such as extortion or involving fugitives escaping from
authorities.

The First Actions Taken

In 1968, at the ICAO Assembly held in Buenos Aires, Argentina, the Cuban
delegation, led by their deputy minister of transportation, appealed to the
president of the ICAO Council to do something to stop the hijackings. This
resulted in a resolution being adopted by the assembly. At the same time,
action was instituted in the United States with the establishment of the FAA
Anti-hijacking Task Force in 1969.

Incidents in the Jordanian Desert

On September 6, 1970, several dramatic incidents of aerial piracy occurred
almost simultaneously. This caused a huge reaction throughout the world,
resulting in the most significant development of antihijacking measures and
procedures. These events included the following:

September 6, 1970: A TWA B-707 was hijacked by two Palestine Liberation Organi-
zation (PLO) men who had boarded in Frankfurt, Germany. The aircraft was taken
to Dawson Field, Jordan, where the empty aircraft was blown up on September 12,

1970.

September 6, 1970: A Swissair DC-8 was hijacked by two PLO men who boarded it
in Zurich, Switzerland. The aircraft was taken to Dawson Field, Jordan, where the
empty airliner was also blown up on September 12 1970.
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September 6, 1970: A Pan Am Airlines (PAA) B-747 aircraft was hijacked by three
PLO men who had boarded the airplane in Amsterdam, Holland, and who were
later joined by seven other hijackers in Beirut. This aircraft was taken to Cairo,
Egypt, where the empty aircraft was blown up on September 7, 1970.

September 6, 1970: An El Al B-707 flight from Tel Aviv to New York was nearly
hijacked by a PLO man and woman. The male was killed and the female was over-
powered. The flight was then aborted and landed safely in London, England.

September 9, 1970: A BOAC flight from Bombay to London was hijacked by three
PLO men who had boarded it in Bahrain. The aircraft was taken to Dawson Field,
Jordan, where the empty aircraft was also blown up on September 12, 1970.

Initial Aviation Security Measures

In September 1970, following these events, U.S. President Richard Nixon
issued a White House statement announcing special actions, including the im-
mediate assignment of armed sky marshals on U.S. commercial airliners and
the establishment of the FAA Office of Air Transportation Security, which im-
mediately assumed the duties of the antihijacking task force. The air marshals
were utilized by the United States from 1970 to 1972. The program ended
when a task force study led to the issuance of new federal aviation regulations
(FARs) on aviation security matters. This resulted in the development of a
“profile” screening system to be used on a voluntary basis by the airlines. The
use of FAA security officers and metal detectors was also initiated. However,
since the screening of passengers was on a voluntary basis, only a few airlines
opted to utilize such procedures.

Meanwhile, the international aviation community also responded, in the form
of the ICAO’s sponsorship of new international conventions dealing with avia-
tion security matters. In addition, the 1970 bombing of a Swiss Convair 990A
passenger aircraft en route from Zurich to Tel Aviv, in which 47 persons died,
resulted in an extraordinary session of the ICAO Assembly. An ad hoc group of
security experts from five nations was directed to quickly develop a security man-
ual to provide some preventive security guidance to ICAO Member nations.

The Convention on Offenses and Certain Other Acts Committed on Board
Aircraft, signed in Tokyo, Japan, in 1963, had just entered into force on De-
cember 4, 1969, but this early international instrument was insufficient to
cope with the problems being faced. Thus, the ICAO Legal Bureau set out
to prepare international agreements dealing specifically with the unlawful sei-
zure of aircraft (The Hague Convention of 1970) and dealing with the sabo-
tage of aircraft and aviation facilities (Montreal Convention of 1971). Further
explanations of these international instruments are provided later.

At the same time, the United States abandoned the idea of eliminating hi-
jackings in the air with air marshals and instead issued federal aviation regu-
lations requiring the establishment of airport security programs and airline
security programs in 1972 and required mandatory preboarding passenger
screening effective January 6, 1973.
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At ICAO, the newly developed ICAO Security Manual for Safeguarding
Civil Aviation against Acts of Unlawful Interference (Doc. 8973—Restricted)
was issued in 1971. This was the only technical guidance available to ICAO
contracting states at the time on preventing hijackings and sabotage of
aircraft.

DEVELOPMENT OF THE ICAO CIVIL AVIATION
SECURITY PROGRAM

A combination of the 1973 U.S. requirement of 100 percent preboarding
screening of passengers and carry-on items, the end of the Vietnham War, and
the signing of a treaty by the United States and Cuba caused a dramatic de-
crease in the number of hijackings. The average of 29 per year from 1968 to
1972 went down to no hijackings in 1973 and only one in 1974.

"This encouraged the Council of ICAO to adopt international standards and
recommended practices to safeguard international civil aviation against acts
of unlawful interference. Thus, the ICAO Council action in pursuance of As-
sembly Resolutions A17-10 and A18-10 resulted in the adoption of the first
edition of Annex 17 to the Chicago Convention on March 22, 1974.

The implementation by ICAO contracting states of the new international
standards in their respective airport security programs and airline security
programs served to temporarily deter and prevent successful attacks against
commercial airliners. It was not until 1976 that the United States suffered its
next successful hijacking of a commercial airliner.

There are two aspects of the International Civil Aviation Security Program
that are a result of ICAO conventions, both of which play important roles
in responding to the threats against commercial aviation on an international
basis. These are the judicial aspects and the technical aspects.

Judicial Aspects of the ICAO Civil Aviation
Security Program

The legal program of international civil aviation security consists of inter-
national conventions and agreements dealing with aviation security matters.
An international convention is an agreement between parties in the form of
a legal document which can become the basis for international law. The in-
ternational conventions described below represent the judicial aspects of the
International Civil Aviation Security Program established by ICAO.

Convention on Offences and Certain Other Acts Committed on Board Aircraft
(known as the Tokyo Convention because it was signed in "Tokyo, Japan, on
September 14, 1963, and came into force on December 4, 1969). This conven-
tion provides “that the state of registry is competent to exercise jurisdiction
over offenses committed aboard an aircraft when it is in flight, on the surface
of the high seas, or in any other area outside the territory of any state.” The
convention applies only “to offenses committed by a person who is on board
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the aircraft, thereby excluding acts or offenses committed by persons such as
saboteurs who remain on the ground.” Article 11 deals with the unlawful sei-
zure of aircraft and obligates states to permit the passengers and crew of a
hijacked aircraft to continue their journey as soon as practicable and to return
the aircraft to its rightful owner. (This convention called for ratification by
12 member states before entering into force.)

Convention for the Suppression of Unlawful Seizure of Aircraft (T'he Hague Con-
vention, also known as the Hijacking Convention, signed in The Hague on De-
cember 16, 1970, came into force on October 14, 1971). The Hague Convention
defined the unlawful seizure of aircraft “as a separate offense.” It obligates states
“to punish or to extradite offenders and also provides for concurrent jurisdic-
tion over the offenses covered and makes these offenses punishable by severe
penalties (that is, the state of registry, the state of operator, and/or the state in
which the aircraft next landed with the offender stll on board).” (This conven-
tion called for ratification by 10 member states before entering into force.)

Convention for the Suppression of Unlawful Acts against the Safety of Civil Avia-
tion (Montreal Convention, also known as the Sabotage Convention, signed
in Montreal, Canada, on September 23, 1971, came into force on January 26,
1973). This treaty deals with sabotage and armed attacks against international
civil aviation facilities and creates the same obligations for the states with
respect to these offenses as The Hague Convention created with respect to
hijacking (punishable by severe penalties, extradition, jurisdiction, and enter-
ing into force after ratification by 10 member states).

Protocol for the Suppression of Unlawful Acts of Violence at Airports Serving In-
ternational Civil Aviation, Supplementary to the Convention for the Suppression of
Unlawful Acts against the Safety of Civil Aviation (signed in Montreal, Canada,
on February 24, 1988, entered into force on August 6, 1989). This protocol
is supplementary to the Montreal Convention and specifies “that the conven-
tion and the protocol shall be read and interpreted as one single instrument.
It amends the definition of the offense to include performing an unlawful and
intentional act of violence against a person at an international airport that
causes or is likely to cause serious injury or death, or an offense that destroys
or seriously damages the facilities of an international airport or aircraft lo-
cated there but not in service, or disrupts the services of the airport if such
an act endangers safety at that airport.” (This convention also required
10 member state ratifications to enter into force.)

Convention on the Marking of Plastic Explosives for the Purpose of Detection
(signed in Montreal, Canada, on March 1, 1991, entered into force on June 21,
1998). This convention requires “each state to prohibit and prevent the manu-
facture of unmarked plastic explosives in its territory. Plastic explosives are to
be marked during the manufacturing process by introducing any one of the
four detection agents agreed upon by the international air law conference and
defined in the technical annex to this convention. (To enter into force. this
convention required to be ratified by 35 member states, of which five had to be
producing states, meaning states with manufacturers of plastic explosives.)”
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The International Aviation Security Conventions adopted under the aus-
pices of the ICAO have the following main objectives:

Definition of the offenses
¢ Apprehension or arrest of the perpetrators and the imposition of severe penalties

* Granting of certain powers to the aircraft commander

Defining the competence of states with regard to prosecution

Exchange of information

The Tokyo (1963), The Hague (1970), and Montreal (1971) conventions
and the protocol supplementary to the Montreal Convention (1988) are in-
ternational instruments that seek to establish universal jurisdiction for a num-
ber of specified offences related to aircraft, international airports, and other
aviation installations. These instruments require

the states that are parties to the instruments to prosecute or extradite alleged of-
fenders, to impose severe penalties, and to facilitate the safe and expeditious return
of aircraft and passengers diverted from their route. Furthermore, the Convention
on the Marking of Plastic Explosives for the Purpose of Detection (1991) requires
the states who are parties to it to prohibit and restrict the manufacture and transport
of unmarked plastic explosives and destroy existing stocks in an effort to facilitate
the detection of plastic explosives prior to their being brought aboard an aircraft.
This convention also requires each state to exercise strict and effective control over
the possession of unmarked plastic explosives.

A very important step in the processing of international instruments is their
ratification by states. Ratification means transforming an international agree-
ment into national law. Once a state ratifies a convention, it becomes a party
to it, and it is interesting to note that aviation security conventions have been
ratified and adhered to by more nations than most other international conven-
tions. This highlights the importance placed by the states on this subject. All
five aviation security international legal agreements have entered into force.
In 2007, there were 189 member states in the ICAQ, and as of July 2007, the
official count of ratifications was as follows:

Tokyo Convention of 1963: 182 parties
The Hague Convention of 1970: 182 parties

* Montreal Convention of 1971: 185 parties

Protocol of 1988 (supplementary to the Montreal Convention): 161 parties
¢ Convention on the Marking of Plastic Explosives of 1991: 134 parties

States that have become parties to the relevant conventions, or intend to
do so, should, through existing legal instruments such as a national criminal
code or through dedicated aviation security legislation, introduce and define
as a minimum the acts of unlawful interference against civil aviation such as
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hijackings, acts of violence aboard aircraft or at an international airport, and
acts of sabotage or attacks against aircraft and air navigation facilities. The
states should also establish jurisdiction in relation to these offenses when they
are committed in the territory of the state, against or on board an aircraft
registered in the state, and on board an aircraft that lands in the territory of
the state while the alleged offender is still on board.

It is also important for states that are parties to the various conventions to
establish procedures for extradition and the surrender of offenders to other
states and take the necessary steps to ensure that an alleged offender is sub-
mitted to the competent authority for the purpose of prosecution when ex-
tradition is not requested or is refused. states should also empower an aircraft
captain to perform his or her responsibilities like a chief of police on the
flight, maintaining good order and discipline on board and protecting the
persons and property on board.

Finally, the states that have become parties to the Convention on the Mark-
ing of Plastic Explosives for the Purpose of Detection should establish the
necessary provisions to ensure the prohibition and prevention of the manu-
facture and transport of unmarked explosives, strict and effective control over
possession of unmarked explosives, and the destruction of unmarked explo-
sives in accordance with the provision of the convention.

National Aviation Security Program Legislation

National legislation in every ICAO member state is also required to des-
ignate a national authority to be responsible for aviation security matters.
"This includes developing, implementing, and maintaining a national aviation
security program, issuing regulations necessary to carry out the national pro-
gram, and allocating responsibility among government agencies and elements
of industry for specific aspects of the national program.

It may also be helpful for states to insert provisions into their legislation
to assist in the implementation and enforcement of the policies contained in
the National Civil Aviation Security Program that relate to passengers car-
rying firearms in the cabin of an aircraft or in their baggage, and provisions
regarding the travel of persons who are in custody or subject to administra-
tive procedures. Likewise, the national laws should also cover all areas of the
requirements relating to airport security measures and procedures.

Technical Aspects of the ICAO Civil Aviation
Security Program

The technical aspects of the ICAO Civil Aviation Security Program con-
sist of the states’ use of the ICAO Security Manual (Doc. 8973—Restricted),
Annex 17 to the Convention on International Civil Aviation, the work of the
ICAO Aviation Security Panel of Experts, audit initiatives on technical as-
pects, ICAO seminars and workshops, and the ICAO Technical Cooperation
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Bureau’s assistance to states on aviation security matters through consultan-
cies and training.

The Security Manual for Safeguarding Civil Aviation against Acts of Un-
lawful Interference (Doc. 8973—Restricted) was first published in 1971. It
was developed by an IACO Secretariat study group composed of members
nominated by five states and four international organizations (the Interna-
tional Air Transport Association [IATA], the International Federation of Air
Line Pilots’ Associations [IFALPA], the Airports Council International [ACI],
and the International Criminal Police Organization [INTERPOL]), who had
been assigned the task of drafting the first manual. Subsequently, the security
manual was revised in 1983, 1987, 1991, 1996, and 2002. The current sixth
edition (2002) has been published in English, French, Russian, Spanish, and
Arabic. The manual describes measures and procedures and contains guide-
lines on all aspects of aviation security. Its objective is to assist the states with
the implementation of the international standards and recommended prac-
tices contained in Annex 17.

Annex 17 to the Convention on International Civil Aviation (the Chi-
cago Convention) is entitled “Security—Safeguarding International Civil
Aviation against Acts of Unlawful Interference.” As previously stated, the
Council of ICAO adopted international standards and recommended prac-
tices on aviation security in 1974 and these were incorporated into Annex 17
to the Chicago Convention. The objective of this annex is to provide civil
aviation authorities with a comprehensive document containing all stan-
dards and recommended practices and procedures that deal with or are di-
rectly relevant to aviation security matters. Annex 17 was completely
revised in 1981, 1986, 1989, 1992, 1997, 2002, and 2006 (the 8th edition is
the current one).

An international standard is a specification or procedure whose uniform ap-
plication is recognized as necessary for the safety or regularity of international
air navigation and to which contracting states will conform in accordance with
the Chicago Convention. If compliance is impossible, notification to the
Council is compulsory under Article 38 of the convention.

A recommended practice is a specification or procedure whose uniform
application is recognized as desirable in the interest of safety, regularity, or
efficiency of international air navigation. Contracting states will endeavor to
conform to it.

In accordance with Article 38 of the Chicago Convention, contracting
states are required to file a “difference” with regard to a standard they cannot
implement, and inform ICAO what procedures they plan to implement as an
alternative. Differences are published in a supplement to Annex 17 and dis-
tributed to member states. An attachment to Annex 17 (green pages) contains
excerpts from other annexes such as 2, 9, and 14. These contain standards and
recommended practices from the other annexes that relate to aviation security
matters.
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Implementation of the Technical Aspects

"The implementation of the technical aspects of the ICAO Civil Aviation Se-
curity Program has been accomplished through regional aviation security semi-
nars in all ICAQ regions since 1973 and also through aviation security technical
cooperation projects that began in 1977. These projects consist of technical and
training missions organized and administered by the Technical Cooperation
Bureau of ICAO and financed by various funding programs such as the United
Nations Development Program (UNDP), the World Bank, and trust funds.

Implementation was also accomplished through the use of ICAO regional
office aviation security coordinators who functioned from 1986 to 2003. An
additional method of implementing the technical aspects of the ICAO avia-
tion security program has been through the ICAO Mechanism for Financial,
"Technical, and Material Assistance to States with Regard to Aviation Secu-
rity, an initiative that resulted from the bombing of Pan Am Flight 103 over
Lockerbie, Scotland, in 1988. This mechanism was initiated in 1990 and is
still ongoing at the time of writing. I was privileged to be assigned as the first
chief of the ICAO Section SIA, which was responsible for the implementation
of this mechanism.

As a result of the worldwide international ministerial conference on avia-
tion security following the events of September 11, 2001, ICAO adopted and
developed the Universal Security Audit Program (USAP) for implementa-
tion by all member nations of ICAQO. This program calls for the training and
certification of aviation security auditors selected from member states and for
aviation security audits to be conducted in all member states to determine and
report deficiencies in the countries audited, with follow-up audits to check the
implementation of corrective measures by the states concerned.

DRAMATIC CHANGE IN TERRORIST ATTACKS
AGAINST CIVIL AVIATION

The year 1985 was a significant year for aviation security at ICAO as well as
in the United States. Following the terrorist hijacking of TWA Flight 847 on
June 14, 1985, the hijackers executed a U.S. military man and threw his body
down the airport tarmac in full view of television cameras, a sight seen all over
the world. Another violent event occurred on June 23, 1985, when Air India
Flight 182 was blown up over the Atlantic Ocean killing 329 passengers and
crew members. The ICAO Council rapidly named an ad hoc group of avia-
tion security experts from 16 countries and four international organizations
to convene and recommend revisions to Annex 17 in order to challenge the
rapidly increasing threat to international civil aviation.

The ad hoc group formally became the ICAO AVSEC Panel in 1986 and
this forum has been meeting annually since then to upgrade the standards
and recommended practices in Annex 17, and also to recommend changes to
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the ICAO Security Manual. As of 2007, the AVSEC Panel was composed of
delegates from 22 states and four international organizations (IATA, IFALPA,
ACI, and INTERPOL).

The United States also reacted promptly in following the TWA hijacking
when the U.S. Congress quickly passed the International Security and Devel-
opment Cooperation Act of 1985. This law requires the U.S. government to
dispatch aviation security specialists from the FAA (now the TSA) to assess
the security at international airports at foreign locations served by U.S. air
carriers and foreign carriers departing from that airport to a U.S. destination.
These visits are made with the concurrence of the foreign government and
they continue to the date of writing.

Also in 1985, there were simultaneous attacks at the international airports
in Rome and Vienna on December 27, 1985, committed by the same terrorist
organization, and these events led to the signing of the Protocol Supplemen-
tary to the Montreal Convention, previously described.

The mid-air explosion of Korean Air Flight 858 over the Andaman Sea,
killing 115 souls, in 1987, the sabotage of Pan Am Flight 103 over Lockerbie,
Scotland, in 1988, in which 270 lives were lost, and the destruction of UTA
Flight 772 in 1989 over the North African desert, in which 171 persons were
killed, all served as a grim reminder that the new threat to civil aviation was
now the in-flight sabotage of commercial airliners as opposed to the unlawful
seizure of aircraft.

These events were instrumental in the signing of the Convention on the
Marking of Plastic Explosives for the Purpose of Detection in 1991. Spe-
cifically, this came about as a result of a ministerial conference of the ICAO
Council on February 15 and 16, 1989, during which the council adopted a
13-clause resolution, one of these clauses dealing with the explosives aboard
aircraft.

Also, as previously described, the ICAO Civil Aviation Security Program
shifted gears by adopting measures and procedures to prevent acts of sabotage
of aircraft and air navigation facilities, because it appeared that unlawful sei-
zure of aircraft was now becoming a thing of the past.

THE EVENTS OF SEPTEMBER 11, 2001

The terrorist attacks New York and in Washington, DC, on September 11,
2001, are known to the entire world and need not be further elaborated on
here. But essentially, 19 hijackers affiliated with al Qaeda seized two United
Airlines (UA) and two American Airlines (AA) aircraft shortly after takeoff
on the east coast of the United States. The airliners were fully fueled, having
departed for destinations in California.

The hijackers were divided into four teams, and at least one member of
each team had pilot training. The hijackers’ intent was not to seize the air-
craft to hold hostages and make demands, but to turn the airplanes into flying
bombs and crash them into buildings.
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The failure of the U.S. Civil Aviation Security Program’s measures and
procedures to prevent these events can best be explained by a U.S. official’s
response to questions asked by U.S. congressmen. U.S. Secretary of "Trans-
portation Norman Mineta told the National Commission on Terrorist At-
tacks upon the United States (also known as the 9/11 Commission) that, prior
to the September 11 terrorist attacks, aviation security officials had not con-
sidered that a hijacker might commandeer an airplane for any reason other
than taking hostages.

The United States, ICAQO, and the whole world now were in shock as the
new threat appeared to be the use of commercial airliners as weapons of mass
destruction by terrorists willing to commit suicide. The reaction, of course,
was dynamic, as ICAO immediately set the stage for a ministerial level meet-
ing of all member nations to discuss and propose new and effective initiatives
in the Civil Aviation Security Program. These initiatives are continually being
refined as they consist of revised international standards as required by Annex
17 and the aviation security audits of all ICAO member states’ national pro-
grams, along with enhanced training capabilities to meet the new challenges
posed by terrorism against civil aviation.

The U.S. government also set up a new Transportation Security Adminis-
tration (I'SA) to take over the U.S. Civil Aviation Security Program, and the
creation of a new Department of Homeland Security in which the TSA was
organizationally structured along with other security-related administrations
and agencies.

CONTINUING TERRORIST EVENTS

Not long after the events of September 11, 2001, a would-be saboteur flying
on an American Airlines airliner from Paris to Miami, Florida, was overpow-
ered by passengers and crew members when it was noticed that he was trying
to light a fuse inserted in his shoe. The aircraft made an emergency landing
and the FBI arrested the subject, after which they discovered an explosive de-
vice in his shoe containing enough plastic explosives to destroy the aircraft.

United Kingdom authorities reported in August 2006 that they had suc-
ceeded in disrupting an alleged terrorist plot against civil aircraft over the
North Atlantic. The terrorist attack, judged to be imminent, would have in-
volved bringing the component parts of an improvised explosive device (IED),
including a home-made liquid explosive, through the passenger and cabin
baggage security checkpoint for assembly on the aircraft. The device would
have been detonated aboard the aircraft while in flight in an act of suicide.

In 2007, a terrorist plot to sabotage the aviation fuel facilities at New York’s
JFK International Airport was foiled by U.S. law enforcement authorities.
Also in 2007, United Kingdom. law enforcement authorities made arrests and
investigated incidents at Glasgow Airport as well as car bomb discoveries in
London. This caused an increase in security measures at U.S. and British
airports, mass transit systems, and other transportation facilities.
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As a result of continuing threats of this nature against civil aviation, ICAO
issued security control guidelines for screening liquids, gels, and aerosols, rec-
ommended as interim measures by the ICAO Council. The United States
and the United Kingdom instituted their own screening requirements for to
liquids and gels.

It appears that the threat of terrorism against international civil aviation is
here to stay. No longer is it believed to be a temporary phenomenon. Con-
sequently it behooves all nations to boost their efforts to strengthen their
national civil aviation security programs. With a strong political will and with
cooperation worldwide as ICAO partners states (i.e., states that agree to com-
ply to ICAO standards) comply with all international standards on aviation
security, it will be possible to save lives and restore public confidence in air
travel throughout the world.
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CHAPTER 7

How the Hijackers on
September 11 Approached
American Aviation Security
and Evaded It

Stephen E. Atkins

The hijackers on September 11, 2001, easily circumvented American aviation
security because the security systems at American airports were deficient, and
the al Qaeda hijackers had done their homework to take advantage of a weak
American aviation security system. It had become more difficult over the
years for terrorists to seize control of aircraft by smuggling weapons aboard
an airliner to hijack it or planting bombs to blow an airliner up. But it was still
widely accepted that there were deficiencies in airline security both on the
ground and in the air. Moreover, the approved plan for handling aircraft hi-
jackers was to passively accept the hijacking until the plane landed. Negotia-
tors would then assume responsibility, and, if negotiations broke down, force
could be used against the hijackers.

What was new on September 11, 2001, was the use of commercial airliners
as flying bombs. This tactic was new and unexpected because it depended on
highly motivated individuals willing to give up their lives in a suicide mis-
sion.! It also meant that prospective hijackers had to be able to pilot a com-
mercial airliner for long enough to direct it to a designated target. Despite
some warnings about possible use of aircraft on terrorist missions from vari-
ous intelligence sources, American authorities were caught completely flat-
footed on September 11. Why this was the case has never been adequately
explained.

HISTORY OF WEAKNESS IN AVIATION SECURITY

Long before September 11, it was widely known that the aviation security
at American airports was lax. In 1993, a journalist, Roger Simon, reported
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the story of various incidents from 1979 to 1993, proving that weapons and
bombs could be smuggled on board a commercial aircraft. The most notable
example of this was the December 7, 1987, incident in which a fired airline
employee at Los Angeles International Airport smuggled a gun aboard a com-
mercial aircraft. He fired the gun several times, killing the pilots and causing
the plane to crash.? This incident led the FAA to require all airline employees
to go through metal detectors.” Despite strong opposition from both airline
and airport organizations over the requirement and the $169 million price
tag, this requirement was in place by the early 1990s.* In 1993, an FAA re-
port concluded that airport security in the United States remained “seriously
flawed” and “still not adequate.” It had not improved since the summary of
aviation security weaknesses given in a 1989 report:

Interrogation of passengers boarding international lights is erratic. Hand searches of
carry-on bags are often cursory. It is not uncommon for checked luggage to slip on
board without being X-rayed. The X-rays cannot detect plastic explosives used in the
modern bomb.6

The problem was that the situation had not improved significantly by
September 11, 2001. Technology to ferret out bombs had been improved by
2001, but the equipment necessary to do so had not been made available at all
major airports, let alone smaller, local airports.

A rigorous security system had been opposed for decades by the Ameri-
can aviation industry. The industry wanted as few impediments as possible
to the cheap and efficient movement of passengers. More rigid security cost
money. Allied to the aviation industry was its regulatory agency—the Federal
Aviation Administration (FAA). Instead of regulating the aviation industry,
the leaders of the FAA had developed a casual, cozy relationship catering to
the airline companies’ desire for profit over security. The FAAs leaders had
taken the promotion of the commercial airline industry as more important
than providing for security. This overemphasis was never official, but over the
course of time it developed.

Further, the airline industry appeared interested only in short-term, in-
expensive solutions. Often, these were paper solutions. This deficiency was
noted by Brian Sullivan, a retired FAA special agent, in an e-mail to Michael
Canavan, associate administrator of civil aviation security to FAA federal se-
curity managers, on August 16, 2001:

Your intent was to work with the regulated parties and develop action plans to per-
manently correct problems. Here’s what’s really happening. A problem is identified.
Instead of opening a case, we work with industry to develop the required plan. The
agents go out and find that the problem persists, but field management won’t allow
them to open a case, incorrectly citing your May 30th memorandum as the basis for
their decision. As a result we have a paper fix. Nice looking plans, but no real fix. The
fagade of security continues. Our line agents continue to experience the frustration of
not being allowed to do their jobs.”
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"To counter demands for improved aviation security, the airline industry
maintained that the aviation security system before September 11, 2001, was
working. Spokespersons pointed out in early 2001 that there had been no
hijackings or bombings of American airliners in more than a decade. In their
opinion, the current security system was operating well enough to prevent
such happenings. Most FAA attention was directed toward the threat of hi-
jackings and bombings on the international flights of foreign carriers.

Attempts to improve security were sometimes blocked. Logan Interna-
tional Airport in Boston had one of the poorest aviation security records of
any major airport in the nation.® It was notorious for failing to detect illegal
weapons and for the ease of access to so-called secure areas. Joseph Lawless,
public safety director at Massport (the Massachusetts Port Authority), noted
that terrorists were operating in the Boston area and there was a need to
improve security at Logan International Airport in a memo dated April 27,
2001.” Efforts by Lawless and State Police Major John Kelly to test aviation
security at Logan International Airport in the summer of 2001 were opposed
by the airlines and the FAA. The FAA’ position was that Massport lacked the
“legal authority to conduct these tests.”!? The FAA had conducted some test-
ing at Logan International Airport, but the test results had been kept secret
between the FAA and the Airlines.!! This policy of keeping aviation security
information from airport authorities was evidently universal throughout the
United States.

Another roadblock to improvements in aviation security came from Con-
gress. Efforts to implement the recommendations of the commission headed
by Vice President Al Gore after the incident involving TWA Flight 800 had
been blocked, but lobbyists for the aviation industry were effective in persuad-
ing congressmen and congresswomen to encourage government agencies to
aid the aviation industry. Just weeks before September 11, the Transportation
Committee of the U.S. House of Representatives held a hearing to castigate
Norman Mineta, the transportation secretary, about the lack of federal action
on delays experienced by passengers at airports.'?

HISTORY OF AVIATION TERRORISM

Hijackings of airlines had long been a tactic used by terrorist groups in
the Middle East. Commercial airliners were attractive targets because they
were symbols of a country and offered easy access. In the late 1960s and early
1970s, Palestinian terrorist groups became experts on aircraft hijackings. The
Popular Front for the Liberation of Palestine (PFLP) came to specialize in hi-
jackings. These, however, were political acts designed to liberate imprisoned
Palestinian activists in Israeli and European prisons. Hijackings by the PFLP
were intended to use passengers as bargaining chips to obtain freedom for the
PFLP’s compatriots. Hijackers received specialized training in PFLP training
camps in smuggling weapons into aircraft and seizing control of aircraft. The
heyday of hijackings was the 1970s, when news of such events seemed common.
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An analysis of hijackings from 1947 to 1996 found that terrorist hijackers had
an 85 percent chance of success.”® There were, of course, occasional casualties
during these hijackings, caused by the actions of the hijackers and sometimes
by rescue attempts.

Most of the early hijackings produced results through bargaining until the
United States and other countries decided that bargaining with the terrorists
was counterproductive. During the period of the Reagan administration, the
policy that the United States would conduct no bargaining with terrorists was
implemented. Most European countries soon followed the lead of the United
States. This policy decision and the building of specialized assault forces to
combat the hijackings helped end the first phase of aircraft hijackings. Other
steps were taken to upgrade security at airports, with the Israelis taking the
most drastic measures. Once it became obvious that hijacking for political
gain no longer produced results, the number of such hijackings declined. By
the end of the 1970s, this type of hijackings had virtually ceased. The excep-
tion was the April 5, 1988, hijacking of a Kuwaiti airliner with more than 110
people aboard by the terrorist group Hezbollah. This attempt failed to win
the release of terrorists in Kuwaiti jails, but the hijackers were released by the
Algerian government even though they killed two of the passengers.

Those early hijackings made heroes of the hijackers that survived. Perhaps
the most famous of the aircraft hijackers was the PFLP’ Leila Ali Khaled. She
participated in two hijackings—those of TWA Flight 840 in August 1969 and
EI Al Flight 291 in September 1970. Casualties among the hijackers, however,
were heavy. They increased dramatically, particularly after the Western coun-
tries and Israel began to form specialized rescue teams.

The next phase was to plant a bomb and destroy the aircraft, rather than
hijacking a commercial airliner. Such bombings were intended to prove that
no one was safe from terrorism. Several airliners were blown out of the sky.
Various terrorist groups used this method to advance their cause. The most
famous of these bombings was that of Pan Am Flight 103. A bomb exploded
in the aircraft over Lockerbie, Scotland, on December 21, 1988, killing all
258 people on board and another 11 people in Lockerbie. An investigation
concluded that the bomb had been placed in a radio-cassette player and
packed in with the luggage in Frankfurt, Germany. Throughout the 1980s,
terrorists directed their attention to planting bombs on commercial aircraft,
with Hezbollah, Libyans, North Koreans, and Sikhs participating. But it was
the explosion on board TWA Flight 800 on July 17, 1996, causing it to crash
and the creation of the Gore Commission, that galvanized the U.S. govern-
ment to take action.

AMERICAN RESPONSES TO AVIATION TERRORISM IN
THE CLINTON ADMINISTRATION

Shortly after the crash of TWA 800, President William Clinton created
the White House Commission on Aviation Safety and Security under the
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chairmanship of Vice President Al Gore. The 18 members of the Gore Com-
mission members deliberated and came up with a number of ways to improve
aviation security. One of the commission’s major proposals was to make avia-
tion security a federal government responsibility, and for the FAA to provide
certification of security companies. The goal was to provide better training for
security guards and screeners. The commission also recommended that new
explosives detection technology be deployed as soon as possible. Another rec-
ommendation was the need to implement a system to match a passenger with
his/her baggage. Most of these recommendations were aimed at preventing
aircraft bombings. After all, in the previous 30 years there had been more than
70 known attempts to plant bombs on commercial airlines. Bombs had caused
15 crashes and killed 1,732 people.!* Finally, the Gore Commission recom-
mended that $100 million a year be made available for aviation security.

The work of the Gore Commission met with mixed reviews. Shortly after
the commission’s recommendations were reported, the airline industry initi-
ated a massive campaign against them. As part of this campaign, the aviation
industry gave the Democratic National Committee $585,000 for the 1996
congressional elections.!” Consequently, most of the Gore Commission’s
recommendations were either ignored or watered down due to opposition
from the airline industry and/or by lobbyists for other constituencies.!® The
recommendations were the last attempt to improve aviation security before
September 11, 2001.

The Gore Commission recommended the deployment of new explosives
detection technology in part because machines that could detect explosives
were being developed. It was not until 1994 that technology had finally caught
up with bomb detection. Earlier machines were unable to detect plastic ex-
plosives, leaving an immense hole in screening for bombs. In 1994, however,
InVison Technologies introduced a CT-scan technology to detect explosives
including plastic bombs.!” At the time of its introduction, the CTX5000 ma-
chine cost $1 million and was huge. Only three airlines bought machines—
Delta, United, and Northwest.!® They ordered five of them, but only three
were in operation by 1996 at Atlanta and San Francisco.!” Besides being very
costly, these machines were so slow in handling baggage that only about 100
bags could be checked an hour.?’ The airline industry used this issue as a rea-
son not to buy the machines.

Another approach was the use of bomb-sniffing dogs. The use of dogs to
sniff out bombs was considered effective because in tests held in 1990, the
dogs were successful in 100 percent of 340 tests.?! The problem with this ap-
proach was the lack of enough available trained dogs.

EFFORTS BY THE FAA TO PROVIDE
AVIATION SECURITY

The FAA made periodic aviation security checks. One such check in 1987
found that 20 percent of mock weapons and bombs passed through screen-
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ing.?? Periodically, teams of FAA security personnel, Red Teams, would test
the aviation security system with varying results. The problem was that the
aviation industry disliked these inspections. Consequently, the FAA devel-
oped a program that would inform the airline company of inspections in
advance, and, with this foreknowledge, screeners caught 95 percent of the
mock weapons and bombs. FAA inspectors complained about this practice
but to no avail. Sometimes journalists would test the screening system and
negative publicity would ensue. One such test was conducted by the Fox
Network at Logan International Airport in the spring of 2001, and it resulted
in the exposure of the weakness of the aviation security system there. When
Joe Lawless, the security chief at Logan International Airport, wanted to
upgrade security, his bosses turned him down.

In the case of both hijacking to seize hostages and bombs planted in com-
mercial aircraft, the Federal Aviation Agency never seemed to act until there
was a tragedy occurred. Mary Schiavo, the former Department of "Transpor-
tation (DOT) Office of Inspector General (OIG) dubbed the agency “The
Tombstone Agency,” because it was never proactive.”* Ariel Merari, professor
of psychology at Tel Aviv University and director of the Research Unit on
Political Violence at Tel Aviv University, reinforces this conclusion.

Alook at the history of attacks on commercial aviation reveals that new terrorist meth-
ods of attack have virtually never been foreseen by security authorities. The security
system was caught by surprise when the airliner was first hijacked for political extor-
tion; it was unprepared when an airliner was attacked on the tarmac by a terrorist team
firing automatic weapons; when terrorists, who arrived as passengers, collected their
luggage from the conveyer belt, took out weapons from the suitcases, and strafed the
crowd in the arrival hall; when a parcel bomb sent by mail exploded in an airliner’s
cargo hold in mid-flight; when a bomb was brought on board by an unwitting pas-
senger, and so on. True, once terrorists used a new tactic or introduced a technical
innovation the aviation security complex usually adapted its procedures fairly rapidly,
so as to close the hole in the system. But the terrorists have not been torpid. They have
looked for new ways to circumvent the security system.>*

ORIGIN OF THE SEPTEMBER 11 PLOT

Leaders of al Qaeda were aware of the weaknesses in both American and in-
ternational aviation security systems, and they planned to exploit them. They
realized that hijacking to free prisoners was unproductive and that planting
bombs was becoming increasingly difficult, so there was little interest in these
tactics. But this did not mean that other terrorists with contacts with al Qaeda
weren’t interested in penetrating aviation security to plant bombs. Ramzi
Yousef, the mastermind of the 1993 World Trade Center bombing, had been
busy in Manila, the Philippines, designing a nitroglycerin bomb to be trig-
gered by a Casio watch. His experimentation led to the killing of a 24-year-
old Japanese engineer, Haruki Ikegami, during a flight from Manila to Cebu
City in the southern Philippines. Yousef’s bomb almost caused the airliner
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to crash, but a skillful pilot landed the aircraft at Naha Airport in Okinawa.
Yousef’s plans for a massive bombing campaign to include as many as 12 com-
mercial aircraft in a plot later named Operation Bojinka ended when Yousef
had an accident mixing chemicals in his Manila hotel.

Yousef did not let the mishap in Manila spoil his long-range planning. Be-
fore his accomplice, Abdul Murad, was captured in Manila, Yousef and Murad
had discussed the possibility of using aircraft as flying bombs in the United
States. Murad had received pilot training in the United States, so he knew
how easy it would be to send a number of operatives there to receive pilot
training. The cost of such training was in the $30,000 range so there was a
need of financial support. Yousef and Murad broached this scheme to Youset’s
uncle Khalid Sheikh Muhammed sometime in 1994. Muhammed thought
about the potential of the operations, but he realized that there was a need for
money and volunteers so he turned to al Qaeda.

The most readily available terrorist organization in the mid-1990s was al
Qaeda. Possible state sponsors of terrorism were either out of business or
maintaining as low a profile as possible to avoid sanctions from the west-
ern world. Also, al Qaeda had the financial resources that would be needed.
Yousef was captured in 1995, but Muhammed made contact with Osama bin
Laden in 1996 at the Tora Bora complex and discussed the issue.”* Bin Laden
was interested in the concept because it would target what he considered his
greatest enemy, the United States.

Various plans were considered over the next two years. Muhammed’s first
plan, which was to involve 10 hijacked airliners, was too simply too ambitious.
It also had Muhammed piloting one of the 10 airliners. He wanted to make
a grand statement after landing one of the hijacked planes. First he would
kill all of the male passengers and then make a public statement justifying his
actions. But this plan posed too many problems to merit for serious consid-
eration.’s Another version had five planes attacking American targets in the
United States, and another five planes hitting targets in Southeast Asia, but
this plan was also dropped because it was too complex and there were timing
issues.

Bin Laden delayed a decision on the September 11 plot until the spring
of 1999. At a meeting in Kandahar, Afghanistan, bin Laden, Khaled Sheikh
Muhammed, and Mohammed Atef finalized the plans for the mission.?’
Once al Qaeda’s leaders approved the concept of the operation, they made
Muhammed operational leader. They soon realized that the original plan call-
ing for 10 aircraft to be used in the operation was unworkable. It was decided
that the optimum number was four or five aircraft because of the difficulty of
finding pilot candidates.

In the meantime, news had already reached the United States of a plot
to use an aircraft as a flying bomb. While in police custody in the Philip-
pines and undergoing interrogation, Murad mentioned an early version
of a plan to use an aircraft to crash into CIA Headquarters in Langley,
Virginia. The police office conducting the interrogation has maintained
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that this information was passed to American authorities. There is no col-
laborating evidence to support his claim, but there is enough circumstantial
evidence to show that this information was communicated in some form to
American authorities. The report was lost somewhere in the bowels of the
American bureaucracy.

Further confirmation that the idea of using a commercial airliner as a flying
bomb was floating around in terrorist circles was the failed attempt to use an
airliner for this purpose in late 1994. The Algerian terrorist group, the Armed
Islamic Group (GIA), hijacked an Air France aircraft in Algiers in December
1994 with the intention of flying it into the Eiffel Tower in Paris.?® Hijackers
had the airliner flown to Marseille in southern France where they ordered
more aviation fuel in order to produce more damage at the target. French
Special Forces were able to stop the hijackers in Marseilles, but the intention
of the hijackers became public knowledge.

Once Osama bin Laden had decided to back Muhammed’s plan, the most
difficult task for al Qaeda’s leadership was to select the participants for the
September 11 operation. Those selected had to be highly motivated and will-
ing to be part of a martyrdom operation. The participants had to be able
to function without suspicion in Western society with acceptable language
skills and unobtrusive behavior. They also had to be intelligent enough to
successfully complete a pilot training program in the United States. Finally,
both the pilot candidates and the support operatives had to be able to obtain
visas and pass the scrutiny of the American immigration authorities. The first
four candidates were picked on the basis of their loyalty but they were unable
to pass the other tests. Two of them, Walid Mohammed bin Attash and Abu
Bara al-Yemeni, were unable to obtain U.S. visas because of their Yemeni
background.?’ The others, Khalid al-Mihdhar and Nawaf al-Hazmi, could
obtain the necessary visas and did so, but they were poor pilot candidates
because of poor language skills and lack of experience of living in the West.*
Both al-Mihdhar and al-Hazmi participated in the September 11 plot but
only as secondary leaders, providing logistical support and then participating
as members of the hijack teams.

Al Qaeda solved the problem of participants able to function in Western so-
ciety without suspicion by recruiting the leaders of the Hamburg cell. These
leaders, Mohammed Atta, Ramzi bin al-Shibh, Ziad Jarrah, and Marwan al-
Shehhi, were highly motivated religious individuals of the type that al Qaeda
was looking for. Moreover, they were intelligent and able to function with-
out being noticed in Western society. Once these members of the Hamburg
cell joined al Qaeda, it was easy to recruit them for the September 11 plot.
After arriving at al Qaeda’s Khalden Training Camp in November 1999, they
soon became star products of its training.’! Osama bin Laden met with them
in December 1999 and broached the idea of their participation in a martyr-
dom mission.’? He also asked for and received a loyalty oath (bayat) from
them. After they agreed to participate in the plot, Mohammed Atef, then the
military commander of al Qaeda, briefed them on the details of the plan.*?
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Bin Laden then appointed Atta to head the group. It only took a few weeks to
prepare them for the mission.

The Hamburg cell had already attracted the attention of the German au-
thorities. Security officials were keeping track of potential Muslim extremists
in Germany and ran across this. They were content to monitor the activities of
its members. German law was extremely tolerant of political activities in Ger-
many unless they endangered the state. At this time the Hamburg cell seemed
to pose no such threat. Thomas Volz, an American CIA agent stationed in
Germany, was not as tolerant. He was adamant that the Hamburg cell was a
terrorist cell and that the German authorities should arrest its members. His
calls for action became so strident that German officials considered deporting
him from Germany. In the meantime, the German authorities continued to
monitor the activities of the members of the Hamburg cell from a distance,
even after most of its leaders left for the United States.

IMPLEMENTATION OF THE SEPTEMBER 11 PLOT

After returning to Germany, the Hamburg cell conspirators began to make
preparations to travel to the United States and begin pilot training. A prob-
lem arose when Ramzi bin al-Shibh was unable to obtain an American visa
after four tries because he was Yemeni. The others had no problem entering
the United States. Since consular officers were not trained to detect terrorists
in a visa interview, they had little trouble obtaining visas, despite numerous
irregularities in their documentation.** Other attempts to have al Qaeda op-
eratives to enter the United States and train in pilot training programs failed
because at least two were denied visas and another, Mohammed al-Katani, was
denied access at Orlando International Airport because the immigration agent
became suspicious of him. These failures left only three pilots in training until
al Qaeda was able to recruit a fourth pilot, Hani Hanjour. Hanjour had previ-
ously completed pilot training in the United States, but his piloting skills were
so poor that he had been unable to find a job as a commercial pilot.

In the year before September 11, 2001, the conspirators spent most of their
time training for the mission at American pilot training schools. They at-
tended various schools in Florida and elsewhere, building up their skill level
in flying commercial aircraft. Their emphasis was in becoming familiar with
flying Boeing 757s and Boeing 767s. The reason was that both aircraft were
relatively new versions and with upgraded instrumentation they were easier
to fly. They had what is known as glass cockpits. A plane with such a cock-
pit “relies on a much smaller number of multi-function displays, television
screens in the cockpit.”’ These cockpits provide a simpler interface system
so that hijackers do not need as much training and experience as they would
need to fly other aircraft. There are also fewer people in the cockpit of these
airliners, and it is easier to overwhelm one or two people as opposed to three
or four in non—glass cockpit aircraft. Given the level of automation involved,
learning to pilot a glass cockpit aircraft into a target should have taken only
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about a week of simulation training.*¢ Actually it took longer for the conspira-
tors because they had so little experience or interest in flying before starting
pilot training.

By the middle of the summer of 2001, the plot was gathering steam. In May
and June, the muscle men had arrived in the United States. These were the
men trained to provide the physical side of the hijacking. They had received
training in al Qaeda’s Afghanistan training camps in hand-to-hand combat,
to enable them to overpower flight crews.’” Most of them were from Saudi
Arabia, because it was easy for a Saudi citizen to obtain a visa to travel to the
United States.”® All that was needed was to fill out an application form and
show up at the American Embassy to pick up the visa. It was an express sys-
tem, in which little or no checking of people applying for visas was carried
out. Moreover, it was easy to attract Saudis to take part in a martyrdom mis-
sion against the United States.

Once the pilot training was over, the conspirators began to study the weak
spots in American aviation security. Each of them had flown in American
commercial airliners before, but now they conducted a systematic investi-
gation of what they could get away with. In a series of 12 flights across the
United States, the leadership team investigated the way the security system
operated and the way in which to gain access to a cockpit. On one occasion,
a flight attendant reported that a member of the al Qaeda team, Abdul Aziz
al-Omari, requested access to the cockpit; he was allowed in and was able to
talk to the pilots.*” On another occasion, the actor, James Wood, because sus-
picious of the erratic behavior of a number of Middle Eastern men on a flight.
He reported their actions to the flight attendant and the first officer.* They
reported the incident to the FAA, but nothing came of this report. Only after
September 11 did the report resurface.

From their flights, the al Qaeda team came to certain conclusions. First,
it was relatively easy to pass small items like knives, box cutters, and Mace
containers through security checkpoints. Knives under three inches long and
box cutters proved to be no problem because they were legally allowed. It
was relatively easy to get Mace through the security checkpoints despite its
banned status. Second, it was necessary to purchase seats in the first class sec-
tion in order to be close to the cockpit for a successful hijacking. This location
cut the time necessary for the hijackers to obtain access to the cockpit, and
made it easy to overpower a flight attendant near the cockpit entrance. Third,
they must have seen that the flight attendant in the first class section always
had a key to the cockpit, because the attendant would have used it during all
of the flights. Fourth, they determined that Tuesday was the best day for a hi-
jacking because of the low volume of traffic on that day and the planes would
be nearly empty of passengers. They were not concerned with the passengers,
except for the ways in which they might interfere with the hijacking and the
completion of the mission.

By August 2001, the 19 conspirators had been assigned their respective
tasks. They had been divided into four teams—three teams with five members
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and one team with four members. To ensure that nothing went wrong on
September 11, it was necessary to obtain fraudulent identification papers for
several of the new arrivals. Obtaining such documents proved to be easy after
team members paid a Salvadorian immigrant to sign an affidavit for them at
a Virginia state motor vehicle office.*! To avoid attracting attention, the con-
spirators frequently moved to different residences. Money was no problem,
because al Qaeda was constantly supplying them with funds. It is estimated
that the plot cost around $500,000.*

Atta was in charge, and he was in constant contact with his al Qaeda han-
dlers. On July 8, 2001, Atta flew to Spain to meet with Ramzi bin al-Shibh
and others to finalize plans for the September 11 attacks. They met in the
tourist town of Salou, in Spain. Over the following week, Atta met with rep-
resentatives of al Qaeda and laid out plans for the attack on American tar-
gets.” At this time, the date of the operation had not been determined. The
decision was Atta’s to make, but there was pressure from Osama bin Laden
to carry out the attacks as soon as possible.

AVIATION SECURITY MEASURES THAT
THE HIJACKERS HAD TO OVERCOME

For the hijackers to accomplish their mission, they had to overcome a
number of security measures designed to thwart it. The first was intelligence.
The mission of the civil intelligence division of the FAA was to gather intel-
ligence on threats to American aviation. The division operated 24 hours a
day. The FAA assigned members of the division to the CIA, FBI, and the
U.S. State Department to gather and interpret intelligence data relating to
aviation security. Members of this division were aware of the potential for
terrorist suicide hijackings as early as 1998, but FAA officials downplayed the
possibility to the American aviation community in 2000 and 2001.#* There
was other intelligence information that never made it to the FAA’s intelli-
gence division—the Phoenix memo, about a suspicious number of persons
from the Middle East taking pilot training and the presence of two al Qaeda
operatives in the United States, Khalid al-Mihdhar and Nawaf al-Hazmi.
FAA agents did learn about Zacarias Moussaoui, but it had little impact on
them. There was no information available from any intelligence source about
the other September 11 conspirators, because they had been able to escape
detection.

In the summer of 2001, the FAA received a variety of warnings about pos-
sible terrorist activity. Increased activity by al Qaeda and al Qaeda-affiliated
groups was noted by American intelligence, but the consensus was that terror-
ist operations would be directed to American targets in foreign lands. Never-
theless, the FAA passed the warnings along to the airlines. Fifty-two warnings
were issued between April 1, 2001, and September 10, 2001.# These warn-
ings became so routine in the summer of 2001 that the airline industry noted
them but did nothing proactive in response.
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The al Qaeda operatives also took precautions to avoid suspicion. The can-
didates had been screened to ensure they were able to operate in Western
society. They had also been trained to avoid attention. Beards were forbidden,
as was attendance at any mosque in the United States. They were not to carry
copies of the Koran, nor quote from it. Typical Muslim greetings were also
forbidden. They were also taught to avoid public places where they might
attract attention, such as libraries. There was to be no contact with family
members, including wives. No more than three members of the conspiracy
were to be together at any one time. Anything that would attract attention
was to be avoided. This attention to detail became more important when the
13 muscle men began arriving in the summer of 2001, because they lacked the
plot leaders’ sophistication and experience of living in Western society.

The next layer of aviation security was passenger prescreening. Prescreen-
ing starts with the ticketing process and ends with passenger check-in at the
airport’s ticket counter. Most passengers buy tickets in advance, allowing the
passenger to be examined for anything suspicious. Advance ticketing also al-
lows the airline company to check the FAA list of individuals known to pose
a threat to commercial aviation. Individuals on the list were to receive spe-
cial treatment, ranging from refusal of boarding to special screening. The
problem was that on September 11, FAA intelligence had only 12 names of
potential terrorists on its list. None of the September 11 hijackers were on it.
In contrast, the U.S. State Department’s TTPOFF list had over 40,000 names.
The FAA’ truncated list was in response to the airline industry’s wishes, since
a longer list would cause passenger delays.

The next step in prescreening was the examination of luggage. Beginning
in 1998, the FAA required air carriers to screen passengers with the Computer-
Assisted Passenger Prescreening Program (CAPPS). CAPPS’s main role was
to evaluate each passenger’s security risk in order to isolate passengers need-
ing further screening.*® Because almost all attention was given to detecting
explosives, those identified by the CAPPS system usually just had their lug-
gage inspected.

Since the conspirators had no intention to use explosives, they had little
trouble getting through the CAPPS system. At Logan International Airport,
CAPPS selected three of the five hijackers on American Airlines Flight 11 for
examination. They got through with no further screening. CAPPS selected
none of the United Flight 175 hijackers for screening, also at Logan Interna-
tional Airport. All five of the American Airlines Flight 77 hijackers at Dulles
International Airport received security attention. Three of them underwent
CAPPS inspection, and the others were queried for inadequate identifica-
tion information. In the end, they all passed prescreening. Only one of the
United Flight 93 hijackers at Newark International Airport had his checked
bag screened for explosives.

The next layer of aviation security is airport access control. This layer is
meant to keep weapons or bombs out of airports by screening the persons
authorized to work at the airport. It is also designed to keep outsiders from
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bypassing security checkpoints. Although most employees at airports hold
low-paying jobs, there have only been a few cases in which they have pre-
sented problems. After all, employees have also had to undergo screening
since the 1980s. Airport access control remains an aviation security problem,
but before September 11 it was an even bigger problem. Air cargo does not
go through a systematic screening process, even since September 11, and it
remains a problem that al Qaeda operatives could exploit.*’” Despite this weak
link in aviation security, there is no indication that the September 11 hijackers
had any assistance from either authorized personnel or other employees, or
anyone else who had penetrated airport security. In fact, it would have been
uncharacteristic of the hijackers to risk their mission by trying to recruit in-
siders. They had a plan and kept to it.

Perhaps the most important aviation security feature was preboarding
screening, but it had its flaws. Areas in airports had been set aside for screen-
ing involving detection machines and personal searches. Huge numbers of
people had to be screened at peak hours. The system depended on alert and
knowledgeable screeners, because the X-ray machines were unable to detect
explosives.” Instead, the machines detected suspicious objects as possible
explosives. It took the subjective judgment of the operator to determine
the course of action. Despite constant pressure from the airline industry,
the U.S. government refused to assume responsibility for airport security.
Consequently, the airline carriers contracted out the screening to security
firms.

There were four aviation security companies handling the bulk of the pas-
senger screening in the United States before September 11, 2001. The largest
of these companies was Argenbright Security, with 40 percent of the business.
It had the security contract at Dulles International Airport for American Air-
lines. Argenbright Security also had the security contract at Newark Interna-
tional Airport. Globe Security had the American Airlines contract at Logan
International Airport. Huntleigh USA had the security contract for United
Airlines, also at Logan International Airport. The fourth and smallest com-
pany in the business was International Total Services (I'TS). Security firms
won contacts by winning lowest-bid competitions.*

The private security firms hired personnel to run the screening system,
but there were problems. At Dulles International Airport, 87 percent of
the passenger screeners were foreign nationals, mostly from Muslim coun-
tries.’® Efforts to discipline or fire workers by the airport security companies
were restrained by the federal government. This practice led to a lament
by a former FAA inspector at Dulles International Airport, Steve Elson, in
2001:

Airport-security contractors can’t win. On the one hand, the government slams them
for hiring foreigners. But if they don’t hire them, or [if they] fire them the government
nails them for discrimination. . . . The only standard government enforcement is mak-
ing every minority happy and comfortable and not offending anybody.’!
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Furthermore, cost cutting by the airline carriers meant continuous pressure
on the security firms to do more with less. One company, I'TS, was preparing
to declare bankruptcy on the morning of September 11.%?

The FAA mandated that the screening system use metal detectors and more
sensitive handheld sensors. Although the aim of the screening system was to
detect weapons and explosives, the issue of detection of drugs and other con-
traband complicated the role of the screeners.’® Metal detectors had to meet
FAA specifications and have a false alarm rate limit of not more than 15 per-
cent.’* The detectors had to be tested weekly, and, if the machine was turned
off and/or left unattended for a significant period of time, it had to be re-
tested.”® Those individuals setting off metal detectors were subject to further
screening by handheld wands. Among the things prohibited were firearms,
explosives, incendiary devices, Mace, and knives longer than three inches.

Almost from the beginning there were problems with the screeners because
of the nature of their jobs. On September 10, 2001, there were approximately
28,000 security guards and screeners employed at American airports. The
average employee, however, stayed only around six months.’® Low pay and
boring working conditions caused this high turnover. A General Account-
ing Office report in 2000 documented that the turnover rate among baggage
screeners at large U.S. airports between May 1998 and April 1999 was 125
percent.”’ Pay averaged $5.85 an hour, which was less than most fast-food
jobs paid in the airports.’® Also the screeners had few if any benefits. There
were also hiring problems and training issues that produced additional prob-
lems. Many of the screeners had problems speaking English with sufficient
fluency.

Every expert in aviation security knew that screening was a potential weak-
ness in the system and that there was a need to keep testing the screening
system. At first, the FAA issued hefty fines for failures in screening testing, but
protests from the air carriers led to the end of fining in 1990.*° From that time
onward, the FAA allowed the airline companies to handle problems at their
convenience, the only stipulation being that they were to produce a written
document promising corrective action.

A further issue was the lack of background checks on the screeners. Until
1995, several states, particularly Florida and Louisiana, had mandated strict
background checks. A 1995 federal court case ruling ended state background
checks by citing the 1978 Airline Deregulation Act, which gave the responsi-
bility for airport screeners to the airlines and forbade the states from interfer-
ing by a law, rule, regulation, or standard.®’ Airline carriers then delegated the
background checking to the aviation security firms they hired. In the rush to
maintain their workforce, which was constantly changing, background checks
were sometimes overlooked.

The hijack teams had no difficulty passing through screening. Despite
the FAA’ list of prohibited weapons, there was uncertainty about what con-
stituted a dangerous weapon. FAA guidelines informed the screeners that
common sense should prevail.! Representatives of the air carriers issued a
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checkpoint operations guide that made box cutters a prohibited item, but it
gave no guidance on how to distinguish between “box cutters” and “pocket
utility knives.”? The hijackers were able to use this ambiguity in the rules
to pass through screening. It almost certain that they carried pocket knives
under four inches long, and probably box cutters. They were able to smuggle
Mace aboard at least one of the airliners.* Although the hijackers on several
of the airliners proclaimed that they had a bomb, it is unlikely that this was
so. Part of the problem of ascertaining what happened at screening was that
Dulles International Airport was the only airport with a video system operat-
ing at the screening stations. Interviews with screeners after September 11 in-
dicated that only three of the 19 received secondary screening, and they were
all at Dulles International Airport.®* They triggered the metal detector after
passing through initial screening. Metal-detecting handheld wands were used
to test them. Since the hijackers had tested the screening systems during their
12 test flights, they had made certain to pass through the screening system by
not challenging it with prohibited weapons. Their entire mission depended
on successfully passing through the screening process.

Onboard security on American commercial aircraft before September 11
was almost nonexistent. There were four vulnerabilities of which any hijack-
ers could take advantage to seize control of an airliner. First, the standard op-
erating procedure (SOP), the “Common Strategy” was to offer no resistance
to a hijacking based on the premise that once the airliner landed, negotiations
would follow on the ground.®® This policy meant that the crew would not pre-
vent the hijackers from taking over the plane. It also meant that the hijackers
on American Airlines Flight 11, American Airlines Flight 77, and United Air-
lines Flight 175 had no impediments to gaining control of the airplanes rela-
tively easily. Only on United Airlines Flight 93 did the crew and passengers
react differently, when it became apparent that the hijackers were on a suicide
mission. Second, the fact that all flight attendants carried keys to the cockpit
meant that all the hijackers had to do was attack the flight attendant in the
first class section and claim her key. It was an FAA regulation that all flight at-
tendants carry keys to the cockpit.® During the conspirators’ 12 exploratory
flight, they undoubtedly saw flight attendants use their keys to the cockpit.
At least three of the flight attendants were reported to have been attacked on
September 11, probably to obtain their keys, because otherwise they were no
threat.” On United Airlines Flight 93, the flight attendant was captured and
held captive in the cockpit. Third, it was mandated by FAA rules that a pilot
or first officer would investigate any disturbance in the aircraft. This practice
meant that either a pilot or first officer would open the cockpit door to in-
vestigate, making it easy for a potential hijacker to gain access to the cockpit.
While there is no evidence that this practice contributed to the successful
hijackings on September 11, it was still a weakness. Fourth, the weak cockpit
door made it possible for hijackers to gain access by simply knocking down
the door. It would take only about 150 pounds of pressure to break down
the door. Many experts believe that this approach was used by the hijackers
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on September 11, but there is no confirmation of this. The best witness was
Betty Ong on American Airlines Flight 11, and she reported that the hijackers
forced their way into the cockpit, but because she was in the back of the air-
craft her evidence does not indicate exactly how the cockpit door was opened.
She did report that once the hijackers were inside the cockpit with the pilots,
the cockpit door was locked.®® This fact would indicate that the door had not
been knocked down, and that the hijackers had gained access to the cockpit by
other means. Besides, the noise of breaking down the door would have been
noticed by at least one observer. Moreover, the time it took to knock down the
door would have given the pilots time to inform the FAA that a hijacking was
taking place. Finally, in previous cases of attempts to force the cockpit doors
the pilots had difficulty handling the aircraft.®” No such irregularities in flight
pattern or altitude were recorded in any of the aircraft on September 11.

ABSENCE OF AIR MARSHALS

The one factor that might have prevented the hijackings on September 11
was the presence of air marshals on the airliners, but there were none. In
1962, the FAA initiated the Air Marshall Program to prevent airliner hijack-
ings by placing marshals on “high risk” and “special circumstances” flights.”®
A flurry of hijackings to Cuba in the early 1970s led the Nixon administration
to expand the program to hundreds of agents.”! The program was further
expanded by the Reagan administration in the 1980s, after the hijacking of
TWA Flight 847 in 1985. Despite the success of the program, the aviation in-
dustry opposed it, because it was costly having to give up seats on an airliner.
What made it worse was that the seat or seats reserved for air marshals were
in first class. The pilots’ union was also opposed to armed air marshals be-
cause of a concern about possible gunfire in an airliner. Consequently, several
airline carriers petitioned the government to eliminate the program, charging
that it was “ineffective and risky.””? The combination of opposition from the
aviation industry and the absence of hijackings led to a contraction of the Air
Marshall Program in the 1990s. A decision was made in the FAA to transfer
aviation security to the ground and the screening process. By 2001, there were
only 32 air marshals on duty for an average of 34,000 airline flights daily.”?
Moreover, all of the air marshals had been assigned to international flights
because the FAA considered these to be more risky. The failure of the Air
Marshall Program and the existence of other onboard weaknesses meant that
the hijackers had little trouble seizing control of the aircraft.

Despite the lack of a air marshal on any of the flights, the hijackers were
suspicious of the occupants in the first class section. They had carefully placed
two team members in seats near the cockpit for rapid access to it, and the
other members were seated toward the back of the first class section to con-
trol the passengers. On American Airlines Flight 11, the hijackers were suspi-
cious that one of the passengers was a possible air marshal. This passenger was
Daniel Leven, an Israeli-American and a former soldier in the Israeli Defense
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Force (IDF). As soon as the hijackers made their move on the cockpit, Levin
was murdered.

CONCLUSION

The hijackers on September 11 were successful because the American
aviation security system was faulty, and they had made a serious study of its
weaknesses. Anybody who knew anything about aviation security knew that
aviation security at American airports had systemic problems. But every at-
tempt to fix aviation security ran into insurmountable road blocks. The full
weight of the aviation industry’s lobby would crash down on the reformers.
The aviation lobby had friends in Congress who could block or water down
any legislation. It was not much better in government. FAA administrators
were more comfortable not challenging the status quo, leaving the airline
carriers to do whatever they desired. In essence, the FAA was incapable of
regulating the airline industry. In a highly competitive industry, the air carri-
ers constantly tried to lower security costs by putting pressure on the security
companies they employed. This pressure to maximize profit at the expense
of security led to one security company being in the process of applying for
bankruptcy on September 11, and to others having financial problems. The
onerous responsibility for making aviation security work was placed on the
lowest level of underpaid employees.

Even before studying the weaknesses of the American aviation industry
planners in al Qaeda were confident that a major terrorist attack on the
United States was possible. Osama bin Laden accepted Khaled Sheikh
Muhammed’s plan because he wanted to strike at the United States. This desire
meant that symbols of American power such as the World Trade Center, the
Pentagon, U.S. Capitol, and the White House were all potential targets. Al
Qaeda planners knew that if they could find the right operatives it would be
possible to carry out a successful terrorist operation. In al Qaeda’s training
camps in Afghanistan, it was possible to find intelligent, highly motivated in-
dividuals willing to carry out a martyrdom mission. Once candidates were
selected, it was easy for most of them to obtain American visas. In an open
society like the United States, al Qaeda operatives were able to obtain the
necessary pilot training and to take flights to study aviation security at airports
and in the air. They learned that it was easy to penetrate aviation security as
long as none of them challenged the system by becoming too conspicuous, or
by trying to pass weapons through screening too openly. They realized that
confusion over the FAA’ list of prohibited items meant that some weapons
could pass screening. Their observations on the lack of onboard security
showed that hijacking an aircraft would be relatively easy with the trained
personnel on their team.

Now it is known what can happen in an environment with a weak aviation
security system and determined hijackers, but what about the future? Almost
immediately after September 11, federal agents descended on the screeners at
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Logan International Airport, Dulles International Airport, and Newark
International Airport. Screeners were soon blamed for allowing the hijackers
through security.”* However, nobody could cite what the screeners had done
wrong. It didn’t matter that the hijackers had been passed through security
having no weapon on the prohibited list. After all, the FAA wanted the screen-
ers to use common sense in passing passengers through security.

Almost immediately after September 11, the airline industry launched a
lobbying campaign for a government subsidy. This campaign was success-
ful in Congress, which passed legislation granting the airline industry
$15 billion—$§5 billion in grants and $10 billion in secured loans. Almost
as important was the airlines’ request to have September 11 declared an act
of war, making the airlines would not be liable for damage to persons and
property on the ground. Finally, the airline industry was successful in hav-
ing the U.S. government assume responsibility for aviation security.

Everyone in authority, the U.S. government, the FAA, and the airline in-
dustry, evaded responsibility. The September attacks were treated as a force
of nature with nobody responsible for it. Those who had made a series of bad
decisions were often rewarded by promotions, and those who had warned
about the possibility of terrorism in the United States were left isolated. Con-
gress reacted with a series of antiterrorism legislation that included the aboli-
tion of several agencies and the transfer of their responsibilities to Homeland
Security.

The question remains as to whether there could be another major terror-
ist incident take place in the United States. Although al Qaeda has lost its
safe haven in Afghanistan, it still has the capability of launching a terrorist
attack in the future. The major question is, will this attack have an aviation
component? Despite the federalization of aviation security, the record indi-
cates that aviation security is still a problem. Weaknesses in screening and in
security checks on employees remain ongoing problems. In the past, al Qaeda
planners have taken a considerable amount of time in planning for a terrorist
operation. This mode of operation appears to have changed little. In Khaled
Sheikh Muhammed’s testimony, at his hearing in early 2007 at the Guanta-
namo Bay detention center, he confessed to have been engaged in planning a
multitude of terrorist operations to be directed against American targets. He
may have been less than honest about future operations in the United States.
The next time, the hijackers may hijack a cargo aircraft or steal a small aircraft
at a local airport and use either as a flying bomb. Both are variations on the
September 11 theme, but they are distinct possibilities.
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CHAPTER 8

Modern Terrorist Threats
to Aviation Security

James J. F. Forest

During the past half-century, there have been literally thousands of attacks
and plots against aviation targets worldwide. Passenger airlines in particular
have been subject to an array of attacks by criminals, terrorists, and in some
cases, naval warships. Despite the diversity of the threats, however, this chap-
ter is focused exclusively on terrorist-related threats against aviation in order
to provide adequate depth in the discussion. After examining a few explana-
tions for why terrorists are interested in attacking aviation targets, the chapter
will review some of the most prominent types of attacks that have occurred
throughout history and that inform our understanding of the modern ter-
rorist threats against aviation security. Based on the historical record, it is
difficult to carry an optimistic, positive tone in such a discussion. The discus-
sion will then turn to briefly review how governments have responded to this
threat spectrum, and conclude with some analysis of what the past suggests
we may face in the future.

MOTIVATIONS BEHIND TERRORIST ATTACKS
AGAINST AVIATION

"Terrorism—a word which comes from the Latin terrere, “to cause to tremble”—
has become a frightening global reality.! While there is no firm agreed-upon
definition of the term, it is most commonly used in today’s mainstream press
to describe acts of politically motivated violence perpetrated against noncom-
batant targets by subnational groups or clandestine agents. Scholars have ob-
served that terrorism is most often an action taken as part of a broad strategy,
not a random act of violence by wild-eyed psychotic misfits as portrayed in
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the typical Hollywood film. Based on historical studies of political and revo-
lutionary violence, we have learned that individuals are drawn to terrorist
organizations and violence primarily for pragmatic reasons of contributing to
political or social change. Islamic militants in Afghanistan, Egypt, or Uzbeki-
stan, for example, may seek to unite the global community of Muslims under a
single Islamic authority, while in Russia and Sri Lanka, the violence is caused
by groups (Chechens and Tamils respectively) who want to form their own
independent state.

"Terrorism has also changed and evolved in recent decades—for example,
terrorists’ organizational capabilities and the means and levels of violence
used to achieve their objectives have all changed. It is important to examine
these changes, and to gain an appreciation for the long history of terrorism,’
when developing an understanding of the threat of contemporary terrorist
organizations. For example, according to Brian Jenkins, a senior advisor to
the RAND Corporation, terrorists have adopted new models of organization
and are less dependent on state sponsors; they are also effectively exploiting
new communications technologies and can wage global campaigns.?

Generally speaking, terrorism has evolved over the last century from a local
threat to a transnational phenomenon, facilitated in part by the globalization
of commercial aviation. Indeed, many years ago a terrorist group would have
had far greater difficulties exporting its violence (and its extremist ideologies)
from one geographic location to another. And yet ironically, as described in
this chapter, the worldwide aviation sector has been the victim of many ter-
rorist attacks since the mid-1930s, from hijackings to in-flight bombings and
surface-to-air missiles. While in many cases, in-flight bombings were purely
criminal acts perpetrated as part of insurance scams or elaborate murder
plots, the majority have been linked to various terrorist organizations and
in some cases even state sponsors of terrorism, including Libya and North
Korea. Beyond the specific motivations behind a particular terrorist attack
(which are as diverse the ideological motivations behind the terrorist groups
themselves), there are at least three areas in which common rationales can be
seen for targeting commercial aviation: media coverage, economic impact,
and the vulnerable nature of aviation targets.

Media Coverage

For most terrorist groups, the appeal of attacking aviation targets may stem
in part from the relatively high level of publicity and media coverage each
attack receives. Indeed, as terrorism expert Bruce Hoffman notes, far more
people have died from car accidents, yet “there is considerably higher anxiety
and fear about the possibility of being a victim of aviation terrorism than
about automobile accidents.” Terrorists see this, and conclude that aviation
targets are an effective and relatively low-cost means for gaining public at-
tention about their grievances. According to Rick Wrona, during the 1970s
and 1980s (when the most airplane hijackings took place), terrorists “adopted
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the international air carrier as a podium for proclaiming their organizations’
manifestos.”

As Brigitte Nacos observes, print and electronic media are important means
to spread the terrorist “propaganda by deed” and inform, indoctrinate, and
prepare some individuals for recruitment.® Further, she notes, terrorists learn
much from other terrorists through daily news reports, video clips, and Web
sites. Thus, when terrorists uses the media effectively, other terrorists learn
from and follow their example. In 2003, for instance, a proliferation of highly
publicized videotaped beheadings—which began in Iraq but spread rapidly
to Saudi Arabia and other parts of the world—was but one of many examples
of this phenomenon of mediated terrorism.” Cindy Combs agrees that the
media provide a forum for knowledge transfer in the terrorist world, offering
a “showcase” through which those carrying out terrorist acts can impress and
threaten an audience, recruit and train new members, and support and coor-
dinate an emerging network of followers.?

According to Alex Schmidet, violence polarizes and forces audiences to take
part by choosing either the side of the victims or that of the terrorist. There-
fore, the media provide “identification mechanisms,” since “the terrorist’s in-
vitation to identification is brought home to us by the public and the private
media.”” Combs notes that a symbiotic relationship exists between terrorists
(who seek attention from an audience) and news organizations (which seek
dramatic stories to increase their readership and ratings).! Because of their
unique role in the global strategic communications battlespace, the media
have a unique set of opportunities and responsibilities in combating the threat
of terrorism. Indeed, Combs suggests implications for better media self-
regulation.!! Unfortunately, recent trends indicate the very opposite path is
being followed by the mainstream media, with its oversaturated coverage of
Hollywood scandals and its dramatization of everyday human tragedies.

Economic Impact

Throughout history, terrorist ideologies have frequently incorporated some
form of economic dimension as a component of their political objectives. For
example, the Red Army Faction (RAF, also known as the Baader-Meinhof
Gang) saw itself as part of a global communist struggle against capitalism and
imperialism, and its ideological goal was to topple the post-World War 11
economic and democratic order in West Germany.!? Similarly, the ideology of
the Revolutionary Armed Forces of Colombia (Fuerzas Armadas Revolucio-
narias de Colombia—FARC) combines agrarianism and pro-Soviet Marxism,
and the group has systematically targeted large multinational corporations.!?

According to Sammy Salama, the al Qaeda network’s foremost strategic ob-
jective is to “bleed” the United States economically and militarily by forcing
it to spend enormous amounts of money on protecting its numerous sectors
and facilities.'* An examination of primary al Qaeda operational manuals and
open-source published literature reveals their ambitious desire to destroy the
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economy of the United States and other Western powers by striking eco-
nomic targets in the West and in the Muslim world. They rationalize that if
the American economy is derailed, then the United States will crumble and
will not be able to sustain its military hegemony and presence overseas.

The following excerpt from Sawt al-Fibad (Voice of Jihad), the official
publication of al-Qaeda in Saudi Arabia, illustrates the economic focus of al
Qaeda’s target selection:

We need to strike this economy with harsh attacks. . . . the enemy has built his econ-
omy on the basis of open markets and free trade [and therefore] we have to prove
to these investors that the enemy’s land is not safe for them, that his economy is not
capable of guarding their monies, so they would abandon him to suffer alone the fall
of his economy.

Further, and of particular interest to the primary topic of this chapter (and
this set of volumes), the same publication directly addressed the economic
dimension of aviation targets:

Hijacking planes is a well-known tactic; people used to hijack planes and consider
them a target, but those who are willing to put in the extra effort turned these planes
into a method, a projectile shot in the heart of the enemy. . . . The enemy used to pro-
tect his external interests and spend exuberant sums for this protection, so he was sur-
prised when he was struck inside his borders. The enemy used to protect a thousand
interests outside his county, now he has to protect a million interests inside his country
that need continuing protection! The attack on the Trade Center forced America since
that day to spend billions to protect the huge economic infrastructure that runs the
American economy. Using planes in this attack has forced America to spend billions
to protect the planes and airports in all possible ways. This protection is not limited
to the hundreds of American airports but also to every airport in the world. Anyone
related to the aviation field is spending excessive amounts to guard air travel; the mat-
ter has reached protecting the skies.!®

In many of their public statements, both Osama bin Laden and Ayman al-
Zawahiri have highlighted the fact that the economy is the center of gravity
for the United States and have consistently called for a sustained campaign
of attacks to damage its economy. Further, in addition to attacking economic
targets in the United States and other Western nations, another stated objec-
tive of the network is to hinder Westerners from conducting commerce and
business in the Arab and Muslim world. The argument here, according to
Salama, is that Western commerce in Muslim and Arab countries has resulted
in Western military support for corrupt and apostate regimes in the region
(specifically Saudi Arabia, Egypt, Jordan, and Morocco). It has also contrib-
uted to the corruption of Muslim societies with imported Western values and
the “theft” of Muslim natural resources including 0il.!® Thus, al Qaeda seeks
to discourage travel by Western businessmen, diplomats, politicians, tourists,
entertainers, and others to the Middle East.
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Al Qaeda’s ideology and economically oriented political objectives have
clear implications for aviation security. Air transportation is inextricably
linked to global commerce and economic growth, in addition to being a
primary conduit for cross-cultural interaction. We can thus anticipate that
globally minded terrorists—like those of al Qaeda and its affiliates—would
be interested in using violence to deter flights from the West to other parts
of the world, or perhaps even drive Western airlines into bankruptcy (which
was the case for Sabena and several others after September 11), and overall
constrain the forces of globalization while puncturing a vital artery of many
nations’ economies.

Vulnerable Targets of Opportunity

In addition to the publicity and economic dimensions, airplanes are at-
tractive targets because of the low cost-to-casualty ratio they offer to ter-
rorists. As with buses (a common target of Palestinian suicide bombers in
Israel), commuter railways (the target of attacks in Madrid, Spain), and sub-
way systems (with attacks in London, Moscow, and Mumbai), commercial
airplanes offer dozens if not hundreds of unarmed people cramped into a
relatively small enclosed space. Providing security for any kind of public
mass transportation is tremendously challenging, particularly given the
competing demand of ensuring convenience for passengers. In other words,
airplanes (as well as airports) are inherently soft targets. By the very nature
of commercial aviation, the largest airplanes travel to and from the largest
cities on predictable routes, with flight schedules published well in advance.
The planes are full of highly combustible fuel, and during flight, the cabins
are pressurized, amplifying the effects of even a small explosion—a mere
tear in the fuselage at 36,000 feet could lead to a fatal deterioration of the
plane’s structural integrity, resulting in a crash. Airports are typically near
centers of population and commerce, and planes leave and arrive at airports
via a limited number of runways in predictable patterns. And, as discussed
later in this chapter, as globalization leads to an increasingly ubiquitous
presence of airplanes worldwide, the interconnected global aviation system
is exposed to a diversity of security environments, some of which are inher-
ently substandard.

In sum, terrorists will undoubtedly continue to target aviation because of
the potential damage that can be caused to a nation’s economy, along with the
psychological impact derived from the relatively high level of visibility and
media coverage that every aviation disaster receives. These are not the only
rationales for targeting commercial aviation, but they do help illustrate the
nature of the threat. We now turn to a discussion of the most common forms
of these attacks from a historical perspective and will conclude the chapter
with a look at what this history suggests for the future of terrorist threats
against aviation security.
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COMMON FORMS OF TERRORIST ATTACKS
AGAINST AVIATION

Four of the most prominent types of aviation attacks are reviewed here:
hijackings, in-flight bombings, the use of surface-to-air missiles, and the use
of airplanes as guided missiles.

Hijackings

Beginning in the 1960s, aircraft hijackings became an increasingly com-
mon form of attack against the aviation sector.!” One of the most prominent
incidents occurred on July 22, 1968, when three armed Palestinian terrorists
belonging to the Popular Front for the Liberation of Palestine (PFLP), one
of the six groups that then constituted the Palestinian Liberation Organiza-
tion (PLO), hijacked an Israeli El Al commercial flight en route from Rome
to Tel Aviv.!® This was the 12th airplane hijacking in seven months, but un-
like previous incidents, the terrorists’ objectives were not to simply divert the
plane’s flight path to a different destination (the most common form of plane
hijacking at the time). Rather, the explicit objective of this attack was to ac-
quire Israeli hostages who were then offered in trade for Palestinian terrorists
held in Israeli prisons.

Further, while there were several different multinational commercial flights
to "Tel Aviv that the terrorists could have chosen for their attack, they specifi-
cally targeted Israel’s national airline. This attack was also different in that,
unlike previous diversionary-type hijackings, the terrorists succeeded in forc-
ing the government to communicate directly with them, which in a sense ac-
knowledged their grievances and (via the media circus surrounding the drama
of this event) granted them recognition on a global stage. In essence, as Bruce
Hoffman notes, a single airplane hijacking had brought more attention to
the Palestinians’ cause than decades of pleading on the floor of the United
Nations."

Replication of strategy and tactics is an honored tradition in the terrorist
world,?® and before long other groups were following the airline hijacking
example set by PFLP. On September 6, 1970, a PFLP subsidiary known as
Black September conducted two simultaneous hijackings, diverting Swissair
Flight 100 and TWA Flight 741 to Zarqa, Jordan. They demanded the release
of fedayeen (members of the Palestinian movement) imprisoned in Germany,
Switzerland, and Israel. A few days later, the same group hijacked Pan Ameri-
can Flight 93, which was flown to Cairo, Egypt, emptied of its passengers
and blown up. Then a fourth Black September hijack attempt failed when air
marshals on El Al Flight 219 overpowered both terrorists. On December 17,
1973, Pan Am Flight 110—scheduled to fly from Rome to Beirut—was pre-
paring to taxi when between 6 and 10 Palestinian terrorists stormed the ter-
minal building and began firing submachine guns before proceeding directly
to the plane and throwing as many as five hand grenades through the open



104 Aviation Security Management

front and rear doors of the aircraft. Thirty-two passengers and crew members
were killed in the attack, including four Moroccan officials heading to Iran for
a visit, and 14 Aramco and employee family members.

For some groups, hijacking proved quite successful and occasionally lu-
crative. For example, on September 28, 1977, Japan Airlines Flight 472 en
route from Paris to Tokyo was hijacked by the Japanese Red Army (JRA)
after stopping for fuel in Mumbai, India. The terrorists ordered the plane to
land in Dhaka, Bangladesh, where they took the passengers and crew hostage,
demanding $6 million and the release of nine imprisoned JRA members. On
October 1, then-Prime Minister Fukuda announced that the Japanese gov-
ernment would accept the hijackers’ demands, on the principle that “human
life is more important than the world.”!

Similarly, in an event that captured global media coverage, a group of Leb-
anese Shia terrorists belonging to Hezbollah hijacked TWA Flight 847 and
held the passengers and flight crew hostage for over two weeks.?? On the
morning of June 14, 1985, the plane departed the Athens airport en route to
Rome and was hijacked shortly after takeoff by two Lebanese men who had
smuggled pistols and grenades through the Athens airport security system.
They forced the pilot to divert the flight to Beirut, Lebanon, which at the
time was embroiled in a civil war. Beirut was divided into sectors with differ-
ent militias controlling different areas, and the Beirut International Airport
(surrounded by a Shia neighborhood) had no perimeter security; virtually
anyone could simply drive onto the runway. After 19 passengers were allowed
to leave in exchange for fuel, the plane left Beirut and landed in Algiers, re-
leased 20 additional passengers, and then returned to Beirut that night.

The initial demands of the hijackers included the release of all Lebanese
captured by Israel in Lebanon; international condemnation of Israeli mili-
tary activity in southern Lebanon; and condemnation of U.S. actions in the
Middle East. Separately, the hijackers agreed to release eight Greek citizens
aboard the plane in return for Ali Atwa, an intended hijacker who had been
bumped from the flight and was later arrested in Greece. During the first
days of the ordeal, the hijackers identified an American Navy diver, Robert
Stethem, among the passengers. They beat him, shot him in the head, and
dumped his body out of the plane onto the tarmac. On Saturday, June 15,
nearly a dozen armed men joined the hijackers in Beirut before the plane
returned to Algiers, where an additional 65 passengers were released. It again
returned to Beirut, for a third and final time, on Sunday, June 16. The passen-
gers were then removed from the plane and taken to various locations around
the city. By Monday afternoon, June 17, most of the hostages had been taken
from the plane to a secure location. They were held by various Lebanese Shia
militia factions until June 30, when they were driven to Syria and released.
Shortly thereafter, Israel released 735 Lebanese Shia prisoners.??

And in another example, Pakistani members of a Kashmiri separatist group,
Harkat-ul-Ansar (HUA), hijacked Indian Airlines Flight 814 while it was
en route to New Delhi, India, from Kathmandu, Nepal, on December 24,
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1999. The Airbus A-300 aircraft carried 174 passengers and 15 crew mem-
bers. About 30 minutes after takeoff, an armed masked person stood up
and announced the hijacking. At about the same time, four other hijackers
wearing red masks took up positions throughout the plane. Although they
demanded to be flown to Lahore, Pakistan, Pakistani officials refused per-
mission to land there and the plane was flown instead to Amritsar, India.
However, the plane was not refueled before taking off again. After the plane
made an emergency landing in Lahore, food, water, and fuel were provided.
The plane took off again and landed in Dubai on December 25, where 27
passengers were released in exchange for food and fuel. The plane then de-
parted for Kandahar, Afghanistan, where it remained until December 31,
when the Indian government released Maulana Masood Azhar (the general
secretary of HUA) and Ahmed Saeed Omar Sheikh from custody, along with
two other terrorists.?*

Despite the publicity and concessions that resulted from some airplane hi-
jackings, however, the tactic was not always so successful for the terrorists.
On June 27, 1976, Air France Flight 139 en route from Athens to Paris was
hijacked by a team of Palestinian (PFLP) and German (“Revolutionary Cell”)
terrorists.”’ The plane was first diverted to Benghazi, Libya, and after refuel-
ing was flown to Entebbe International Airport in Uganda, where the 258
passengers and crew members were held hostage by additional members of
the terrorist group and supported by the pro-Palestinian forces of Uganda’s
president, Idi Amin. They demanded the release of 40 Palestinians held in
Israel and 13 people, some of which were Palastinian and some not, impris-
oned in Kenya, France, Switzerland, and Germany, and claimed that if these
demands were not met they would begin killing hostages. The terrorists even-
tually released all non-Israeli passengers, who were flown aboard a separate
Air France flight to safety in Nairobi, Kenya.

On July 3, following a week of tense negotiations, the Israelis organized
a risky mission to rescue the hostages. A team of commandos boarded four
C-130 cargo planes and flew at low altitudes to avoid Arab and Soviet radar
systems. As the first plane touched down at Entebbe airport around 11 p.m.,
the cargo hatch opened and a black Mercedes (similar to the one driven by
President Amin) drove out, accompanied by two Land Rovers. Under the
cover of darkness, the Israeli commandos drove slowly but directly toward the
terminal where the hostages were being held. Their trick worked, as they
caught the terrorists and the Ugandan soldiers unprepared for the assault on
the terminal. While the remaining three C-130s landed with reinforcements,
who engaged and defeated the Ugandan soldiers, the terrorists inside the ter-
minal were quickly neutralized, and within 25 minutes all the hostages were
freed and aboard an Israeli aircraft ready for departure. Intelligence—including
aerial reconnaissance and satellite imagery—provided to the Israelis by the
governments of Canada, France, Germany, Kenya, the United Kingdom
and the United States, as well as from the hostages who had been released
earlier, was critical in the success of this mission. Thirteen terrorists were
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killed in the rescue, as well as one passenger, one commando, and 35 Ugandan
soldiers.?

A combined team of German and Palestinian terrorists were also involved
in the October 13, 1977, hijacking of Lufthansa Flight 131 to Mogadishu,
Somalia. In this instance, a West German team of Grenzschutzgruppe Neun
(GSG-9) commandos were deployed on October 17 after negotiations with
several mediators proved fruitless. Under the cover of darkness, a sniper and
reconnaissance team took up positions around and beneath the aircraft and
began radioing the whereabouts of each terrorist aboard the plane. While a
team of negotiators kept the terrorists’ attention, Somali soldiers started di-
versionary fire and then the GSG-9 commandos stormed the plane through
all six exits, quickly disabling the terrorists and evacuating the aircraft. Within
seven minutes, all 86 hostages were outside the airplane and headed to safety.?’”
A month later, the PFLP attacked an Israeli aircraft at the Athens airport, but
the Israelis refused to accede to the demands of the hijackers to release Pales-
tinian fighters in their prisons and retaliated by attacking Beirut airport and
destroying 13 parked aircraft.?

Overall, the spate of international airline hijackings that occurred from the
1960s through the 1980s had two common themes, according to Hoffman:
either the purpose of the hijacking was to divert the plane from its intended
destination (often with Cuba as the new destination), or the intent was to
use airline passengers as pawns in a high-stakes negotiation to compel gov-
ernments to do something that would benefit the terrorists or their cause.?’
Sometimes the terrorists succeeded, other times they failed, but in all these
instances, the terrorists’ intention was not necessarily to harm the passengers.
However, a number of attacks also took place during the twentieth century
that involved bombings and shoulder-fired missiles—attacks in which the ter-
rorists meant very much to harm the passengers, as well as others if possible,
with no allowance for negotiating.

In-Flight Bombings

Over the past 75 years, detonating explosives on planes while in flight has
been the most common and deadly form of attack against the aviation sector.
Although most researchers point to the 1960s and 1970s as the height of avia-
tion attacks, airplane bombings have a much deeper history.** For example,
on October 10, 1933, a United Airlines Boeing 247 was en route from Cleve-
land to Chicago when a nitroglycerin bomb exploded in midair, killing 10
passengers and crew members. On September 9, 1949, a dynamite bomb in
the forward baggage compartment of a Canadian Pacific flight from Montreal
exploded in midair, killing all 23 aboard. On April 11, 1955, an Air India flight
carrying 19 people—including delegates from China and Vietnam as well as
several journalists from Asia and Europe bound for the Asia-Afro Bandung
Conference—crashed in the sea following an in-flight explosion. Investiga-
tors concluded that the explosion was caused by a bomb most likely placed
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aboard to assassinate the premier of China, Zhou Enlai, who was due to be
on the flight but canceled at the last minute. And on November 1 of the same
year, United Airlines Flight 629 en route from Denver to Portland was de-
stroyed when a bomb caused the plane’s tail to disintegrate, sending it out of
control and killing all 44 aboard.

During the 1960s, in-flight bombs destroyed National Airlines Flight 2511
(34 killed), Air France Flight 406 (78 killed), Continental Airlines Flight 11
(45 killed), Canadian Pacific Airlines Flight 21 (52 killed), and British Euro-
pean Airways Flight 284 (66 killed), among many others.’! Overall, in-flight
bombings occurred throughout the early decades of commercial aviation.
And yet, as Guillaume de Syon noted, by the early 1970s, luggage placed on
board aircraft unaccompanied was still a common occurrence; none of it was
searched or checked, providing an opportunity for terrorists to insert a bomb
in unaccompanied or unmatched luggage.’? Thus, the bombing continued,
and as passenger planes became bigger, the number of casualties from these
bombings also grew.

On February 21, 1970, Swissair SR330 left Zurich, Switzerland, for Tel
Aviv, Israel, carrying 47 people. The Convair CV-990 suffered an explosion
about nine minutes after takeoff, due to a bomb triggered by change in at-
mospheric pressure that had been placed in the aft cargo hold. As the crew
attempted to turn the plane back toward the airport for an emergency land-
ing, smoke clouded the cockpit and electrical power was lost. The aircraft
crashed shortly thereafter with no survivors. The militant Popular Front for
the Liberation of Palestine claimed responsibility for the bombing. On the
same day, an Austrian Airlines flight from Frankfurt, West Germany, to Vi-
enna was damaged by an explosion that tore a six-foot hole in the fuselage,
but the pilot managed to return safely to the airport and no one was reported
hurt. Here again, the PFLP claimed responsibility.*

The bombing of these two flights in a single day made headlines, and air-
ports all over Europe responded as if they were under siege. Gun-toting po-
lice and even armored cars patrolled runways; Israeli and Arab airliners were
shunted to separate service areas. Baggage was X-rayed, stethoscoped, or sim-
ply scrutinized top to bottom, and some passengers were frisked for weapons.
Briefly, 9 of the 16 airlines that served Israel suspended airmail and freight
services. But Israel complained that such restrictions seemed to punish the
victims more than the victimizers, and by week’s end all but two lines had
resumed full service.’*

Sadly, the bombings continued into the 1970s and 1980s. On October 6,
1976, Cubana Airlines Flight 455 crashed into the sea minutes after taking
off from Barbados, killing 73 people, including 24 members of the Cuban
national fencing team. In one of the worst aviation disasters in history, Air
India Flight 182 on its way from Toronto to Bombay blew apart off the coast
of Ireland on June 22, 1985, killing all 329 people aboard. The subsequent
investigation by Canadian officials led to a group of Sikh militants who were
believed to have planted the suitcase bomb in retaliation for the storming of a
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Sikh shrine in India by government troops. On November 29, 1987, a bomb
placed by two North Korean agents on Korean Airlines Flight 858 en route
from Baghdad to Seoul killed all 115 people aboard.>* On December 21, 1988,
Pan Am Flight 103 exploded over the village of Lockerbie, Scotland, claiming
the lives of all 259 passengers aboard as well as 11 people on the ground. A
subsequent investigation linked the attack to two Libyan intelligence agents.*®
And in August 1989, an in-flight bombing of a French UTA passenger jet over
Chad killed 171 people and was claimed by Islamic Jihad.’” But one of the
most deadly aviation attacks ever planned is one that few people knew of, at
least prior to September 11, 2001.

Dubbed “Operation Bojinka,” this plan to destroy up to 12 U.S. airliners
over the Pacific in January of 1995 was developed by Ramzi Ahmed Yousef,
who had led the bombing of the World Trade Center in 1993, and his uncle
Khalid Sheikh Muhammad, the operational mastermind behind the attacks of
September 11.%% Details of this plot—revealed in court testimony and other
records after both men were apprehended, in 1996 and 2003, respectively—
indicate not only the sophisticated nature of al Qaeda operations in general
but also the consistent manner in which terrorists seek to exploit vulnerabili-
ties in the global aviation system.*” In order to test airport and aviation secu-
rity, Yousef and Muhammad decided to rehearse the operation in airports in
Hong Kong, Taiwan, Korea, and the Philippines.

According to Muhammad’s testimony, they poured out the contents of 14
contact lens solution bottles and then filled them with concentrated nitro-
methane, an inexpensive explosive chemical, readily available in the Philip-
pines.** Muhammad described how he had carefully removed the tops of the
contact lens solution bottles without breaking the plastic seals, and then put
back the tops after filling the bottles. While he traveled through airport secu-
rity carrying 13 of the nitromethane-filled bottles in his bag, Yousef carried
one. Muhammad and Yousef decided not to check any luggage, since they
did not plan on doing so during the operation they were planning. To test
his ability to clear airport security carrying a detonator, Muhammad decided
to carry a bolt, which he taped to the arch of his foot and then covered with
a sock. When searched by airport authorities, he was asked to undress, but
while he was asked to remove his shoes, the police did not insist that he take
off his socks. To deceive airport security, both men also decided to wear cloth-
ing with metal in it, such as buttons and accessories, and jewelry.

For his rehearsal, Yousef boarded Philippines Airlines Flight 434 from Ma-
nila to Narita, Tokyo (via Cebu, in the Philippines) on December 12, 1994.
From the components he carried on board—nitromethane in contact lens so-
lution bottles, a detonator in his shoe, and a Casio watch with a timer—he im-
provised an explosive device, placed it under his seat, and deplaned in Cebu.
Although the explosion made a hole in the fuselage, resulting in the death of
one passenger and injuries to several others, the plane did not explode. After-
ward, while Yousef continued to refine the effectiveness of a miniature explo-
sive device, an accidental fire led the police to raid his apartment in Manila.
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The police arrested Abdul Hakim Murad, an al Qaeda accomplice of Yousef’s
who had trained in several aviation schools,* and Murad’s testimony revealed
the full scope of the plot.

Shortly after September 11, another affiliate of the al Qaeda network also
attempted to detonate a bomb in flight, this time over the Atlantic. On De-
cember 22, 2001, Richard Reid boarded American Airlines Flight 63 from
Paris to Miami, carrying 197 people. When the flight was halfway across the
Atlantic, Reid tried to light a fuse connected to explosives concealed in the
hollowed-out heel of his shoe. He was quickly overpowered by passengers
and crew members and then sedated by an onboard doctor until the flight was
diverted to Boston’s Logan Airport, where he was arrested.*” At his trial, Reid
pleaded guilty to trying to blow up an airliner with explosives hidden in his
shoes, declaring himself a follower of Osama bin Laden and an enemy of the
United States.®

On August 24, 2004, Siberia Airlines Flight 1047 left Domodedovo In-
ternational Airport in Moscow, bound for Sochi, and roughly an hour later,
Volga-AviaExpress Flight 1303 left the same airport bound for Volgagrad.
At approximately 11 p.m. local time, according to the official investigation, a
Chechen female suicide bomber named Satsita Dzhebirkhanova blew up the
Siberia Airlines flight, and another Chechen female suicide bomber named
Amanta Nagayeva blew up the Volga-AviaExpress flight. Chechen field com-
mander Shamil Basayev took responsibility for the bombings in an open let-
ter published on the Chechen separatists’ Web sites less than a month later,
noting that the bombings had cost his organization roughly $4,000—a small
price to pay for killing 89 people, and an indication of how terrorists will
continue to try and exploit any weaknesses they can identify in the aviation
sector.™

Another example of the innovative tendencies of terrorists was seen in the
attempt to blow up several transatlantic flights in the summer of 2006. While
details are still emerging from this ongoing investigation, information already
revealed by authorities indicates the frightening sophistication of this plot.
"This was very different from the amateurish Richard Reid attempt to detonate
a shoe bomb aboard a flight in mid-Atlantic. Here, the terrorists intended to
simultaneously detonate homemade bombs on at least 10 U.S. airliners while
en route from London to the United States. According to U.S. Homeland
Security Secretary Michael Chertoff, the suspects planned to smuggle a rel-
atively small amount of homemade liquid explosives on board disguised as
sports drinks.¥ “If they had succeeded, there could have been thousands of
lives lost and an enormous economic impact with devastating consequences
for international air travel.”*

The plot was disrupted after arrests in Pakistan led United Kingdom and
U.S. officials to a British Muslim terrorist cell planning to attack Ameri-
can targets. Airports in the United States and the United Kingdom were
put on red alert (meaning that an attack could be imminent) and all liquids
were banned from carry-on luggage as suspects were picked up, including 24
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British-born Muslims and seven Pakistanis.*’ After government authorities
tested the explosive liquids, they determined what quantity of liquid explo-
sives could pose a risk if smuggled on board flights, leading to a three-ounce
limit for carry-on bags. Passengers are still restricted when bringing liquids
on board, and those rules may remain in place forever.*

Following the attempt to carry out simultaneous suicide attacks on com-
mercial aircraft, U.S. airports remained on high alert for nearly a year. Among
law enforcement professionals, the plot resulted in a heightened awareness
of the creativity and innovative thinking of today’s terrorists. Thus, when an
Arabic-language video clip was discovered on the Internet in October 2007,
illustrating how to convert a remote-control toy car into a detonator for a
bomb, Transportation Security Administration (TSA) officers nationwide
stepped up their scrutiny of passengers carrying remote-control toys aboard
airplanes.*’ Indeed, we should not be surprised in the future when other ordi-
nary items that passengers would expect to carry on board without difficulty
are suddenly given additional scrutiny because new intelligence indicates they
could possibly be used in a terror plot. The dimension of creativity and inno-
vation is a hallmark of the most lethal terrorist groups and has been demon-
strated by another type of in-flight attack: the surface-to-air missile.

Surface-to-Air Attacks

Violent groups have used (or at least attempted to use) shoulder-fired
surface-to-air missiles (SAMs) against military aircraft for several decades.’
During the Soviet occupation of Afghanistan, the Mujahideen fighters found
progressively more success each year in shooting down military aircraft with
U.S.-made Stinger missiles. Other examples include the IRA’s attempt to use
SAMs against British helicopters in Northern Ireland (an effort that was ac-
tually centered around a small handful of talented and well-connected sym-
pathizers in the United States) and the infamous 1993 “Black Hawk Down”
event in Somalia. And more recently, we have seen numerous instances of
SAMs used by insurgents in Iraq and Afghanistan to damage—and in some
cases destroy—U.S. and coalition aircraft.

Unfortunately, we have also seen numerous attempts by terrorists and oth-
ers to use SAMs against civilian aircraft as well. Like in-flight bombings, SAMs
have been used by groups that are clearly more interested in killing than ne-
gotiating. For example, on September 3, 1978, an Air Rhodesia flight was shot
down by guerrillas using a Strela 2 missile (a Russian-made, man-portable
SAM); 18 of the 56 passengers survived the crash, but 10 of the survivors were
summarily executed by the guerrillas at the crash site. On February 12, 1979,
another Air Rhodesia plane following the same flight path was shot down
using the same type of weapon; none of the 59 passengers or crew members
survived.

More recently, in November 2002, an Israeli charter jet departing the Mom-
basa, Kenya, airport narrowly avoided being hit by two shoulder-fired missiles
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fired by assailants believed to be affiliated with al Qaeda.’! A year earlier, ac-
cording to Israeli and Czech officials, a terrorist plan to bring down an EI Al
jet carrying Israeli Foreign Minister Shimon Peres failed when the weapon
malfunctioned.”? In August 2003, the FBI announced the arrest of a British
arms dealer on charges that he tried to complete the sale of a SAM with the
understanding that it was going to be used to shoot down an American com-
mercial airliner.’® The Russian-made SA-18 shoulder-fired missile had been
loaded onto a ship in Russia and then smuggled into a port in Newark, New
Jersey. Two other defendants were arrested—a New York City jeweler and a
Malaysian businessman, who had helped arrange the money transfer for the
sale of over 50 more of these missiles.

And in March 2007, a Belarusian flight charted by the United Nations and
loaded with humanitarian aid and supplies was shot down as it approached
the airport at Mogadishu, Somalia. Just two weeks earlier, a UN flight carry-
ing Ugandan peacekeepers to Mogadishu had made a successful emergency
landing after being struck by a rocket-propelled grenade (RPG). In short, the
global proliferation of missile technology has contributed to another critical
area of vulnerability for commercial aviation. As a result, firms in Israel, the
United States, and elsewhere are developing new kinds of missile-warning
systems for passenger airplanes (based on systems widely used for military
aircraft) and are exploring technology that will deflect missiles that have been
launched. But there is much work to be done before the threat from surface-to-
air missiles is adequately mitigated.

Airplanes as Guided Missiles

The use of airplanes as guided missiles is yet another example of the type
of aviation attack in which terrorists have no concern for negotiating. As with
in-flight bombings and missiles, the purpose of this tactic is to kill all the
passengers and as many others on the ground as possible. These are also sui-
cide terrorist attacks, which are themselves a vicious form of violence that is
becoming increasingly deadly and more difficult to counter effectively. As a
weapon of asymmetric warfare, the obvious attraction to terrorists is that a
plane loaded with jet fuel can be converted into a guided missile and used to
cause tremendous damage and loss of life, as demonstrated so aptly on Sep-
tember 11, 2001. But what most Americans don’t realize is that September 11
was not the first instance of this type of attack.

For example, in 1986, a Pan Am flight in Karachi was hijacked by four
members of the infamous Abu Nidal Organization; reportedly, the terror-
ists’ intention was to crash the plane into the Israeli Defense Ministry in
Tel Aviv.** And in December 1994, four members of the Algerian Armed Is-
lamic Group (GIA), posing as airline employees, hijacked Air France Flight
8969 from Algiers to France. French authorities deceived the terrorists into
thinking the plane did not have enough fuel to reach Paris, and diverted it
to Marseille, where a French antiterrorist force stormed the plane, freed the
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plane’s 283 passengers, and killed all four terrorists.”> During the hijacking,
an anonymous informant had warned the French consulate in Oran, Algeria,
that the plane would be used as a “flying bomb that will explode over Paris.”®
The French authorities believe that the terrorists’ intention was to crash the
aircraft into the Eiffel Tower.

But the attacks of September 11, 2001, are considered by most scholars as
a watershed event in both terrorism and aviation security. Here, a relatively
small group of 19 al Qaeda members (with a supporting cast of maybe a few
dozen more, who provided the logistics and financing necessary for the attack)
exploited the vulnerabilities in our airport and airline security procedures to
smuggle relatively small (but very lethal) box cutters aboard four airplanes.
Once in flight, each team proceeded to kill one or more passengers in order to
control the others by fear; then they stormed the cockpits and killed the flight
crew. Three of the teams succeeded in their mission, flying the planes into
the World Trade Center and the Pentagon; the fourth plane was en route to
Washington, DC, when a brave group of passengers attempted to regain con-
trol of the plane, to which the hijackers responded by sending the plane into a
terminal nose dive and crashing it in a field near Shanksville, Pennsylvania.’’

Certainly, lessons have been learned from September 11 and previous at-
tempts to use airplanes as guided missiles. And yet by some measures, the
threat remains. In September 2005, a university student from Egypt was or-
dered held without bond after authorities found a pilot’s uniform, a chart of
Memphis International Airport, and a DVD titled How an Airline Captain
Should Look and Act in his apartment. According to FBI testimony, Mahmoud
Maawad, who is in the United States illegally, had also ordered $3,000 in avia-
tion instructional materials, including DVDs titled Ups and Downs of Tiakeoffs
and Landings, Airplane Talk, Mental Math for Pilots, and Mastering GPS Flying,
from Sporty’s Pilot Shop in Batavia, Ohio.’® More recently, authorities from
the Saudi Arabian interior ministry arrested 172 suspected terrorists in April
2007, after uncovering a plot to hijack several airplanes and fly them into oil
facilities and other critical infrastructure targets in that country.’” Overall,
the use of airplanes as guided missiles has been very rare, perhaps because of
the complex challenges this tactic poses to terrorists. Nonetheless, given the
lessons of the past, we should anticipate that others will attempt this type of
attack at some point in our future.

Attacks against Airports

In addition to the many forms of attacks against airlines, it must be rec-
ognized that airports have also been targets of political violence. The Israeli
national airline El Al was a target at the Lod airport in Tel Aviv in 1972.
Pan Am and Lufthansa airlines were targets of attacks at the Rome airport in
1973, and several airliners were targeted that same year at the Paris-Orly air-
port. The trend continued into the 1980s, with airport attacks in Greece, Sri
Lanka, and the Philippines and a pair of very dramatic terrorist strikes against
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the Vienna and Rome airports in 1983.° In 1999, a plan to bomb the Los
Angeles International Airport (LAX) on New Year’s Eve was uncovered when
an al Qaeda operative from Montreal—Ahmed Ressam—was apprehended
by customs officers as he attempted to cross the border from Canada into the
United States at Port Angeles, Washington. In July 2002, a gunman stormed
the El Al ticket counter at LAX and killed two Israelis before being shot by
security guards. And on June 30, 2007, a burning car loaded with gas cylinders
was driven by al Qaeda—Muslims into the front door of the main terminal
building at Glasgow International Airport in Scotland.

These busy hubs of commerce, particularly international airports, present
their own unique security challenges. According to a recent study by the Na-
tional Academy of Sciences, airports were designed to facilitate travel and
trade, not enforce security.®! After decades of violence, airports in Europe and
some parts of the Middle East have come to rely on heavily armed police offi-
cers in terminals in order to have a dissuading effect on potential terrorists. In
contrast, prior to September 11, U.S. airlines relied on standard airport police
measures, and security at major airports remained generally lax, especially in
terms of apron access through unguarded cargo areas.? But things are very
different today.

For example, in Phoenix, Arizona, new concrete barriers have been in-
stalled to shore up the perimeter fence at Sky Harbor International Airport.®*
Officials set up hundreds of the blockades along portions of the fence line
after a June 2005 incident in which a man drove through an open gate into a
fire station parking lot and smashed through a wrought-iron fence to get onto
the taxiway.®* Similarly, in August 2005, Massachusetts Port Authority (Mass-
port) officials unveiled a $14.5 million upgrade of security at Logan Airport
in Boston (the departure point of two of the hijacked planes on September
11). In addition to constructing a 1.6-mile-long, 10-foot-high concrete wall,
topped with razor wire (replacing the chain-link fence that currently sur-
rounds the airport), Massport will also begin using infrared cameras to moni-
tor Boston Harbor and will give GPS-outfitted cell phones to shell fishermen
in the harbor, to help ensure that potential terrorists can’t pose as fishermen
to conduct surveillance on Logan in preparation for a possible attack.®’ In-
deed, throughout the history of attacks against aviation targets, governments
have responded with an increasing diversity of security measures.

GOVERNMENT RESPONSES TO AVIATION
SECURITY THREATS

Government responses to the many kinds of threats to the aviation sector
range from baggage screeners and air marshals to “target hardening” (physi-
cal terminal security) measures. In all the cases of thwarted plots described
in this chapter, as well as many that have not been reported publicly, quality
intelligence has been a critical part of the government’s success in averting
potential disasters and will undoubtedly continue to play a vital role in the
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response to the increasingly broad array of potential threats to the worldwide
aviation sector.

The result of the 1970 bombings of the Tel-Aviv bound Swissair and Aus-
trian Airlines flights was the immediate implementation of measures for all
Israel-bound aircraft belonging to El Al and other international airlines. This
included the use of air marshals. Yet, as Guillaume de Syon observes, despite
a series of hijackings in the early 1960s between the United States and Cuba,
no metal detectors were installed at airports, and luggage searches, when car-
ried out, were often done for the purpose of finding contraband, not weap-
ons.% The intervention of the Israeli commandos during the 1984 hijacking
of Air France Airbus A300 was, in a way, an acknowledgment of failure to
maintain airline security. In 1989, Pan Am 103’ crash at Lockerbie, Scot-
land, proved a watershed in the development of new security measures for
airlines in Europe. It became clear that airlines, U.S. or foreign, needed to
closely follow governmental threat assessment directives, implement positive
passenger-baggage reconciliation, and X-ray or search any piece identified as
unaccompanied.®’

In August 1989, following the Lockerbie incident, President George
H. W. Bush established the President’s Commission on Aviation Security and
Terrorism.%® The report of this commission, issued in May 1990, provided
64 recommendations, which were incorporated into the Aviation Security
Improvement Act, signed into law in November 1990. This act established
the position of director of intelligence and security within the (then) Office
of the Secretary of "Transportation, with responsibility for transportation se-
curity strategic planning, policy formulation, countermeasure coordination,
interagency liaison, and a variety of intelligence duties. However, throughout
the 1990s, checked baggage and passenger screening, explosive trace detec-
tion devices (ETDs), and other critical components of the aviation security
system were the responsibility of the airline industry. According to Guillaume
de Syon, the federal government subsidized the costs of training in ETDs
and the installation and maintenance of ETDs and their operators, and by
December 2000, over 700 devices and systems had been installed at airports
throughout the United States.” After September 11, a new raft of measures
were taken to strengthen aviation security, including new TSA screeners and
machines, armed pilots, and an increased presence of air marshals.

And yet, challenges remain, as evidenced in the many news stories that have
appeared in the past few years. For example, in June 2005, an unidentified
woman placed her carry-on bags on the X-ray machine at the security check-
point at Pittsburgh International Airport and then squeezed through an open
space, not more than a foot wide, between the machine and the walk-through
metal detectors.”’ Unnoticed, she then successfully boarded a plane to Hous-
ton, Texas. As a result, T'SA officials installed chains between the checkpoint’s
detectors and X-ray machines to prevent people from slipping between the
two pieces of equipment, and the agency eventually plans to install Plexiglas
in any open areas that could potentially be used to slip past security.”!
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In December 2003, a Northwest Airlines mechanic discovered a startling
vulnerability in the high-tech cockpit doors that had been installed in all
planes as a barrier to prevent a repeat of September 11, when terrorists en-
tered cockpits and commandeered four planes. The maintenance mechanic
working inside an Airbus A330 jet on the ground in Minneapolis pushed
the microphone button to talk into his handheld radio.”” Though he hadn’t
touched the cockpit door, he heard the sound of its lock operating. Radio
interference from his walkie-talkie had scrambled the electronics inside the
door’s locking mechanism. This discovery sparked a secretive and expensive
engineering effort to fix a security glitch that affected the Airbus-designed
fortified cockpit doors of nearly 400 airplanes. In May 2004, Boeing learned
from three airline customers that the same problem was affecting an addi-
tional 1,700 jets.”> While these problems were eventually fixed, they revealed
once again that our propensity to rely on technology for security is, at best,
an imperfect solution.

Meanwhile, in November 2005 a Government Accountability Office (GAO)
report revealed that nearly all of the cargo in the nation’s aviation system goes
unchecked for explosives, and that policies aimed at thwarting the placement
of cargo bombs on passenger planes are flawed.”* According to the report,
passenger planes carried 6 billion pounds of cargo in 2004, and only “a very
small percentage” is inspected. The GAO called upon the TSA to close cargo
security loopholes, including conducting a study to track the steps through
which cargo goes from shippers to the belly of an airplane. In 2004, members
of the House of Representatives requested that the TSA consider mandating
the inspection of all cargo before it is put on passenger planes, but the TSA
objected, noting that it would cost the government $3.6 billion over 10 years
and could delay cargo shipments.”

Clearly, significant strides have been made in aviation security in response
to various kinds of terrorist attacks throughout the last four decades. The af-
termath of the September 11 attacks reflected the most dramatic changes yet.
According to the 9/11 Comimission Report, government officials suffered from a
“failure of imagination” that precluded a consideration of the possible threat of
terrorists using planes as guided missiles. Even more disturbing is the fact that,
as described earlier in this chapter, an incident in 1994 clearly demonstrated
the intention among Islamic radical terrorists to carry out this very kind of
attack against the people of France. We should have known from history and
from intelligence that the use of planes as missiles was a possibility. Thus, when
it comes to the future of aviation security, perhaps the most pressing question
is this: What will the “failure of imagination” of tomorrow be?

CONCLUSION AND IMPLICATIONS FOR THE FUTURE

Despite the broad array of security measures that governments have imple-
mented in response to attacks over the past several decades, there is little rea-
son to believe that terrorists will not continue to target commercial aviation.
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The present analysis of the historical record suggests at least three primary
reasons why aviation security is still threatened: (1) the nature of terrorist
organizations; (2) the modern aviation environment; and (3) the nature of our
response to the threat.

First, terrorists—at least the most sophisticated and lethal ones—learn from
each other and are continually devising new and creative ways to wreak havoc
and murder.”® Attacks that have not yet occurred but that we are ill prepared for
could include using an aircraft’s in-flight oxygen circulation system to infect the
passengers and crew with biological pathogens, or unleashing a deadly chemical
agent in the cockpit that renders the pilot and crew unconscious and causes the
plane to crash. One could imagine a rash of in-flight food poisonings (further-
ing the notion of in-flight meals as pointless) or attempts to corrupt signals
from the air traffic control system in order to redirect planes into each other
or crash land in low-visibility conditions. As mentioned earlier in this chapter,
"T'SA officials were alerted in October 2007 about the possibility that common
remote-control toys could be used to detonate a bomb as part of a terror plot.
The additional scrutiny was put in place in part due to intelligence but also
because—as one federal official noted—remote-control toys might have been
used already by terrorists in Sri Lanka and India.”” Overall, as Bruce Hoffman
recently observed, we should anticipate that terrorists are constantly searching
for new vulnerabilities and adapting and adjusting to our countermeasures.”®

Second, the contemporary aviation environment—an ever-expanding
global system, with growth in the number of airplanes in the sky carrying pas-
sengers and cargo, the size of these airplanes (like the new Dreamliner), and
the number of locations to which you can now fly—offers more soft targets
of opportunity. Terrorists—much like criminals, insurgents, and other violent
nonstate actors—exploit vulnerabilities in the systems they target, and these
systems are only as strong as their weakest link. Thus, as the commercial
aviation system became more globally interconnected, the overall impact of
the measures taken at U.S. airports had an important but relatively decreased
impact over time in terms of strengthening the aviation sector worldwide.
While airports in Europe and North America responded to the rash of hijack-
ings and bombings during this period, many other countries—particularly
in Africa and Asia—found it difficult to impose most of the costly security
measures, thus providing vulnerabilities that could be exploited. Any system
is only as secure as its weakest link, and a globalized aviation system that in-
cludes numerous developing countries plagued with substandard security ca-
pabilities, corruption, bribery, and weak governance is inherently weak. At the
same time, the Internet provides worldwide access to all types of information
that could be useful to terrorists, including flight schedules, specific details
and diagrams of both aircraft and airports, and reports of successful terrorist
tactics and countermeasures developed by governments.

Finally, and in a related area of concern, the nature of our response to the
global threat to aviation relies on the strength of the partnership between gov-
ernments and the private sector and on what each of these partners is willing
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to do. In general, the aviation sector is driven by free market competition,
and thus airlines must maintain an emphasis on convenience and cost savings,
making investment in costly security measures relatively difficult. Among
governments, we have seen bloated bureaucracies, a lack of intelligence shar-
ing across borders (and often even across agencies within a single nation),
and an overarching tendency to implement security policies in response to an
attack that has already occurred, rather than to embrace preventive measures
that might help avoid a type of attack that has not yet occurred.

Beginning in the late 1960s, increasingly robust layers of security measures
were put in place in response to the kinds of hijackings described earlier in this
chapter. Yet, after four decades of such efforts the aviation sector was still vul-
nerable, as demonstrated by the events of September 11, 2001. Since then, we
have seen additional security layers such as reinforced cockpit doors, armed pi-
lots, more air marshals, and an overall increased awareness of the threat world-
wide. So, perhaps the post-September 11 security environment may be one in
which the threat to aviation is lower than it has been in the past, but in-flight
bombings are still occurring, and in the summer of 2006 a major plot to destroy
multiple transatlantic flights was narrowly averted. Responding to events is in-
sufficient; modern aviation security requires preventive measures, even some
that may inconvenience passengers and create some inefficiencies, as well as a
breadth and depth of intelligence gathering and sharing worldwide.

Further, there has too often been a tendency among government officials to
underestimate the innovative nature of terrorists. Terrorism is a form of asym-
metric warfare. In any asymmetric warfare situation, the statistically weaker
enemy will try to attack its stronger opponent in ways the opponent does not
expect. The threat posed by thinking enemies requires a robust government
response that does more than harden targets. In addition to examining the
potential capabilities of terrorists to do harm to others by targeting airplanes
and airports, we must commit ourselves to the study of terrorist ideologies,
strategies, and motivations, and we must educate both law enforcement and
intelligence agencies in all countries about how our enemies might try to
“game the system” and exploit new, perhaps even hidden, vulnerabilities in
aviation security. Only then will we be able to respond to the threat with
greater sophistication and success.
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CHAPTER 9

Aviation Security and the
Legal Environment

Mary F. Schiavo

Before undertaking any analysis of the aviation security legal environment,
we need to remember three important things about aviation security. First, on
September 11, 2001, the airlines were responsible for the security screening
checkpoints and the screening of all persons and objects passing through the
checkpoints into the “sterile” areas of the airport. They were responsible for
the security of their passengers, their aircraft, and all parts of the airport under
their control.! The government’s role was merely to approve, disapprove, or
require modification of the security program submitted by the aircraft opera-
tors.” The airports were responsible for the remainder of the security.?

Second, the September 11, 2001 hijackers were copycat killers. Everything
the September 11 hijackers did had been done before. The September 11
hijackers were not the first terrorists to seize multiple aircraft and employ
them as tactical weapons in suicide hijackings, to smuggle weapons and other
dangerous items banned by the checkpoint security rules past security check-
points to carry out hijackings, to force their way into cockpits, to be trained
as pilots, to become anti-Western Islamist extremists, or to aim to destroy
highly significant symbolic buildings inside the United States. And because
everything they did had been done before, there were laws in place to thwart
such criminals and, to varying degrees before September 11, 2001, the laws
were thwarted.

"Third, had the existing security laws in place on September 11, 2001, been
followed and enforced, September 11 would not have happened. What’s
more, in the days and weeks and months before September 11, there had been
multiple warnings to the airlines and airports, as in the July 17, 2001, Federal
Register;* which warned of a likely terrorist attack on aviation but projected
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the loss of 0.5 persons on the ground for each downed aircraft. A 2000 U.S.
Government Accountability Office (GAO) report warned that “serious vul-
nerabilities in our aviation system exist and must be adequately addressed.”

The numerous weaknesses in the aviation security system, which were suc-
cessfully exploited on September 11, 2001, by the 19 hijackers, included an
inadequate prescreening process, lax checkpoint screening, and nonexistent
in-flight security measures, among other vulnerabilities. Despite numer-
ous attempts by the U.S. Department of Transportation Office of Inspec-
tor General and the Government Accountability Office to call attention to
the problems, congressional oversight activities prior to September 11 had
“focused overwhelmingly on airport congestion and the economic health of
the airlines, not aviation security.”® Despite years of warnings by the U.S.
Department of Transportation and others regarding the failure of airline and
airport security, and despite warnings of the coming attacks, many of which
were posted publicly on official federal Web sites and elsewhere, the airlines
and others remained more concerned about expense than about security.

Aviation security methodology, structures, and technology did not substan-
tially change following the tragedy of September 11, 2001. The Transporta-
tion Security Administration (I'SA) uses the methodology that the airlines
used, but the T'SA was tasked with developing a more professional armed
security workforce obtaining the best available technology. Thus, the TSA
and its parent agency, the Department of Homeland Security, presided over
the federalization of the screener workforce, whose members, as federal em-
ployees, must be made up of citizens or other legal workers.

Federalization was perhaps the most visible manifestation of the massive
shift away from an aviation security system based on airline responsibility to
one in which primary responsibility rests with the federal government. But
the most sweeping and insidious legislative change was that the shift in re-
sponsibility from the airlines to the government also carried with it an almost
wholesale abrogation of liability. Responsibility that is not cloaked in fed-
eral officer qualified immunity and discretionary function immunity may be
cloaked in contractor immunity. These immunities from, or limitations on,
liability were bequeathed in a host of new laws passed with little or no notice
given, even by the authorizing senators or members of Congress. The only
operatives who were fully cognizant of these provisions were those special in-
terest organizations and sponsoring elected and appointed officials who suc-
cessfully placed such provisions in various pieces of legislation. Armed with
names designed to dispel dissent, such as the SAFETY Act or Support Anti-
"Terrorism by Fostering Effective Technologies Act of 2002, such legislation
usually sailed through Congress with little scrutiny or dissent.

Therefore, one major effect of post-September 11 legislation is that there
will be significantly less legal recourse for victims and the flying public when
the next terrorist attack occurs. The insulation from liability of negligent or
otherwise unsuccessful security providers is a result not only of the transfer
of responsibility from private airlines to the federal government but also of
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the liability protections granted to private individuals and companies under
the SAFETY Act and other such legislation. We will examine the major leg-
islative actions that have fundamentally transformed the legal landscape of
aviation security since September 11 and the general state of aviation security
law today.

THE AIR TRANSPORTATION SAFETY AND
SYSTEM STABILIZATION ACT OF 2001

Less than two weeks after the hijackings, President Bush signed into law
the Air Transportation Safety and System Stabilization Act (ATSSA).” The
effort to get this passed started on September 11, 2001, with what media re-
ports describe as one of the largest, if not the largest, lobbying force ever
assembled.® While senators and members of Congress watched the Pentagon
burn, the World Trade Center towers fall, and a large dark hole spread in
a field in Pennsylvania, special interest lobbyists dusted off a plan to avoid
liability, a plan that had been hatched following the crash into the Atlantic
Ocean of TWA Flight 800 on July 17, 1996, a crash that was initially thought
to have been caused by a terrorist attack. The premise of the new legislation
was that victims of terrorist attacks on aviation would seek payment from a
government fund and would therefore not seek liability and accountability
from the airlines that failed to meet their security requirements and allowed
terrorist hijackers, saboteurs, air pirates, or bombers to board the aircraft. An-
other important part of the new legislation was a wholesale reform of the tort
liability system, which had previously failed to be inserted into any state laws,
much less subjected to public scrutiny or U.S congressional debate. Thus,
while the hijackers may have failed to hit their Capitol Hill mark, the lobby-
ists did not miss.

"To the public, the legislation was sold as legislation designed to save the air-
lines from bankruptcy due to the victims’ lawsuits and to provide a benevolent
fund for those hurt or killed in the attacks. In fact, the airlines, including most
of those involved in the September 11 attacks, had been in seriously weak eco-
nomic condition long before the hijackings. Well before September 11, 2001,
the debt-to-capitalization ratios of many of these carriers were tantamount to
functional bankruptcy. No airlines, security companies, airports, and/or any
other aviation entities that failed to perform their jobs on September 11 will
ever pay for their negligence. Congress left only one security company with-
out liability protection—Argenbright Security. However, Argenbright was
folded after September 11 with the goal of limiting any liability the company
might pose to its parent firm, Securicor.’

Under hasty post-September 11 legislation, air carriers were to receive $10
billion in loans and $5 billion in compensation for direct and indirect financial
losses incurred as a result of the attacks. The actual amounts of direct and indi-
rect aid to carriers were many times greater. The draft legislation was modified
to include the establishment of a Victim Compensation Fund (VCF) to
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compensate the September 11 families. But the fund exacted a quid pro quo
from the families of victims. Anyone completing an application for payment
from the VCF would have to give up the right to sue the airlines, security com-
panies, airports, aircraft manufacturers, and other such aviation entities, and the
victim’s life insurance, worker’s compensation, and any other death or injury
benefits would be subtracted from any VCF award.!? In every state in the United
States, the collateral source rule prohibits such deductions from victims’ recov-
ery from tort feasors. With no debate and little or no real cognizance of the
actual provisions of this law, House members, senators, and the president in-
jected tort reform into the compensation for the dead and injured.

Apart from these compensation provisions, the act also aided air carriers
by temporarily capping their liability from lawsuits arising from other acts
of terrorism occurring during the 180-day period following the enactment
of the act. Air carriers could not be liable for victims’ losses exceeding $100
million and the U.S. government would be responsible for liabilities above
that amount.

THE AVIATION AND TRANSPORTATION
SECURITY ACT OF 2001

"Two months after the attacks, in November 2001, Congress passed the
comprehensive Aviation and Transportation Security Act (ATSA),!! to im-
prove aviation security and to attempt to correct the vulnerabilities exposed
by the security breaches of September 11. At the core of this legislation was
the establishment of a massive new federal organization, the Transportation
Security Administration (T'SA), within the Department of Transportation. In
addition, ATSA federalized the screener workforce and expanded the Federal
Air Marshall Program by requiring deployment of air marshals on all high-
risk flights, as determined by the secretary of transportation. Prior to Sep-
tember 11, there were only 33 air marshals,'? and they were directed almost
exclusively to international flights. Cockpit doors were also required to be
hardened.

ATSA contained general provisions for cargo security, including 100 per-
cent screening of checked baggage with explosive detection systems no later
than December 31, 2002, or if unavailable, by alternative means such as a bag-
match program, manual search, or search by canine explosive units. AT'SA also
mandated a cargo security system for all-cargo aircraft “as soon as practicable,”
but all-cargo security plans have lagged behind security plans on passenger
aircraft and have still not been fully implemented as of fiscal year 2008.1

THE HOMELAND SECURITY ACT OF 2002

In the aftermath of the September 11 attacks, a massive reorganization of
the federal government was undertaken one year later. Under the provisions
of the Homeland Security Act (HSA) of 2002,'* the TSA was transferred to
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the newly created Department of Homeland Security (DHS), whose objec-
tives included guarding the nation’s borders and preventing domestic terrorist
attacks. The Immigration and Naturalization Service was also reorganized
under the DHS as two separate agencies: one agency for immigration, nat-
uralization, and visa services and another dedicated to border security and
law enforcement. The nation’s capability to identify and assess threats to the
homeland was centralized within DHS under Information Analysis and Infra-
structure Protection (TIAIP).

Even more extensive than the organizational changes put in place by the
HSA, although overshadowed by them, were far-reaching provisions limit-
ing legal responsibility and liability for negligence and other failures. With
the sunsetting in March 2002 of the provisions of the Air Transportation
Safety and System Stabilization Act, which had provided for a $100 million
tort liability limitation of air carriers for acts of terrorism and barred puni-
tive damages, Section 1201 of the HSA extended these provisions through
the end of 2003. In addition, Section 890 extended tort liability limits to air
transportation security companies and their affiliates for claims relating to the
September 11 hijackings.!* The liability of such companies, whose contracts
were assumed by the federal government in February 2002, is limited to the
amount of liability insurance they held at the time of the attacks.

Section 1402 established a program of federal flight deck officers (FDOs),
who are classified as employees of the federal government with respect to tort
claims.!¢ This section also immunized air carriers from damages arising from
actions brought in federal or state court with respect to the “use of or failure
to use a firearm” by flight deck officers. FDOs are similarly protected, except
in the case of gross negligence or willful misconduct, in which case claims can
be made against them under the Federal Tort Claims Act (FTCA).

The most sweeping preemption of state tort law in the Homeland Security
Act is contained in Subtitle G, the Support Anti-Terrorism by Fostering Ef-
tective Technologies Act of 2002 or SAFETY Act. This protects sellers (more
aptly described as suppliers) of qualified antiterrorism technology (QATT).!”
Among the dozens of corporations currently appearing on DHS’s “Approved
Product List for Homeland Security” are companies that provide airport se-
curity services and equipment, such as Securitas Holdings, Inc., Rapiscan Sys-
tems, Inc., Reveal Imaging Technologies, Inc., and Verified Identity Pass, Inc.
QATT encompasses both services and products, ranging from vaccines to
bomb and anthrax detection systems. QAT suppliers are protected against
claims made under state tort law arising from an act of terrorism when such
technology was “deployed in defense against or response or recovery from
such an act.” Plaintiffs are prevented from seeking redress in state courts.
Instead, federal district courts have “original and exclusive jurisdiction” aris-
ing from such claims. Individuals may bring suit against the federal govern-
ment, but they must surmount the many limitations on government liability
imposed by the FT'CA. Most notable is the discretionary function exception,
protecting the government from liability whenever the government is allowed
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to use discretion in deciding whether or not to take action, or when to use
enforcement powers, investigate, or take other corrective action against a
contractor or other entity.

The SAFETY Act dramatically reduces the tort liability of manufactur-
ers and suppliers of homeland security technology. If an action is brought
against a QAT'T seller or provider, regardless of whether it involves a federal
or a nonfederal government customer, the act’s “special rules” apply. Punitive
damages may not be awarded, and noneconomic damages, such as damages
for emotional pain, suffering, or loss of enjoyment of life, can be recovered
only if the plaintiff suffered physical harm and only in an amount proportion-
ate to the defendant’s share of noneconomic damages for any such harm.

The collateral source rule, which prohibited the introduction at trial of evi-
dence that a victim’s damages had been partially compensated by a third party,
such as personal life insurance or workers’ compensation, some form of which
is the law in every state, was eliminated under Section 863. Thus, any amount
recovered by a plaintiff is reduced by the amount of any compensation, such
as insurance payments or government benefits, that a plaintiff has received or
is entitled to receive from a third party that is not a party to the legislation.
The collateral source rule prevented tort feasors from undercompensating
plaintiffs or avoiding personal responsibility altogether by arguing that the
plaintiff had already been fairly compensated by a third party, such as the
victim’s own life insurance or other indemnity. In fact, many collateral source
payors (such as for workers’ compensation) do have rights to recover all or
part of their payments, and some insurance policies have subrogation clauses,
which provide for a lien against damages ultimately recovered.

Under the SAFETY Act, there is an explicit presumption of a government
contractor defense, which can be rebutted only by proving that the seller had
acted fraudulently or with willful misconduct when applying for QATT cer-
tification. Broadly defined, the government contractor defense protects gov-
ernment contractors from liability caused by failure to warn against a hazard
or design defect in products meeting government specifications. This defense
has traditionally been employed by government contractors defending against
state tort claims involving equipment design defects. In Boyle v. United lech-
nologies Corp.,'® involving a state tort action for wrongful death of a pilot killed
in a helicopter crash, the Supreme Court held that “liability of independent
contractors performing work for federal government is [an] area of uniquely
tederal concern, despite absence of legislation specifically immunizing gov-
ernment contractors liable for design defects.”

QATT sellers are covered by an individually determined liability cap based
on their insurance coverage limits. Sellers are required to obtain liability in-
surance to satisfy potentially compensable third-party claims, but only up to
a maximum amount “reasonably available from private sources on the world
market at prices and terms that will not unveasonably distort the sales price of Sell-
er’s anti-terrorism technologies” (emphasis added). Liability for claims against a
seller cannot exceed the amount of liability insurance coverage required by
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the SAFETY Act, which may be set artificially low in order to avoid distorting
the technology’s sales price.

THE INTELLIGENCE REFORM AND TERRORISM
PREVENTION ACT OF 2004

In the wake of the failure of those responsible to stop the September 11
hijackings and the fiasco regarding alleged information about Saddam
Hussein’s weapons of mass destruction (WMD) programs, landmark legisla-
tion was enacted in 2004 to restructure the U.S. intelligence community.
Among other things, the Intelligence Reform and Terrorism Prevention Act
(IRTPA) of 2004 created the position of director of national intelligence
(DNI), who was tasked with revamping the 16 agencies that make up the U.S.
intelligence community.!” In addition, a National Counterterrorism Center
(NCTC) was established within the Office of the DNI.

The legislation included a number of significant provisions relating to
aviation security as well. The new measures included the use of biometric
identifier technology, expedited deployment of in-line baggage screening
equipment, and replacement of trace-detection equipment with improved ex-
plosive detection system equipment. Other provisions intended to implement
the recommendations of the 9/11 Commission dealt with improvements in
air cargo security, as well as the prescreening and screening of passengers.

SECURE FLIGHT

Computer Assisted Passenger Prescreening II (CAPPS II) was a terrorist
watch list program designed and administered by the T'SA to crosscheck all
ticketed passengers against government records, such as other watch lists and
law enforcement databases, as well as some private sector databases. With its
introduction in 2002, CAPPS II was to be an improvement over its airline-
administered predecessor, CAPPS I, which was only partially in place on Sep-
tember 11, 2001. Airline and security companies were only completing some
of the CAPPS steps. CAPPS II was criticized by the Government Account-
ability Office (GAO) for errors in the targeting of passengers for additional
screening, and by civil rights and other organizations for privacy concerns. It
was terminated by the TSA in 2004 and replaced with a new domestic pas-
senger screening program dubbed Secure Flight.

The purpose of Secure Flight is to prevent suspected terrorists from board-
ing aircraft. Watch list matching responsibility was transferred from aircraft
operators to the TSA. Currently, the TSA performs passenger and baggage
screening at U.S. airports, and aircraft operators perform watch list matching
for passengers on domestic flights against government No Fly and Automatic
Selectee lists. Under Secure Flight, airlines forward all flight passenger data,
including reservation and itinerary information, to the TSA for screening and
matching and then continue to update passenger information as it is received.
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After encountering delays due to privacy concerns and security vulnerabili-
ties in system software and hardware, DHS issued a Notice of Proposed Rule-
making (NPRM) for Secure Flight in August 2007. Under the NPRM, air
carriers are required to provide passenger data to the TSA approximately 72
hours prior to departure and to immediately transmit or update information
received inside the 72-hour window.

Air carriers will continue to conduct watch list checks for domestic flights
until the full implementation of Secure Flight, which is expected to take place
in late 2008. During the operational testing phase, air carriers that volunteer
to participate will transmit passenger data to the TSA for comparison with the
results of its own watch list matching.

WATCH LISTS

The 9/11 Commission made several recommendations regarding passenger
prescreening, including improving the use of No Fly and Automatic Selectee
lists and other U.S. government terrorist watch lists.?’ Historically, adminis-
tration of the No Fly list was the responsibility of the FBI. It was transferred
to the FAA in 2001 and then later to the T'SA, which split the list into No
Fly and Automatic Selectee lists. As the names suggest, passengers on the No
Fly list are refused boarding, while those on the Automatic Selectee list are
required to undergo additional security screening before boarding.

Homeland Security Presidential Directive 6, signed on September 16, 2003,
called for the establishment of a new organization to integrate and maintain a
dozen different U.S. watch lists being maintained by various federal agencies.
As a result, the Terrorist Screening Center (T'SC) was created to manage a
consolidated watch list of known and suspected terrorists and to be a single
point of contact for screeners.

The goal of the consolidated system was to eliminate unnecessary duplica-
tion and streamline the access process for users. The watch list database has
grown to over 700,000 records and continues to grow by an average of 20,000
records per month.

INTERNATIONAL PASSENGER PRESCREENING

At the time of this printing, responsibility for the passenger prescreening
system is split between two government agencies, with Customs and Border
Protection (CBP) responsible for passengers on inbound and outbound in-
ternational flights and T'SA for domestic flights under Secure Flight. DHS
established a Screening Coordination Office in 2006 to integrate procedures
for prescreening domestic and international passengers, in order to avoid re-
dundant watch list matching efforts and to ease the burden on aircraft opera-
tors. According to a GAO report, “CBP and T'SA officials stated that they
are taking steps to coordinate their prescreening efforts, but they have not
yet made all key policy decisions.””! DHS is developing a single “portal,”
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through which air carriers will transmit passenger data for both domestic and
international flights.

For international flights, air carriers submit Passenger Name Record in-
formation based on reservation data to the CBP, generally approximately 72
hours prior to departure. Air carriers also transmit passenger manifest in-
formation to CBP for watch list matching through the Advance Passenger
Information System (APIS), generally after flight departure, which explains
why there have been many diversions of inbound international flights. Once
en route, if itis discovered that there is a passenger on the watch list, the flight
is diverted to an airport where law enforcement agents can take custody of the
suspect passenger and/or sort out any name confusion.”? Once passenger data
are received by CBP, it conducts watch list matching. DHS recently an-
nounced the adoption of a final rule regarding APIS, under which air carriers
would transmit passenger manifests in batch form no later than 30 minutes
prior to departure, or individual passenger manifest information not later
than the securing of the aircraft doors. CBP also interviews high-risk passen-
gers at foreign airports under the Immigration Advisory Program.”> DHS
proposes to eventually transfer all watch list matching functions for interna-
tional flights to the TSA, allowing CBP to concentrate on border enforce-
ment operations.

PASSENGER SCREENING

The process of preboarding passenger screening for explosives, weapons,
or other dangerous items is carried out using a combination of X-ray ma-
chines, walk-through metal detectors, hand wands, explosive trace detection
machines, and/or physical search of individuals and property. A major man-
date issuing from the 2001 Aviation and Transportation Security Act was the
establishment of a federal screener workforce to replace the underpaid and
poorly trained screeners from the private companies hired by the airlines.
The federal screeners are subject to Federal Aviation Administration (FAA)
regulation and must meet specific training requirements. Since the TSA as-
sumed responsibility for passenger screening at the more than 400 U.S. com-
mercial airports, billions of dollars have been spent and ten of thousands of
transportation security officers (T'SOs) have been hired to strengthen pas-
senger screening operations. As a GAO study reported in April 2006, there
have been improvements, but “challenges remain,” particularly in funding
and staffing.?* Performance checks released in October 2007 show that TSA
screeners need to significantly improve their threat object detection perfor-
mance, as many threat test objects still get through the airport security check-
points, leaving them an attractive threat vector.”®

Government pay and benefits have increased for TSOs, as compared to
their private sector predecessors. In 2000, according to another GAO study,*®
private screeners were generally paid around the minimum wage of $5.15
an hour and received few benefits. In contrast, their European counterparts
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were paid as much as three times more, and benefits, such as health care, were
significantly better. One consequence of such low pay and poor benefits for
U.S. screeners was a high annual rate of turnover averaging 126 percent, with
one September 11 airport, Boston’s Logan International, at over 200 percent
and Lambert St. Louis International at a staggering annual rate of 416 per-
cent.”” This high turnover rate was a factor contributing to the overall low
screener effectiveness in detecting weapons and explosives and preventing
them from being taken aboard aircraft. Today, the starting salary for full-time
TSA screeners is approximately $24,000 per year, with a number of federal
employee benefits available, such as health, retirement, and insurance, but
attrition remains high, although it is much lower than the pre-September 11
rate. ATSA mandated that screeners be U.S. citizens and high-school gradu-
ates, although the latter requirement can be satisfied by a general equivalency
degree (GED) or one year’s experience in security work, aviation screener
work, or X-ray technician work. Even before September 11, 2001, the law
required all screeners to speak English. Now they really do.

PRIVATE SCREENING OPERATIONS

ATSA directed the federal government to assume passenger screening
operations at U.S. commercial airports, but it also included a provision es-
tablishing a pilot program for the screening of passengers and property by
qualified private screening companies at five airports. Under this program,
participating companies were required to provide compensation and benefits
to screeners at no less than the level of that provided to T'SA screening per-
sonnel. These government-contracted companies were required to adhere to
"T'SA standard operating procedures and were subject to federal supervision of
their screening operations, similar to FAA supervision of private firms prior
to September 11. The airports chosen for the program were selected from
each of the five airport risk categories and reflected variations in size and typi-
cal passenger, among other things. The five participating airports were San
Francisco International, CA (SFO); Kansas City International, MO (MCI);
Greater Rochester International, NY (ROC); Jackson Hole, WY (JAC); and
"Tupelo Regional, MS (TUP).

An independent evaluator was hired to compare the performance of the
privately contracted screener to that of T'SA screeners in comparable airport
operations. Among other things, screeners were evaluated on their ability to
detect prohibited items, such as guns and knives. In general, contract screen-
ing operations were performed at the same level or better than federal screen-
ing operations, and costs were not significantly different.?® It should be noted
that the comparison was between TSA screeners and 'T'SA-contracted screen-
ers, not pre-September 11 private screeners, who were not subject to the
compensation and training requirements included in ATSA.

Following the conclusion of the two-year pilot program in November
2004, the TSA established the Screening Partnership Program (SPP) to meet
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ATSA’s requirements for an “opt-out” program. The SPP was opened up to
all U.S. airports that require screening services, which includes all airports
with scheduled commercial passenger flights. A federal security director
(FSD) remains responsible at airports operating under the SPP for oversee-
ing contractor performance and adherence to T'SA security standards. Origi-
nally, for airports wishing to have screening functions performed by private
firms under the SPP, security companies were selected from a T'SA-approved
“qualified vendor list.” The TSA now allows any interested company to re-
spond to a “Request for Proposal” (RFP), a government document for con-
tracting screening services at an airport.

The TSA’s involvement in the private screener process is intended to re-
main comprehensive, with rather minimal involvement by the individual
airport. The TSA is to select, hire, and manage the private security compa-
nies. The TSA grants contracted companies, who are to be bound by TSA
regulations, “degrees of freedom” on a discretionary basis in areas such as
personnel recruitment, scheduling, and day-to-day management of person-
nel and resources. Contractors make more decisions at the local level than
their T'SA counterparts. Private contractors are not bound by federal employ-
ment guidelines and it is thought that they can more expeditiously terminate
screeners for unsatisfactory performance.

Given the ongoing uncertainties over liability issues regarding security
breaches, the very limited leeway in the overall management of private screen-
ing companies, and the limited, if any, cost benefits, airports have generally
been reluctant to opt out. All five of the original airports in the pilot program
continue to participate in the SPP, but few additional airports have joined.?

THE REGISTERED TRAVELER PROGRAM

In recognition of more extensive screening measures following the Sep-
tember 11 attacks and the longer airport security lines that followed the fed-
eralization of the security function and the introduction of new equipment
and new procedures, the 2001 Aviation and Transportation Security Act au-
thorized the TSA to “[e]stablish requirements to implement trusted passen-
ger programs to expedite security screening of passengers who participate
in such programs, thereby allowing security screening personnel to focus on
those passengers who should be subject to more extensive screening.”® The
aviation industry and business traveler groups generally supported such an
approach. The underlying concept was for participating travelers to volun-
tarily provide personal information and submit to a background check. Par-
ticipants would then receive an identification card, encoded with biometric
information, and go through a faster, streamlined, and presumably less intru-
sive screening process.

Under the Registered Traveler (RT) program, applicants voluntarily pro-
vide biographic and biometric data in order for the TSA to conduct a se-
curity threat assessment (STA) and determine eligibility. In 2005, Orlando
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International Airport became the first “sponsoring entity” (participating air-
portor air carrier) to implement the program, which featured special expedited
security checkpoints for participants. At Orlando, more than 30,000 travelers
joined the program and paid an annual fee of around $100, and renewal rates
have been reported to be high. More than a dozen other sponsoring entities,
including the international airports in Jacksonville and San Francisco, have
since begun operating the RT program.

Cost increases and T'SA and public skepticism of the program in general
may prove to be insurmountable obstacles to the success of the RT program.
The program fee consists of a TSA portion and a private sector portion. At
the time of printing, the federal fee, which is mainly for background checks,
is $28, but the T'SA announced in 2006 that it needed additional fees of more
than $100 to cover screener salaries and additional background checks. In the
face of criticism from companies and the public due to a possible doubling of
enrollment fees, the TSA backed off from raising its portion of the fee unless
“RT screening modifications impact T'SA duties, responsibilities, or costs.”
Private sector costs are certain to rise as well. Orlando had four security ma-
chines, costing $200,000 each, which read participants’ biometric cards for
identity verification and scanned shoes for explosives. After repeated testing,
however, the TSA withdrew its authorization for the use of the machines at
Orlando and other airports on the grounds of failure to meet explosives detec-
tion standards. But the TSAs main concern regarding the program is that a
terrorist might be able to pass the background check and then be considered a
low security risk. Obviously, such concerns, if justified, make an RT program
not only useless but very dangerous and unlikely to be a long-term solution.

If the RT program can insure against terrorists or others intent on harm,
such as physically dangerous or criminal elements, being admitted to the ranks
of the “trusted travelers,” and if it can become economically feasible to allow
the adoption of the program at a large number of U.S. airports, RT could be
expanded to encompass aviation employee personnel for expedited process-
ing at security checkpoints. The maritime transportation system has recently
begun a program, similar to RT, for workers requiring unescorted access to
secure areas. The Transportation Worker Identification Credential (TWIC)
Program, which was authorized by the Maritime Transportation Security Act
of 2002, is administered jointly by T'SA and the U.S. Coast Guard. Initial en-
rollment in the program has recently begun at the Port of Wilmington, Dela-
ware, and the program is expected to eventually include more than 750,000
maritime workers, such as longshoremen, truckers, and port employees.

AVIATION SECURITY AND CIVIL RIGHTS

September 11, 2001 should have forever changed our attitudes about secu-
rity and privacy. But with each passing day without an attack on aviation, pas-
sengers and those responsible for their safety and security grow complacent,
and many special interests assert their concerns about assorted rights, usually
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based on illusory constitutional rights to fly. The Constitution, written in
1787, contains no such rights, since the first manned flight, by balloon, had
occurred only a few years previously, in France.’! The Constitution does,
however, provide freedom for interstate travel, based on Article IV, Section 2.
Contrary to widespread misinformation and misinterpretation, there is no
constitutional provision, federal law, regulation, court decision, or treaty that
provides for full and free expression of religious practices and speech in air-
ports or on private aircraft owned by private carriers. In a landmark decision
in 1992 that was applauded by hurried passengers and overburdened airport
managers, the U.S. courts tossed out of airports the Hare Krishnas and oth-
ers, who, under the pretext of expression of their religion, peddled posies in
congested airport passages.*?

What any government or government-sponsored entity must not do is “es-
tablish” any religion, meaning favor or support one religion over another, or
deprive citizens (and others who, by various laws, have been granted rights
similar to those of citizens), of constitutional due process, equal protection,
and reasonable expectations of privacy. Contrary to public perception, free
speech in a public airport or a commercial jetliner is not among the enu-
merated rights. Thus, while aviation security professionals must avoid violat-
ing air passengers’ constitutional rights of due process, equal treatment, and
reasonable expectations of privacy, neither Muslims nor Methodists have the
right to kneel in the aircraft or cry out prayers and pleas to the Almighty. In
an aircraft or in an airport, your rights to public free speech, public expression
of religion, association, protection against unreasonable search and seizure,
smoking and chewing, and even to a large degree liberty itself are voluntarily
surrendered when you purchase a ticket or consent to go through security.
Such acts are voluntary choices made in conjunction with a choice to fly. Such
voluntary behavior is deemed by the law as consent to such constitutional
intrusions, so long as they are reasonably related to the goals of security and
safety.

As terrorist watch lists grow, as terrorists adopt more Western-sounding
names, and as more U.S. citizens are among the terrorists and placed on
watch lists, mismatches and other errors will increase.’? Vigilant air travelers
who report suspicions of terrorist activity to the authorities should be pro-
tected from retaliatory lawsuits.**

In spite of a provision of the 2001 Aviation and Transportation Security Act
granting immunity for reporting suspicious activities relating to aircraft or pas-
senger safety,’ several lawsuits have been filed since September 11, 2001, in
response to perceived racial, ethnic, or religious profiling. In one highly publi-
cized incident that occurred in 2006, six imams were removed from a US Air-
ways flight after they had gone through security screening, because other
passengers had reported what they considered to be suspicious behavior, such as
praying aloud in Arabic and allegedly making anti-American remarks. The six,
who were questioned by airport security personnel and subsequently released,
later filed suit against the airline, the Minneapolis-St. Paul Metropolitan
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Airport, and several passengers, who had reported the behavior to the flight
crew.’d Following another incident in 2006, an U.S. citizen of Iranian descent
was awarded $27.5 million in a lawsuit against Southwest Airlines alleging
false imprisonment because flight attendants had had her arrested following a
confrontation involving in-flight service. The flight attendants claimed that
the passenger had interfered with the flight crew.’’

With respect to the civil rights implications of evolving security screening
technologies, some advances may actually make security searches less, rather
than more, intrusive. Air passengers pulled from security lines for secondary
screening to be inspected for potentially dangerous objects hidden on the
body are usually given a pat-down or escorted to an inspection room for a
strip search. New body-scan machines based on “millimeter wave” technol-
ogy that create and transmit full-body images to screeners for viewing are
being tested. The scanners create the images using electromagnetic waves
from reflected body energy. Some privacy advocates remain skeptical.*® They
are concerned that the three-dimensional images are too graphic in that they
show outlines of bodies and body parts, and that dishonest screening person-
nel might save screening images and leak them to the Internet or the media.
When used properly, the black-and-white images show a blurred face, are
instantly deleted, and are viewed at a location removed from the scanning
area so that the actual person is not seen by the screeners viewing the images.
In the test phase, body scans are performed only on passengers who request
them as an alternative to a pat-down, but the machines could eventually re-
place metal detectors at airports.’’

CARGO SECURITY

The air cargo system is a vast and complex network that includes both all-
cargo planes and passenger air carriers, manufacturers, shipping companies,
freight forwarders, thousands of cargo facilities nationwide and internation-
ally, and literally anyone who sends an air freight package. Domestic ship-
ments, as represented by revenue ton miles (RTMs), are estimated to increase
by 3.5 percent per year from FY 2003 to FY 2015, and international ship-
ments by 5.3 percent per year during the same period.** Approximately 7,500
tons of cargo are carried on passenger aircraft daily.*! About a quarter of the
estimated 23 billion pounds of air cargo transported in the United states in
2004 was carried on passenger aircraft.*

"Terrorist attacks even before September 11, 2001, included those involv-
ing explosives in aircraft cargo holds and left behind in luggage bins and
under seats. The 9/11 Commission made a number of related recommenda-
tions, including the installation of in-line baggage screening equipment and
the deployment of at least one hardened cargo bin on any aircraft carrying
passengers. This recommendation was based on facts. In November 1979,
the American “Unabomber,” Theodore Kaczynski, concealed a bomb in a
U.S. mail parcel carried on board American Airlines Flight 444 flying from
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Chicago to Washington, DC, but it failed to detonate. A piece of checked
baggage on Air India Flight 182 exploded over the Atlantic Ocean in June
1985, killing all 329 passengers and crew. And in December 1988, Pan Am
Flight 103 was brought down over Lockerbie, Scotland, by plastic explosives
concealed in an unaccompanied suitcase in the cargo hold, resulting in the
death of all 259 passengers and crew.” The DHS’s 2007 National Strategy
for Transportation Security warned that “terrorists may infiltrate the cargo
handling system to transport people, conventional or WMD), or weapons
components.”*

"The Aviation and Transportation Safety Act of 2001 mandated the “screen-
ing of all passengers and property, including United States mail, cargo, carry-
on and checked baggage, and other articles, that will be carried aboard a
passenger aircraft” and called for a system for screening or inspecting cargo
transported in all-cargo aircraft. AT'SA did not, however, mandate that air
cargo be physically screened. Advances in air cargo screening have not kept
pace with screening for passengers, leaving all-cargo aircraft as an attractive
target for hijacking, sabotage, or terrorism.

Air cargo security is maintained through technology, TSA oversight, and
inspections of air carrier operations and risk assessment programs. Given
the sheer volume of air cargo transported, however, the goal of 100 percent
screening remains elusive and has met with skepticism from the TSA as costly
and adding little benefit for security, diverting airport screeners from other
activities. Even on passenger planes, only a small percentage of the cargo
flying directly underneath the passengers is subjected to an actual physical
inspection.

IN-LINE BAGGAGE SYSTEMS

Well before September 11, 2001, thousands of stand-alone explosive de-
tection system (EDS) machines were deployed in airport lobbies, along with
tabletop explosives trace detection (ETD) units. However, an in-line bag-
gage system integrates EDS machines with the airport baggage handling sys-
tem. Typically, after luggage is checked in and loaded onto a conveyor belt, it
moves into a secure area and through an EDS machine, where it is screened
for explosives, before being loaded into departing aircraft. Currently, there
are approximately 25 operational in-line systems and another 26 under con-
struction. Of course, the T'SA may also open and physically hand inspect
checked luggage.

TSA OVERSIGHT

TSA also oversees the screening operations of cargo aircraft operators,
who use a variety of methods—including physical inspection, X-ray, EDS
machines, and canine teams—to screen cargo prior to loading it on board air-
craft. Oversight is exercised through the use of cargo transportation security
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inspectors (T'SIs), who conduct security regulation compliance reviews of air
carriers. However, a July 2007 DHS inspector general’s review of passenger
cargo security found that the TSA “does not provide sufficient resources for
air carrier inspection coverage.”¥ The TSA plans to increase the number
of air cargo TSIs from 300 to 450 by the end of FY 2008. In addition, the
inspector general found that the T'SA lacked a “comprehensive, consistent,
and reliable program to provide proper coverage and oversight of air carrier
cargo screening.”

THE KNOWN SHIPPER PROGRAM

The TSA also attempts to determine the legitimacy of shippers and as-
sess risk through a system called the Known Shipper Program. Under this
program, air carriers, who must comply with specific security requirements,
provide information on their cargo shippers to the TSA. The TSA then de-
termines the shippers’ legitimacy as business entities and qualifies them as
known shippers. Designation as a known shipper eliminates the need for air
carriers to repeatedly validate shipper information once the existence and le-
gitimacy of a shipper has been established.

IMPLEMENTING THE RECOMMENDATIONS OF
THE 9/11 COMMISSION ACT OF 2007

The disparity between the inspection requirements for passenger checked
baggage and air cargo, which both end up in the cargo hulls of passenger
aircraft, led to the enactment of H.R. 1, the Implementing Recommen-
dations of the 9/11 Commission Act of 2007, which was signed into law
on August 3, 2007. This law requires that air cargo loaded onto passenger
airplanes be subjected to security screening equivalent to that for checked
baggage. A system for 100 percent inspection of cargo is to be phased in
over a three-year period. Astonishingly, the bill was opposed by the airline
industry as too costly—the same objection the airline industry made before
September 11, 2001.%

"The bill was also not originally supported by T'SA officials, who argued that
different screening requirements for air cargo are justified on the grounds that
background checks of air cargo employees and systems such as the Known
Shipper Program are sufficient to ensure security. In addition, the TSA ar-
gued that resources would be diverted unnecessarily and safety ultimately re-
duced.¥

"This new law, which requires the development of a full inspection program
for air cargo, is being interpreted by the TSA in a way that does not require
X-ray screening or physical inspection, as with checked baggage. Under the
Known Shipper Program, companies whose identity has been verified are
merely registered with the TSA. Now, the TSA is considering a “certified
shipper” program, under which a shipper must be certified as safe. According
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to a TSA spokesperson, cargo would be considered “inherently screened” if it
is packed and sealed by a certified shipper at a government-certified facility.
The law’s main supporter, Congressman Edward J. Markey of Massachusetts,
was “outraged that the Bush Administration and the airline industry would
even think that they could get away with anything less than a full physical
screening of all cargo that goes onto passenger planes.”® Such incremental
approaches to the urgent issue of improving cargo security illustrate not only
the formidable task of bringing about fundamental reform in the face of in-
dustry opposition but the piecemeal approach that to date has left many threat
Vectors open to terrorists.

CONCLUSION

In spite of bureaucratic inertia and a lack of fundamental change in aviation
security structures overall since September 11, as well as the general erosion
of the legal responsibility of those responsible for lax security or negligent
in their duties, some modest progress has been made in efforts to protect
the flying public and those on the ground over whom they fly. One needed
and overdue reform was the establishment of a federalized screener program
under the TSA, with better pay and benefits than the airlines had offered and
employees who must be U.S. citizens or U.S. nationals and speak English.
Although still underfunded and understaffed, and with TSA screeners turn-
ing in weak performances, the program is nonetheless a positive step toward
ensuring passenger safety. In addition, the fact that a terrorist contemplating
a future hijacking might encounter an armed and well-trained federal air mar-
shal seated inconspicuously among aircraft passengers would add an element
of uncertainty to the terrorist operation.*” Flight decks with reinforced doors
and armed volunteer flight deck officers also enhance the security of passenger
aircraft operations. Nevertheless, security technologies and procedures must
continue to improve and expand. Our air cargo system remains unacceptably
vulnerable as the airline industry and its supporters in government resist ef-
forts to implement programs for the full inspection of air cargo due to cost
considerations. Formidable challenges in improving aviation security remain
but will never be overcome without the full accountability of those respon-
sible for our nation’s aviation safety and security. Bold new laws and legislative
requirements can be a force for safer skies, but provisions embedded in such
laws to allow security failures to go unpunished and negligent performers to
escape responsibility will render impotent the best of intentions.

Prohibiting judicial redress of the failure, whether negligent or intentional,
of our nation’s security laws means that the most powerful tool proven to
enhance security performance is missing—accountability. Accountability for
performance has time and time again been found by the Office of Inspector
General and the Government Accountability Office to be the key to success-
ful security systems and performance. The legal system has been and should
continue to be a strong ally of accountability.



Aviation Security and the Legal Environment 139

NOTES

1. In 2001, airlines were subject to security directives and guidelines issued by
the FAA under CFR Title 14, Section 108.5, revised January 1, 2001. Section 108.5
required that “[e]ach certificate holder shall adopt and carry out a security program
that meets the requirements of Sec. 108.7,” where a certificate holder was defined as
“a person holding an FAA operating certificate when that person engages in scheduled
passenger or public charter passenger operations or both.”

2. See CFR Title 14, Section 108.7, revised January 1, 2001.

3. Under CFR Title 14, Section 107.3, revised January 1, 2001, “[n]o airport
operator may operate an airport subject to this part unless it adopts and carries out a
security program.”

4. Federal Register 66, no. 137 (July 17, 2001): 37353.

5. U.S. Government Accountability Office, Aviation Security: Vulnerabilities Still
Exist in the Aviation Security System (GAO-00-142, 2000), 3.

6. The 9/11 Commission Report: Final Report of the National Commission on Ter-
rorist Attacks upon the United States (New York: W.W. Norton & Company, Inc.,
2004), 339.

7. Air Transportation Safety and System Stabilization Act of 2001, Public Law 107—
42, U.S. Statutes at Large 115 (2001): 230.

8. Leslie Wayne and Michael Moss, “A Nation Challenged: The Airlines; Bailout
for Airlines Showed the Weight of a Mighty Lobby,” New York Times, October 10,
2001, http://query.nytimes.com/gst/fullpage. html?res=9F07EEDCI1F3CF933A2575
3C1A9679C8B63.

9. Securicor PLC, Preliminary Results Announcement for the Year Ended Sep-
tember 30, 2003.

10. See CFR Title 28, Part 104, September 11th Victim Compensation Fund of
2001, March 13, 2002.

11. Aviation and Transportation Security Act, Public Law 107-71, U.S. Statutes at
Large 115 (2001): 597.

12. “Air Marshals Taught to Be Risk Averse,” CNN.com, December 7, 2005, http://
www.cnn.com/2005/US/12/07/air.marshal/index.html.

13. Congressional Research Service, CRS Report for Congress: Air Cargo Security
(RL32022, updated July 30, 2007), i.

14. Homeland Security Act of 2002, Public Law 107-296, U.S. Statutes at Large 116
(2002): 2135.

15. Other than the defunct Argenbright Security.

16. The federal flight deck officer program, created by Section 1402 of the Home-
land Security Act of 2002, was designed to “deputize volunteer pilots of air carriers
providing passenger air transportation or intrastate passenger air transportation as
Federal law enforcement officers to defend the flight decks of aircraft of such air car-
riers against acts of criminal violence or air piracy.”

17. Section 865 defines the term “qualified anti-terrorism technology” to mean
“any product, equipment, service (including support services), device, or technology
(including information technology) designed, developed, modified, or procured for
the specific purpose of preventing, detecting, identifying, or deterring acts of terror-
ism or limiting the harm such acts might otherwise cause, that is designated as such
by the Secretary.”

18. Boyle v. United Technologies Corp., 487 U.S. 500 (1988).


http://query.nytimes.com/gst/fullpage.html?res=9F07EEDC1F3CF933A25753C1A9679C8B63
http://www.cnn.com/2005/US/12/07/air.marshal/index.html
http://www.cnn.com/2005/US/12/07/air.marshal/index.html
http://query.nytimes.com/gst/fullpage.html?res=9F07EEDC1F3CF933A25753C1A9679C8B63

140  Aviation Security Management

19. Intelligence Reform and Terrorism Prevention Act of 2004, Public Law 108-458,
U.S. Statutes at Large 118 (2004): 3638.

20. 9/11 Commission Report, 393.

21. U.S. Government Accountability Office, Aviation Security: Efforts to Strengthen
International Passenger Prescreening Are Under Way, but Planning and Implementation Is-
sues Remain (GAO-07-346, May 2007), 5.

22. In one high-profile incident in September 2004, a United Airlines flight en
route from London to Washington, DC, carrying Yusuf Islam, the pop singer formerly
known as Cat Stevens, was diverted to Bangor, Maine. After departure, U.S. Customs
agents discovered that Yusuf Islam was on government watch lists due to suspected
terrorist connections. See Sara Kehaulani Goo, “Cat Stevens Leaves U.S. after Entry
Denied,” Washington Post, September 23, 2004, http://www.washingtonpost.com/
wp-dyn/articles/A43282-2004Sep22.html.

23. The IAP is a pilot program begun in 2004 to identify and target high-risk pas-
sengers for behavioral assessment and enhanced security screening.

24. U.S. Government Accountability Office, Aviation Security: Enbancements Made in
Passenger and Checked Baggage Screening, but Challenges Remain (GAO-06-371T, 2006).

25. Jeanne Meserve, “Airport Screeners Failed to Find Most Fake Bombs, TSA
Says,” CNN.com, October 18, 2007, http://www.cnn.com/2007/TRAVEL/10/18/
airport.screeners/.

26. U.S. Government Accountability Office, Aviation Security: Long-Standing Prob-
lems Impair Airport Screeners’ Performance (GAO/RCED-00-75, 2000), 37.

27. Ibid., 24.

28. Transportation Security Administration press release, “TSA Releases Perfor-
mance Report on Contract Screeners at Five U.S. Airports,” April 22, 2004.

29. A TSA press release dated June 22, 2007, announced the selection of Trinity
"Technology Group, Inc., as the private screening company for the Charles M. Schulz-
Sonoma County (CA) Airport. In addition to the original five airports, the only other
SPP participants are Joe Foss Field in Sioux Falls (SD), Key West International Airport,
Florida Keys Marathon Airport, and the East 34th Street Heliport in New York City.

30. Aviation and Transportation Security Act, Public Law 107-71, U.S. Statutes at
Large 115 (2001): 597.

31. The Montgolfier brothers undertook the first manned balloon flight in 1783,
and in 1784 manned flight was already being regulated by French police because of
dangers to persons on the ground.

32. Lee v. International Soc. for Krishna Consciousness, Inc., 505 U.S. 830 (1992).

33. A CBS Sixty Minutes segment in 2006 reported that among the names that had
turned up on the U.S. government’s No-Fly List were those of 14 of the 19 September
11 hijackers, the president of Ecuador, and an assortment of other dead and otherwise
unlikely persons.

34. H.R. 1401, the Rail and Public Transportation Security Act of 2007, which
passed the House on March 27, 2007, and is awaiting action in the U.S. Senate, con-
tained language granting citizens who report suspicious activity relating to terrorism
immunity from lawsuits.

35. Aviation and Transportation Security Act, Public Law 107-71, U.S. Statutes at
Large 115 (2001): 597, §44941.

36. Libby Sander, “6 Imams Removed from Flight for Behavior Deemed Suspi-
cious,” New York Times, November 22, 2006, http://www.nytimes.com/2006/11/22/
us/22muslim.html.


http://www.washingtonpost.com/wp-dyn/articles/A43282%E2%80%932004Sep22.html
http://www.washingtonpost.com/wp-dyn/articles/A43282%E2%80%932004Sep22.html
http://www.cnn.com/2007/TRAVEL/10/18/airport.screeners/
http://www.cnn.com/2007/TRAVEL/10/18/airport.screeners/
http://www.nytimes.com/2006/11/22/us/22muslim.html
http://www.nytimes.com/2006/11/22/us/22muslim.html

Aviation Security and the Legal Environment 141

37. Alan Levin, “Woman Wins $27.5 Million in Suit against Southwest Airlines,”
USATODAY.com, April 12, 2006, http://www.usatoday.com/travel/flights/2006-04—
11-swa-lawsuit_x.htm.

38. Austin Considine, “Will New Airport X-Rays Invade Privacy?” New York Times,
October 9, 2005, http://travel.nytimes.com/2005/10/09/travel/09xray.html.

39. Carol Cratty, “TSA Trying New Airline Passenger Screening Machines,” CNN.
com, October 12,2007, http://www.cnn.com/2007/TRAVEL/10/11/airport.screening/.

40. Federal Aviation Administration, FAA Aerospace Forecasts Fiscal Years 2005-2016
(FAA-APO-04-1, 2004), 1-28.

41. Office of the Inspector General, Department of Homeland Security, Tians-
portation Security Administration’s Oversight of Passenger Aircraft Cargo Faces Significant
Challenges (O1G-07-57, 2007), 3.

42. U.S. Government Accountability Office, Aviation Security: Federal Action Needed
to Strengthen Domestic Air Cargo Security (GAO-06-76, 2005), 1.

43. Roy Rowan, “Pan Am 103: Why Did They Die?” Time, April 27, 1992, http://
www.time.com/time/magazine/article/0,9171,975399,00.html.

44. Department of Homeland Security, National Strategy for Aviation Security,
March 26, 2006.

45. Office of the Inspector General, Department of Homeland Security, Tians-
portation Security Administration’s Oversight of Passenger Aircraft Cargo Faces Significant
Challenges (O1G-07-57, 2007), 6.

46. Federal Register 66, no. 137 (July 17, 2001): 37341.

47. Eric Lipton, “U.S. Security Debate Centers on Inspections of Air Cargo,” In-
ternational Herald Tribune, February 8, 2007, http://www.iht.com/articles/2007/02/08/
america/web.0208security.php.

48. Charlie Savage, “No Checks for Bombs in Certified Air Cargo,” Boston Globe,
August 24, 2007, http://www.boston.com/news/nation/articles/2007/08/24/no_
checks_ for_bombs_in_certified_air_cargo/.

49. At Miami International Airport in 2005, an American Airlines passenger was
fatally shot by federal air marshals when he suddenly bolted from an airplane while
claiming to have a bomb. See Thomas Frank, Mimi Hall and Alan Levin, “Air Mar-
shals Thrust into Spotlight,” USATODAY.com, December 8, 2005, http://www.usato
day.com/news/nation/2005-12—07-air-marshals_x.htm.


http://travel.nytimes.com/2005/10/09/travel/09xray.html
http://www.cnn.com/2007/TRAVEL/10/11/airport.screening/
http://www.time.com/time/magazine/article/0,9171,975399,00.html
http://www.time.com/time/magazine/article/0,9171,975399,00.html
http://www.iht.com/articles/2007/02/08/america/web.0208security.php
http://www.iht.com/articles/2007/02/08/america/web.0208security.php
http://www.usatoday.com/travel/flights/2006%E2%80%9304%E2%80%9311-swa-lawsuit_x.htm
http://www.usatoday.com/travel/flights/2006%E2%80%9304%E2%80%9311-swa-lawsuit_x.htm
http://www.usatoday.com/news/nation/2005%E2%80%9312%E2%80%9307-air-marshals_x.htm
http://www.usatoday.com/news/nation/2005%E2%80%9312%E2%80%9307-air-marshals_x.htm
http://www.boston.com/news/nation/articles/2007/08/24/no_checks_for_bombs_in_certified_air_cargo/
http://www.boston.com/news/nation/articles/2007/08/24/no_checks_for_bombs_in_certified_air_cargo/

CHAPTER 10

A Chronology of Attacks
against Civil Aviation

Mary F. Schiavo

One of the frequent criticisms of our approach to aviation security is that we
devote too much or even all of our attention to responding to the last attack
rather than protecting ourselves against the next attack. We are reactive rather
than proactive, and our institutional memory if any, is usually short term.

The September 11, 2001, attacks were both foreseeable and foreseen. There
have been more hijackings in history than bombings or shoot-downs, and there
were prior instances of multiple hijackings on the same or successive days.
Nonetheless, on September 11, 2001, if the airlines were looking for anything,
they were looking for a terrorist with a bomb in the checked luggage. The last
major terrorist attack that people remembered was Pan Am Flight 103 in 1988,
brought down over Lockerbie, Scotland, by a bomb in a checked bag.

"Thus, this chapter is an effort to alleviate the problems of the lack of in-
stitutional memory and the lack of any publicly available printed historical
chronology of the attacks against civil aviation. In a world in which holy wars
span millennia, forgetting the history of the past century can prove deadly.

1930s

May 1930

Hijacking: Peruvian revolutionaries seized a Pan American mail plane.

Source: http://www.centennialofflight.gov/essay/Government_Role/security/
POL18.htm.

February 21, 1931

Hijacking: Revolutionary soldiers hijacked a Ford Tri-Motor aircraft at
Arequipa Airport, Peru.

Source: Aviation Safety Network Database: http://aviation-safety.net/database.
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October 17, 1933

Bombing: A United Airlines flight exploded over Chesterton, Indiana, kill-
ing everyone on board, including the first flight attendant to die while in
service.

1947

July 19, 1947

Hijacking: Three Romanians killed an air crew member.

Source: http://www.centennialofflight.gov/essay/Government_Role/security/
POL18.htm.

1948

April 6, 1948

Hijacking: A group of 17 hijackers at Praha/Ruzyne International Air-
port, Czech Republic, demanded to be taken to the U.S. Zone in
Germany.

June 17, 1948
Hijacking: A Transporturile Aeriene Romano-Sovietice (TARS) flight was
hijacked. The target was Austria.

June 30, 1948
Hijacking: Anticommunists seized a TABSO Ju-52 aircraft after takeoff from
Varna Airport, Bulgaria, in order to have it flown to Istanbul, Turkey.

July 17, 1948
Hijacking: A Cathay Pacific Airlines Catalina seaplane was hijacked en route
from Macao to Hong Kong.

September 12, 1948

Hijacking: An Olympic Airways DC-3 aircraft was hijacked on a domestic
flight between Athens and Thessaloniki International Airport, Greece.

Source: Aviation Safety Network Database: http://aviation-safety.net/data
base.

1949

January 4, 1949

Hijacking: A Maszovlet DC-3 aircraft was hijacked on a domestic flight in
Hungary.

January 30, 1949

Hijacking: Six hijackers seized a China National aircraft in Shanghai.

April 29, 1949

Hijacking: A hijacker, on a Romanian domestic flight, seized a TARS DC-3
in order to go to Greece.


http://www.centennialofflight.gov/essay/Government_Role/security/POL18.htm
http://www.centennialofflight.gov/essay/Government_Role/security/POL18.htm
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http://aviation-safety.net/database
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May 7, 1949
Bombing: Two ex-convicts placed a time bomb on a Philippine Airlines flight
en route between Daet and Manila. The bomb exploded.

September 9, 1949

Bombing: In order to marry another woman and profit from his wife’s
$10,000.00 life insurance policy, a man had a time bomb placed in his wife’s
suitcase. The bomb exploded on a Canadian Pacific Airlines aircraft en
route between Montreal and Comeau Bay.

September 16, 1949
Hijacking: A Polskie Linie Lotnicze (LOT) aircraft in Gdansk, Poland, was
hijacked. The target was Sweden.

December 9, 1949
Hijacking: Four hijackers seized a TARS DC-3 aircraft at Sibiu Airport,
Romania.

December 16, 1949

Hijacking: A LOT aircraft was seized by 16 hijackers who demanded to be
taken to Denmark.

Source: Aviation Safety Network Database: http://aviation-safety.net/data
base.

1950

March 24, 1950
Hijacking: Two people hijacked a CSA DC-3 in Brno, Czech Republic.

March 24, 1950

Hijacking: A Ceskoslovenske Aerolinie (CSA) DC-3 was hijacked on a do-
mestic flight in the Czech Republic. The two hijackers demanded to be
taken to the U.S. Zone in Germany.

March 24, 1950

Hijacking: A CSA DC-3 was hijacked en route from Slovakia to the Czech
Republic. The four hijackers demanded to be taken to the U.S. Zone in
Germany.

April 13, 1950

Bombing: An explosion caused a hole in the fuselage in the rear of a British
European Airways (BEA) aircraft on a flight between Northolt Airport,
England, and Paris, France.

August 11, 1950

Hijacking: Two hijackers seized a CSA aircraft in order to be taken to
Germany.

Source: Aviation Safety Network Database: http://aviation-safety.net/data
base.
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1951

October 17, 1951

Hijacking: A Jugoslovenski Aerotransport (JAT) DC-3 aircraft was seized by
two hijackers who demanded to be taken to Zurich, Switzerland.

Source: Aviation Safety Network Database: http://aviation-safety.net/database.

1952

March 23, 1952
Hijacking: Four hijackers demanding to go to Germany seized a CSA Doug-
las C-47 aircraft on a Czech Republic domestic flight.

April 18, 1952
Hijacking: A JAT aircraft en route from Croatia to Slovenia was hijacked.
The target was Austria.

June 26, 1952
Hijacking: A JAT aircraft was hijacked as it was departing from Serbia.

August 12, 1952

Bombing: An in-flight explosion caused a Transportes Aéreos Naciona-
les aircraft to crash while en route between Rio Verde and Goiinia Santa
Genoveva airports in Brazil.

September 24, 1952

Bombing: A suitcase bomb with shrapnel exploded after a Mexicana aircraft
departed from Mexico City. The intention was to cash in on the life insur-
ance policies of eight people on board.

December 30, 1952

Hijacking: A lone gunman hijacked a Philippine Airlines Douglas DC-3 on
a flight from Laoag, Philippines. He forced himself into the cockpit and
shot the captain and a steward; then the crew set the plane in a steep dive to
knock the hijacker off balance.

Source: Aviation Safety Network Database: http://aviation-safety.net/database.

1953

February 3, 1953
Bombing: An Air-Outre Mer aircraft exploded near Lai Chau, Vietnam.
Source: Aviation Safety Network Database: http://aviation-safety.net/database.

1954

July 6, 1954

Hijacking: A 15-year-old armed with an empty pistol charged the cockpit of
an American Airlines Douglas DC-9 on a flight from Cleveland, Ohio, to
St. Louis, Missouri.

Source: Aviation Safety Network Database: http://aviation-safety.net/database.
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1955

April 11, 1955

Bombing: A device placed in the wheel well of an Air India aircraft exploded
en route between Hong Kong and Jakarta.

Source: Aviation Safety Network Database: http://aviation-safety.net/data
base.

November 1, 1955

Bombing: A bomb destroyed a United Airlines plane after it took off from
Denver, Colorado. A son placed a bomb in his mother’s luggage in order to
cash in on her insurance policy.

Source: http://www.centennialofflight.gov/essay/Government_Role/security/
POL18.htm; “FAA History Chronology, 1926-1996.” Washington, DC:
Government Printing Office, 1997.

1956

July 3, 1956
Hijacking: Seven hijackers attempted to seize a Malev Hungarian Airlines
HA-LIG aircraft on a domestic flight departing from Budapest, Hungary.

October 13, 1956

Hijacking: Four armed gunman seized a Malev aircraft on a domestic route
in Hungary.

Source: Aviation Safety Network Database: http://aviation-safety.net/data
base.

1957

July 25, 1957

Bombing: Dynamite exploded in the lavatory of a Western Airlines aircraft
flying at 7,500 feet over California, blowing the person who had detonated
the charge through the side of the aircraft.

Source: “FAA History Chronology, 1926-1996.”

December 19, 1957

Bombing: A bomb exploded in the lavatory of a SAGETA aircraft en route
between Argentina and Paris.

Source: Aviation Safety Network Database: http://aviation-safety.net/database.

1958

February 16, 1958

Hijacking: A Korean National Airlines Douglas DC-3 en route between
Busan-Gimhae and Seoul-Gimpo international airports, South Korea, was
hijacked. The hijackers demanded to be taken to North Korea.


http://aviation-safety.net/database
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April 9, 1958
Hijacking: A Cubana de Aviacion aircraft was hijacked en route from Havana,
Cuba, to Santa Clara Airport, Cuba.

April 13, 1958
Hijacking: Three peopled hijacked a Cubana Douglas DC-3 aircraft on a
domestic flight in Cuba and demanded to be taken to the United States.

October 22, 1958
Hijacking: A Cubana Douglas DC-3 aircraft hijacked en route from Cayo

Mambi to Moa Bay, Cuba, disappeared with the three hijackers on
board.

November 6, 1958

Hijacking: A Cubana Douglas DC-3 aircraft was hijacked after departing
from Manzanillo, Cuba.

Source: Aviation Safety Network Database: http://aviation-safety.net/database.

1959

April 10, 1959

Hijacking: Six rebels killed the pilot on board a COHATA Douglas DC-3
flying from Les Cayes Airport to Port-au-Prince, Haiti, in order to divert
the plane to Cuba.

April 16, 1959
Hijacking: An Aerovias Cuba International Douglas DC-3 was hijacked to be
flown to the United States.

April 25, 1959
Hijacking: A Cubana de Aviacion aircraft was hijacked en route from Varadero
to Havana, Cuba.

July 8, 1959
Hijacking: A JAT aircraft was hijacked en route from Tivat Airport to
Beograd Airport, Serbia.

September 8, 1959

Bombing: A bomb was detonated in the passenger cabin of a Mexicana air-
craft after it departed from Mexico City. The passenger who is believed to
have carried the bomb fell from the aircraft.

October 2, 1959
Hijacking: A Cubana Aviacion aircraft was hijacked en route from Havana,
Cuba, to Santiago Airport, Chile.

December 2, 1959

Hijacking: Brazilian Air Force officers seized a Panair do Brasil L-049 air-
craft after it departed from Rio de Janeiro, Brazil.

Source: Aviation Safety Network Database: http://aviation-safety.net/database.
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1960

January 6, 1960
Bombing: A National Airlines aircraft crashed near Bolivia, North Carolina.
The accident investigation revealed that the plane had disintegrated in

flight as a result of a dynamite explosion.
Source: “FAA History Chronology, 1926-1996.”

April 12, 1960
Hijacking: A pilot and two crewmen were among the four hijackers of a
Cubana de Aviacion aircraft.

July 5, 1960
Hijacking: A Cubana de Aviacion aircraft was hijacked en route from Madrid,
Spain, to Havana.

July 17, 1960
Hijacking: A pilot hijacked a Cubana de Aviacion aircraft en route from
Havana to Miami, Florida.

July 19, 1960
Hijacking: A lone hijacker demanded to be taken to Singapore on a Trans
Australia Airlines L-188 flight en route from Sydney to Brisbane.

July 28, 1960

Hijacking: A Cubana de Aviacion DC-3 flight en route to Camaguey, Cuba,
was diverted to Miami by the captain in order for him to gain political
asylum.

October 29, 1960

Hijacking: The copilot of a Cubana de Aviacion DC-3, after takeoft from
Havana, demanded to be taken to the United States along with eight other
people on board.

Source for the 1960 section (unless otherwise stated): Aviation Safety Net-
work Database: http://aviation-safety.net/database.

1961

January 1, 1961
Hijacking: Two hijackers seized a Cubana de Aviacion aircraft departing from
Havana in order to go to New York.

May-August 1961
Hijacking: Five incidents originated in the United States.
Source: “FAA History Chronology, 1926-1996.”

May 1, 1961
Hijacking: A flight between Marathon Flight Strip and Key West, Florida,
was hijacked. The target was Cuba.


http://aviation-safety.net/database
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May 10, 1961

Bombing: An Air France aircraft en route from Chad to France broke up
in flight over the Sahara Desert after what was thought to be an explosive
device caused the empennage to fail.

July 3, 1961
Hijacking: A Cubana de Aviacion aircraft was hijacked en route from Havana
to Varadero, Cuba.

July 24, 1961
Hijacking: An Eastern Airlines flight was hijacked en route from Miami to
"Tampa, Florida, to go to Cuba.

July 31, 1961
Hijacking: A Pacific Airlines flight was hijacked en route to San Francisco,
California. The target was Cuba.

August 3, 1961
Hijacking: A Continental Airlines B-707 was hijacked en route to Houston, Texas,
from Los Angeles, California. The hijackers demanded to be taken to Cuba.

August 9, 1961
Hijacking: A Pan American World Airways flight was hijacked en route from
Mexico City to Guatemala City. The hijacker demanded to be taken to Cuba.

August 9, 1961
Hijacking: Five hijackers attempted to seize an Aerovias Cuba International
flight after takeoff from Havana.

November 10, 1961
Hijacking: Six hijackers seized a TAP Air Portugal aircraft in order to drop
leaflets over Lisbon, Portugal.

November 27, 1961

Hijacking: Five students seized an AVENSA aircraft in order to drop leaflets
over Caracas, Venezuela.

Source for the 1961 section (unless otherwise stated): Aviation Safety Net-
work Database: http://aviation-safety.net/database.

1962

March 17, 1962
Hijacking: An aircraft was hijacked en route between Paris and St. Martin
de I’Ardoise.

April 16, 1962

Hijacking: A hijacker seized a KLM Royal Dutch Airlines aircraft en route
between the Amsterdam, the Netherlands, and Lisbon airports in order to
be taken to East Berlin.


http://aviation-safety.net/database
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May 22, 1962

Bombing: A Continental Air Lines 707 flying over southern Iowa exploded
with the probable cause cited as a dynamite detonation in the rear lavatory.

Source: “FAA History Chronology, 1926-1996.”

Source for the 1962 section (unless otherwise stated): Aviation Safety Net-
work Database: http://aviation-safety.net/database.

1963

November 28, 1963

Hijacking: Six hijackers took over an AVENSA aircraft en route between
Ciudad Bolivar and Caracas airports, Venezuela.

Source: Aviation Safety Network Database: http://aviation-safety.net/database.

1964

May 7, 1964

Hijacking: The captain and first officer of a Pacific Air Lines Fokker F-27
were shot en route from Reno, Nevada, to San Francisco.

Source: “FAA History Chronology, 1926-1996.”

December 8, 1964

Bombing: A dynamite charge exploded on board an Aerolineas Abaroa air-
craft on a domestic flight headed to La Paz, Bolivia.

Source: Aviation Safety Network Database: http://aviation-safety.net/database.

1965

July 8, 1965
Bombing: A bomb detonated in the left aft lavatory of a Canadian Pacific Air
Lines aircraft on a domestic flight from Vancouver to White Horse.

August 31, 1965
Hijacking: A Hawaiian Airlines flight was hijacked as it was departing from
Honolulu International Airport, Hawaii, en route to Kauai Island Airport.

October 11, 1965
Hijacking: Two hijackers seized an Aloha Airlines aircraft departing from
Hoolehua-Molokai Airport en route to Honolulu International Airport.

October 26, 1965
Hijacking: A hijacker attempted to size a National Airlines aircraft en route
from Miami to Key West.

November 17, 1965
Hijacking: A National Airlines MD DC-8 was hijacked en route from Hous-
ton, Texas, to Melbourne, Florida.


http://aviation-safety.net/database
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December 31, 1965

Hijacking: An Aeroflot aircraft was taken over by two hijackers.

Source: Aviation Safety Network Database: http://aviation-safety.net/data
base.

1966

March 27, 1966
Hijacking: The flight engineer seized a Cubana de Aviacion aircraft en route
between Santiago, Cuba, and Havana.

July 7, 1966
Hijacking: Nine hijackers, including the pilot, seized a Cubana de Aviacion
aircraft en route to Havana from Santiago.

August 1966
Hijacking: Three hijackers stormed an Aeroflot aircraft in Batumi, Georgia.

September 28, 1966

Hijacking: In order to stage a symbolic invasion, 19 Argentineans seized an
Aerolineas Argentinas aircraft en route from Buenos Aires, Argentina.

Source: Aviation Safety Network Database: http://aviation-safety.net/database.

1967

February 7, 1967
Hijacking: A single hijacker seized a United Arab Airlines aircraft en route to
Hurghada, Egypt, from Cairo, Egypt.

April 23, 1967
Hijacking: Five hijackers took over a Nigeria Airways aircraft en route from
Benin City to Lagos, Nigeria.

May 29, 1967
Bombing: A time bomb detonated on board an Aerocondor de Colombia
aircraft en route from Barranquilla to Bogoti, Colombia.

June 5, 1967

Shooting: An Alia Royal Jordanian Airlines DC-7 was destroyed on the
ground at Damascus International Airport, Syria, during an Israeli air raid
during the Six-Day War.

June 30, 1967
Bombing: A bomb exploded while an Aden Airways aircraft was being quar-
antined on the ground at the Aden International Airport in Yemen.

August 6, 1967
Hijacking: Five hijackers attempted to seize an Aerovias Condor aircraft after
the flight departed from Barranquilla, Colombia.
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September 9, 1967
Hijacking: Three hijackers seized an Avianca aircraft after the flight departed
from Barranquilla, Colombia.

October 12, 1967

Bombing: A device detonated under a seat in the cabin area of a BEA aircraft
en route to Nicosia Airport in Cyprus. The explosion caused a structural
breakup in the aircraft and it crashed into the ocean.

November 12, 1967

Bombing: A bomb exploded in the rear baggage compartment on board an
American Airlines B-727 en route from Chicago, Illinois, to San Diego,
California.

December 11, 1967

Bombing: A homemade bomb detonated in the rear baggage compartment on
board an American Airlines B-727 en route from Chicago to San Diego.

Source: Aviation Safety Network Database: http://aviation-safety.net/data
base.

1968

Hijackings: There were 35 hijackings in total. During 1968, 12 airliners and
6 general aviation aircraft belonging to U.S. carriers were hijacked. Out of
the 35, 18 involved U.S. aircraft.

Source: “FAA History Chronology, 1926-1996.”

February 9, 1968
Hijacking: A lone hijacker seized a Pan Am aircraft en route from Vietnam
to Hong Kong.

February 21, 1968
Hijacking: A Delta Air Lines flight from Tampa en route to West Palm
Beach, Florida, was hijacked.

March 5, 1968
Hijacking: Three hijackers seized an Avianca aircraft en route to Barran-
quilla, Colombia.

March 12, 1968
Hijacking: Three hijackers seized a National Airlines aircraft en route from
Tampa to Miami.

March 21, 1968
Hijacking: Three hijackers attempted to seize an AVENSA aircraft after its
departure from Caracas Airport.

June 19, 1968
Hijacking: A VIASA aircraft was hijacked after departing from Santo Do-
mingo. The hijacker demanded to be taken to Cuba.
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June 29, 1968
Hijacking: A Southeast Airlines aircraft was hijacked en route to Key West
from Tampa. The hijacker demanded to be taken to Cuba.

July 1, 1968
Hijacking: A Northwest Airlines B-727 was hijacked en route to Miami from
Chicago. The hijacker demanded to be taken to Cuba.

July 4, 1968
Hijacking: A TWA Airlines B-727 was hijacked en route from Kansas City
to Las Vegas, Nevada.

July 12, 1968
Hijacking: A Delta Air Lines aircraft was hijacked en route to Houston from
Baltimore, Maryland. The hijacker demanded to be taken to Cuba.

July 17, 1968

Hijacking: A National Airlines aircraft was hijacked en route to Miami, Flor-
ida, from Los Angeles, California. The hijacker demanded to be taken to
Cuba.

July 19, 1968
Bombing: The ticket offices of both Air France and Japan Air Lines in Los
Angeles, were damaged by explosions.

Source: Brian Jenkins and Janera Johnson, International Terrorism: A Chronol-
ogy, 1968—1974 (Santa Monica, CA: RAND Corporation, 1975).

July 23, 1968
Hijacking: An El Al B-707 flying from Rome, Italy, to Tel Aviv, Israel, was
hijacked by three people and flown to Algeria.

August 17, 1968
Bomb: A Mexican Airlines office in Miami was damaged by a bomb.
Source: Jenkins and Johnson, International Tervorism: A Chronology, 1968—1974.

August 22, 1968
Bombing: Fire bombs destroyed two East Coast Leasing aircraft on the
ground at Martinsburg Airport in West Virginia.

September 11, 1968
Hijacking: An Air Canada aircraft was hijacked en route from St. John Air-
port to Toronto, Canada. The hijacker demanded to be flown to Cuba.

September 20, 1968
Hijacking: An Eastern Airlines B-720 was hijacked en route from San Juan,
Puerto Rico, to Miami. The hijacker demanded to be taken to Cuba.

September 22, 1968
Hijacking: An Avianca B-727 was hijacked after its departure from Barran-
quilla Airport, Colombia. The hijacker demanded to be taken to Cuba.
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September 22, 1968

Hijacking: An Avianca Douglas DC-4 aircraft was hijacked after its departure
from Barranquilla Airport, Colombia. The hijacker demanded to be taken
to Cuba.

October 6, 1968
Hijacking: An AeroMaya aircraft was hijacked after its departure from Cozu-
mel, Mexico. The three hijackers demanded to be taken to Cuba.

October 30, 1968
Hijacking: An SAESA aircraft was hijacked after its departure from Tampico,
Mexico. The hijacker demanded to be taken to Brownsville, Texas.

November 2, 1968

Hijacking: An Eastern Airlines MD DC-9 was hijacked en route to Chicago
from Mobile, Alabama. The hijacker demanded to be taken to South
Vietnam.

November 4, 1968
Hijacking: A National Airlines B-727 was hijacked en route from New Or-
leans, Louisiana, to Miami. The hijacker demanded to be taken to Cuba.

November 6, 1968
Hijacking: Four hijackers demanding money seized a Philippine Air Lines
aircraft en route from Abu to Manila, the Philippines.

November 8, 1968
Hijacking: Two hijackers seized an Olympic Airways B-707 en route from
Paris, France, to Athens, Greece.

November 18, 1968
Hijacking: Two hijackers demanding to be taken to Cuba seized a Mexicana
aircraft departing Mérida-Rejon Airport, Mexico.

November 19, 1968

Bombing: There was an explosion in the lavatory of a Continental Air Lines
B-707 upon its descent into Denver International Airport. The flight origi-
nated in Los Angeles.

November 23, 1968
Hijacking: Nine hijackers seized an Eastern Air Lines B-727 en route to
Miami from Chicago. They demanded to be flown to Cuba.

November 24, 1968
Hijacking: Three hijackers, demanding to be flown to Cuba, seized a Pam
Am B-707 aircraft en route from New York to San Juan.

November 30, 1968
Hijacking: An Eastern Airlines B-720 was hijacked en route to Dallas, Texas,
from Miami. The hijacker demanded to be flown to Cuba.



A Chronology of Attacks against Civil Aviation 155

December 3, 1968
Hijacking: A hijacker seized a National Airlines B-727 en route from Tampa
to Miami in order to go to Cuba.

December 11, 1968
Hijacking: Two hijackers demanded to go to Cuba on board a TWA B-727
en route to Nashville, Tennessee, from Miami.

December 19, 1968

Hijacking: An Eastern Airlines MD DC-8 was hijacked en route from Phila-
delphia, Pennsylvania, to Miami by two hijackers demanding to be flown
to Cuba.

December 26, 1968

Shooting: Israeli commandos opened fire on an El Al (Israel Airlines) plane
in Athens.

Source: Jenkins and Johnson, “International Terrorism: A Chronology,
1968-1974.”

Source for the 1968 section (unless otherwise stated): Aviation Safety Net-
work Databases, http://aviationsafety.net/database/.

1969

Hijackings: There were 87 hijackings in total. Out of these, 40 involved U.S.
aircraft and 47 involved foreign aircraft.
Source: “FAA History Chronology, 1926-1996”

January 1969

Hijacking: A total of eight U.S. airliners were hijacked during January
1969.

Source: “FAA History Chronology, 1926-1996”

January 2, 1969
Hijacking: An Olympic Airways aircraft was taken over by one hijacker after
departing Heraklion Airport en route to Athens.

January 2, 1969
Hijacking: Three hijackers demanded to be taken to Cuba on board an East-
ern Air Lines flight en route from JFK Airport in New York to Miami.

January 7, 1969

Hijacking: An Avianca flight was hijacked while on a domestic flight in
Colombia departing from Riohacha-Almirante Padilla Airport. The hijacker
wanted to go to Cuba.

January 9, 1969
Hijacking: An Eastern Airlines B-727 was hijacked en route from Miami to
Nassau, in the Bahamas. The hijacker demanded to be flown to Cuba.
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January 11, 1969
Hijacking: A United Air Lines B-727 was hijacked en route from Jackson-
ville, Texas, to Miami. The hijacker demanded to be flown to Cuba.

January 11, 1969
Hijacking: An Aerovias Peruanas (APSA) flight was hijacked en route from
Panama City to Miami. The hijacker demanded to be flown to Cuba.

January 13, 1969
Hijacking: A Delta Air Lines flight was hijacked en route from Detroit,
Michigan, to Miami. The hijacker demanded to be flown to Cuba.

January 19, 1969

Hijacking: An Ecuatoriana airliner was hijacked en route from Guayaquil-
Simon Bolivar Airport, Equador, to Quito, Equador. The 10 hijackers de-
manded to be flown to Cuba.

January 19, 1969
Hijacking: An Eastern Air Lines flight was hijacked en route to Miami from
New York. The hijacker demanded to be flown to Cuba.

January 24, 1969
Hijacking: A National Airlines B-727 was hijacked en route from Key West
to New York. The hijacker demanded to be flown to Cuba.

January 28, 1969

Hijacking: A National Airlines MD DC-8 aircraft was hijacked en route
from New Orleans to Miami. The two hijackers demanded to be flown to
Cuba.

January 28, 1969

Hijacking: An Eastern Airlines MD DC-8 was hijacked en route to Miami
from Atlanta, Georgia. The three hijackers demanded to be flown to
Cuba.

January 31, 1969
Hijacking: A National Airlines flight was hijacked en route between San
Francisco and Tampa. The hijacker demanded to be flown to Cuba.

February 3, 1969
Hijacking: A National Airlines B-727 was seized en route from New York to
Miami by two hijackers.

February 3, 1969
Hijacking: An Eastern Airlines B-727 was hijacked en route from Newark,
New Jersey, to Miami. The four hijackers demanded to be flown to Cuba.

February 5, 1969
Hijacking: A SAM Colombia airliner was hijacked en route from Barranquilla
to Medellin, Colombia. The hijacker demanded to be flown to Cuba.
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February 6, 1969
Hijacking: A Venezuelan plane en route to Havana was hijacked by seven
men.

Source: Jenkins and Johnson, “International Terrorism: A Chronology,
1968-1974.”

February 8, 1969
Hijacking: A Douglas DC-6 aircraft was hijacked after departure from
Mexico City. The hijacker demanded to be flown to Cuba.

February 10, 1969
Hijacking: An Eastern Air Lines airliner was hijacked en route from San Juan
to Miami. The hijacker demanded to be flown to Cuba.

February 11, 1969
Hijacking: A Linea Aeropostal Venezolana (LAV) airliner was hijacked en

route from San Juan to Miami. The three hijackers demanded to be flown
to Cuba.

February 25, 1969
Hijacking: An Eastern Airlines MD DC-8 was hijacked en route to Miami
from Atlanta. The hijacker demanded to be flown to Cuba.

March 5, 1969
Hijacking: A National Airlines B-727 was hijacked en route from New York
to Miami. The hijacker demanded to be flown to Cuba.

March 11, 1969

Bombing: There were two explosions in the passenger compartment while
an Ethiopian Airlines B-707 was on the ground at Frankfurt International
Airport, Germany.

March 11, 1969
Hijacking: A SAM Colombia airliner was hijacked en route from Medellin to
Cartagena. The hijacker demanded to be flown to Cuba.

March 15, 1969

Hijacking: An Aerovias Condor was hijacked en route to San Andrés Island,
Colombia, from Barranquilla, Colombia. The hijacker demanded to be
flown to Cuba.

March 17, 1969
Hijacking: A Delta Air Lines MD DC-9 was hijacked en route to Augusta,
Georgia, from Atlanta. The hijacker demanded to be flown to Cuba.

March 17, 1969
Hijacking: A Faucett B-727 was hijacked en route from Lima to Arequipa-

Rodriguez Ballon Airport, Peru. The four hijackers demanded to be flown
to Cuba.
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March 19, 1969
Hijacking: A Delta Air Lines airliner was hijacked en route from Dallas,

"Texas, to New Orleans, Louisiana. The hijacker demanded to be flown to
Cuba.

March 25, 1969
Hijacking: A Delta Air Lines MD DC-8 was hijacked en route from Dallas to
San Diego. The hijacker demanded to be flown to Cuba.

April 11, 1969

Hijacking: A Douglas DC-6 airliner was hijacked en route to Quito from
Guayaquil-Simon Bolivar Airport, Ecuador. The three hijackers demanded
to be flown to Cuba.

April 13, 1969
Hijacking: A Pan Am B-727 was hijacked during a flight from San Juan to
Miami. The four hijackers demanded to be flown to Cuba.

April 14, 1969
Hijacking: A SAM Colombia airliner was hijacked en route from Medellin

to Barranquilla, Colombia. The three hijackers demanded to be flown to
Cuba.

May 5, 1969
Hijacking: A National Airlines B-727 was hijacked during a flight from New
York to Miami. The two hijackers demanded to be flown to Cuba.

May 20, 1969
Hijacking: An Avianca B-737 was hijacked en route to Pereira from Bogotd,
Colombia. The three hijackers demanded to be flown to Cuba.

May 26, 1969
Hijacking: A Northeast Airlines B-727 was hijacked en route from Miami to
New York. The three hijackers demanded to be flown to Cuba.

May 30, 1969

Hijacking: A Texas International Airlines flight from New Orleans to Alex-
andria Airport, Egypt, was hijacked. The hijacker demanded to be flown
to Cuba.

June 4, 1969

Hijacking: Three hijackers attempted to seize a Direc¢do de Exploracio dos
Transp. Aéreos (DTA) airliner en route from Ambrizete, Brazil, to Santo
Antonio do Zaire, Brazil.

June 8, 1969
Hijacking: A Portuguese airliner was diverted to Pointe-Noire, Congo
Brazauille, by two people in Portuguese army uniforms.

Source: Jenkins and Johnson, “International Terrorism: A Chronology,
1968-1974.”
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June 17, 1969
Hijacking: A TWA B-707 was hijacked en route to New York from Oakland,
California. The hijacker demanded to be flown to Cuba.

June 18, 1960

Hijacking: An Ethiopian airliner was hijacked in Karachi by members of
Eritrean Liberation Front (ELF).

Source: Jenkins and Johnson, “International Terrorism: A Chronology,
1968-1974.”

June 20, 1969

Hijacking: Four hijackers demanded to be flown to Cuba on board a Lineas
Aéreas La Urraca flight from Villavicencio—La Vanguardia Airport to Mon-
terrey Airport, Colombia.

June 22, 1969
Hijacking: An Eastern Air Lines MD DC-8 was hijacked en route from New-
ark to Miami. The three hijackers demanded to be flown to Cuba.

June 25, 1969
Hijacking: A United Air Lines MD DC-8 was hijacked en route to New York
from Los Angeles. The hijacker demanded to be flown to Cuba.

June 28, 1969
Hijacking: An Eastern Air Lines B-727 was hijacked en route to Tampa from
Baltimore. The hijacker demanded to be flown to Cuba.

July 3, 1969
Hijacking: A SAETA airliner was hijacked en route from Tulcin to Quito,
Ecuador. The 13 hijackers demanded to be flown to Cuba.

July 10, 1969
Hijacking: An Avianca airliner was hijacked en route to Santa Marta from
Barranquilla, Colombia. The hijacker demanded to be flown to Cuba.

July 10, 1969
Hijacking: A SAM Colombia aircraft was hijacked en route to Bogoti. The
hijacker demanded to be flown to Cuba.

July 26, 1969
Hijacking: A Continental Air Lines airliner was seized en route from El Paso
to Midland, Texas. The hijacker demanded to be flown to Cuba.

July 26, 1969
Hijacking: A Mexicana Douglas DC-6 was hijacked en route to Villa Hermosa,
Mexico. The two hijackers demanded to be flown to Cuba.

July 29, 1969
Hijacking: An airliner after departing Managua Airport, Nicaragua, was hi-
jacked in order to be flown to Cuba.
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July 31, 1969
Hijacking: A TWA B-727 was hijacked en route to Los Angeles from Phila-
delphia. The hijacker demanded to be flown to Cuba.

August 4, 1969

Hijacking: An Avianca airliner was hijacked after departing from Santa
Marta—Simon Bolivar Airport, Colombia. The three hijackers demanded
to be flown to Cuba.

August 5, 1969

Bombing: A passenger on board a Philippine Air Lines flight exploded a
bomb in the lavatory of the plane. The explosion pushed the passenger out
of the plane, but the plane landed safely.

August 5, 1969

Hijacking: An Eastern Air Lines MD DC-9 was hijacked en route from
Charlotte, North Carolina, to Tampa. The hijacker demanded to be flown
to Cuba, to see if he had the nerve to simulate a hijacking.

August 9, 1969

Bomb: Two American tourists were injured when a bomb exploded at an
Olympic Airways facility in Athens.

Source: Jenkins and Johnson, “International Terrorism: A Chronology,
1968-1974.”

August 11, 1969
Hijacking: Seven hijackers seized an Ethiopian Airlines airliner en route to
Addis Ababa—Bole Airport.

August 14, 1969
Hijacking: Two hijackers seized a Northeast Airlines B-727 en route to Miami
from Boston, Massachusetts, in order to be flown to Cuba.

August 16, 1969
Hijacking: Four hijackers demanding to be taken to Albania seized an Olympic
Airways airliner after its departure from Athens.

August 18, 1969
Hijacking: Six hijackers seized a Misrair airliner en route from Cairo to
Luxor Airport, Egypt.

August 23, 1969
Hijacking: Two hijackers seized an Avianca airliner en route to Bogotd. The
target was Cuba.

August 29, 1969

Hijacking: A U.S. aircraft outside the Western Hemisphere, a TWA 707
bound for Greece, was hijacked and diverted to Syria.

Source: “FAA History Chronology, 1926-1996”; Aviation Safety Network
Database: http://aviation-safety.net/database/events/event.php?code=SE.
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August 29, 1969
Hijacking: A National Airlines B-727 was hijacked en route to New Orleans
from Miami. The hijacker demanded to be flown to Cuba.

September 6, 1969
Hijacking: Seven hijackers seized a TAME Ecuador airliner in order to be
flown to Cuba.

September 6, 1969
Hijacking: Six hijackers seized a TAME Ecuador airliner in order to be flown
to Cuba.

September 7, 1969
Hijacking: An Eastern Air Lines airliner en route from New York to San
Juan. The hijacker demanded to be flown to Cuba.

September 10, 1969
Hijacking: An Eastern Air Lines MD DC-8 was hijacked en route to San
Juan from New York. The hijacker demanded to be flown to Cuba.

September 13, 1969
Hijacking: A Servicio Aéreo de Honduras (SAHSA) airliner was hijacked en
route to Tegucigalpa, Honduras.

September 13, 1969
Hijacking: Three hijackers seized an Ethiopian Airlines aircraft en route
from Addis Ababa—Bole Airport, Ethiopia, to Djibouti.

September 16, 1969
Hijacking: A Tiirk Hava Yollari (THY) flight was hijacked en route to Ankara
from Istanbul, Turkey.

September 24, 1969
Hijacking: A National Airlines B-727 was hijacked en route from Charleston,
South Carolina, to Miami. The hijacker demanded to be flown to Cuba.

October 8, 1969
Hijacking: An Aerolineas Argentinas B-707 was hijacked en route from
Buenos Aires to Miami. The hijacker demanded to be flown to Cuba.

October 8, 1969
Hijacking: A Cruzerio airliner was hijacked en route from Belém Airport to
Manaus, Brazil. The four hijackers demanded to be flown to Cuba.

October 9, 1969
Hijacking: A National Airlines flight from Los Angeles to Miami, Florida
was hijacked. The hijacker demanded to be flown to Cuba.

October 19, 1969
Hijacking: Two hijackers seized a LOT airliner en route to Germany from
Poland.
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October 21, 1969
Hijacking: A Pan Am B-720 was hijacked en route to Miami from Mexico
City. The hijacker demanded to be flown to Cuba.

October 28, 1969
Hijacking: Two hijackers seized an airliner on a domestic flight to Bogota.

October 31, 1969

Hijacking: A U.S. Marine who was absent without leave hijacked a TWA 707
plane bound for San Francisco and diverted the plane on a 17-hour journey
that ended in Rome.

Source: “FAA History Chronology, 1926-1996.”

November 4, 1969

Hijacking: A Varig airliner was hijacked en route to Santiago, Chile, from
Buenos Aires, Argentina. The six hijackers demanded to be flown to
Cuba.

November 4, 1969

Hijacking: A Nicaraguan flight was hijacked en route to Mexico from
Miami.

Source: Jenkins and Johnson, “International Terrorism: A Chronology,
1968-1974.”

November 4, 1969

Hijacking: A LANICA aircraft was hijacked en route from Managua Airport
to San Salvador, El Salvador. The two hijackers demanded to be flown to
Cuba.

November 8, 1969
Hijacking: An Austral Lineas Aéreas aircraft was hijacked en route to Buenos
Aires. The hijacker demanded to be taken to Cuba.

November 10, 1969
Hijacking: A hijacker demanding to be taken to Sweden/Mexico seized a
Delta Air Lines airliner en route to Chicago from Cincinnati, Ohio.

November 12, 1969
Hijacking: A Cruzerio airliner was hijacked en route from Manaus, Brazil, to
Belém Airport. The hijacker demanded to be taken to Cuba.

November 12, 1969

Hijacking: Two hijackers demanding to be flown to Cuba seized a LAN
Chile airliner after its departure from Santiago, Chile. The two hijackers
were taken down.

November 13, 1969
Hijacking: Six hijackers demanded an Avianca airliner en route to Bogota be
flown to Cuba.
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November 20, 1969
Hijacking: Two hijackers demanded an LOT airliner en route from Poland
to Slovakia to be flown to Vienna, Austria.

November 27, 1969

Bombing: An El Al (Israel Airlines) office was a target of hand grenades in
Athens.

Source: Jenkins and Johnson, “International Terrorism: A Chronology,
1968-1974.”

November 29, 1969
Hijacking: A hijacker demanded a Varig flight from Paris to Rio de Janeiro
to be flown to Cuba.

December 2, 1969
Hijacking: A TWA B-707 flight from San Francisco to Philadelphia was hi-
jacked. The hijacker demanded to be flown to Cuba.

December 11, 1969

Hijacking: A Korean Air Lines (KAL) aircraft en route to Seoul-Gimpo
from Kangnung Airport, South Korea, was hijacked and diverted to North
Korea.

December 12, 1969
Hijacking: Two hijackers seized an Ethiopian Airlines B-707 en route from
Madrid to Addis Ababa-Bole Airport, Ethiopia.

December 19, 1969

Hijacking: A LAN Chile B-727 was hijacked en route to Arica Airport,
Colombia, from Santiago, Chile. The hijacker demanded to be flown to
Cuba.

December 23, 1969

Hijacking: A Lineas Aéreas Costarricenses (LACSA) airliner was hijacked
en route from Puerto Limon, Costa Rica, to San José, Costa Rica. The
hijacker demanded to be flown to Cuba.

December 24, 1969

Attempted bombing: Three members of the PFLP were arrested as they
were boarding a TWA flight to Rome and New York. They were found to
be carrying explosives and were armed.

Source: Jenkins and Johnson, “International Terrorism: A Chronology,
1968-1974.”

December 26, 1969

Hijacking: A hijacker seized a United Air Lines B-727 en route from New
York to Chicago in order to be flown to Cuba.

Source for the 1969 section (unless otherwise stated): Aviation Safety Net-
work Database: http://aviation-safety.net/database.
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January 1, 1970

Hijacking: A Cruzeiro airliner was hijacked en route from Montevideo,
Uruguay, to Rio de Janeiro, Brazil. The four hijackers demanded to be
flown to Cuba.

January 6, 1970
Hijacking: A hijacker seized a Delta Air Lines flight en route to Atlanta,
Georgia, from Orlando, Florida, in order to be taken to Switzerland.

January 7, 1970
Hijacking: An Iberia flight was hijacked en route to Zaragoza from Madrid.
The hijacker demanded to be taken to Albania.

January 8, 1970
Hijacking: A TWA 707 airliner en route from Paris to Rome was hijacked to
Beirut, Lebanon.

January 9, 1970
Hijacking: A hijacker demanded that a Panama Rutas Aéreas Panamefias SA
(RAPSA) airliner flight be flown to Cuba.

January 24, 1970

Hijacking: Four hijackers seized an Antillean Airlines (ALM) airliner en route
from Santo Domingo to the Netherlands Antilles in order to be flown to
Cuba.

February 6, 1970
Hijacking: A LAN Chile airliner was hijacked en route to Santiago. The two
hijackers demanded to be flown to Cuba.

February 10, 1970

Airport Attack: El Al passengers on a bus at Munich Airport, Germany, were
attacked by three terrorists with guns and grenades.

Source: “Significant Terrorist Incidents, 1961-2003: A Brief Chronology,
U.S. Department of State,” www.globalspecialoperations.com/techran2.
html.

February 16, 1970
Hijacking: An Eastern Airlines B-727 was hijacked en route to Miami from
Newark. The four hijackers demanded to be flown to Cuba.

February 21, 1970
Bombing: An explosion on board an Austrian Airlines in the forward freight
hold blew a hole in the fuselage during a flight from Germany to Austria.

February 21, 1970
Bombing: A bomb exploded after takeoff in the rear of a Swissair aircraft en
route to Tel Aviv.
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March 1, 1970
Attempted bombing: Members of ELF placed explosives in luggage on an
Ethiopian airliner on the ground in Rome.

Source: Jenkins and Johnson, “International Terrorism: A Chronology,
1968-1974.”

March 10, 1970

Hijacking: The hijackers reportedly committed suicide after an ill-fated at-
tempt to hijack an Interflug airliner en route to Leipzig Airport, German
Democratic Republic.

March 11, 1970
Hijacking: Four hijackers demanding to be taken to Cuba seized an Avianca
B-727 en route to Barranquilla Airport, Colombia.

March 11, 1970
Hijacking: Six hijackers demanding to be flown to Cuba seized a United Air
Lines B-727 en route to West Palm Beach, Florida, from Cleveland.

March 12, 1970
Hijacking: A hijacker demanded to be taken to Cuba after seizing a Varig
B-707 en route to London from Chile.

March 14, 1970
Bombing: A United Arab Airlines (UAA) flight suffered an explosion in the
engine nacelle after departing from Alexandria Airport, Egypt.

March 17, 1970

Hijacking: The copilot was murdered and the pilot was wounded on an East-
ern Airlines shuttle from Newark to Boston.

Source: “FAA History Chronology, 1926-1996.”

March 24, 1970

Hijacking: An Aerolineas Argentinas flight was hijacked en route to
Tucuman Airport, Argentina. The two hijackers demanded to be flown
to Cuba.

March 31, 1970
Hijacking: A Japan Air Lines (JAL) B-727 was seized en route from Tokyo to
Fukuoka. The nine hijackers demanded to be flown to North Korea.

April 23, 1970

Hijacking: A North Central Airlines flight was hijacked en route to Sault Ste.
Marie Airport, Ontario, from Pellston-Emmet County Airport, Michigan.
"The hijacker demanded to be taken to Detroit.

April 25, 1970
Hijacking: A VASP B-737 was hijacked en route to Manaus, Brazil. The
hijacker demanded to be flown to Cuba.
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April 25, 1970
Bombing: An El Al Israel Airlines office in Istanbul was bombed.

Source: Jenkins and Johnson, “International Terrorism: A Chronology,
1968-1974.”

May 1, 1970
Hijacking: Two hijackers demanding to be taken to Cuba seized a British West
Indian Airways (BWIA) B-727 en route to the Cayman Islands from Jamaica.

May 12, 1970
Hijacking: Seven hijackers demanded to be taken to Cuba after seizing a
ALM airliner en route to the Netherlands Antilles from Santo Domingo.

May 14, 1970
Hijacking: A hijacker demanded to be flown to Cuba after seizing a VASP
B-737 en route to Manaus, Brazil.

May 14, 1970
Hijacking: A flight between Sydney and Brisbane, Australia, was hijacked.

May 21, 1970
Hijacking: Four hijackers demanded to be flown to Cuba after seizing an
Avianca flight after its departure from El Yopal Airport, Colombia.

May 24, 1970
Hijacking: A Mexicana B-727 was hijacked en route to Mexico City. The
hijacker demanded to be flown to Cuba.

May 25, 1970
Hijacking: A hijacker seized an American Airlines Chicago to New York
flight in order to be flown to Cuba.

May 25, 1970
Hijacking: Two hijackers demanded to be flown to Cuba after seizing a Delta
Air Lines flight en route to Miami from Chicago.

May 30, 1970
Hijacking: An Avianca flight was hijacked after departing from Bogotd. The
seven hijackers demanded to be flown to Cuba.

June 2, 1970
Bombing: A Philippine Air Lines flight from Manila to Bacolod Airport had
a hand grenade detonate inside the passenger cabin.

June 4, 1970
Hijacking: A TWA 727 jet on a Phoenix—Washington, DC, flight was
hijacked for money.

June 5, 1970
Hijacking: A hijacker seized a LOT flight en route to Gdansk, Poland, in
order to gain political asylum.
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June 8, 1970
Hijacking: Nine hijackers seized a CSA flight after its departure from
Karlovy Vary Airport in the Czech Republic in order to be taken to Germany.

June 9, 1970
Hijacking: Two hijackers were taken down on an LOT flight after its depar-
ture from Katowice, Poland.

June 21, 1970
Hijacking: An Iran Air B-727 was hijacked en route to Abadan Airport, Iran,
from Tehran.

June 22, 1970
Hijacking: A Pan Am B-707 was hijacked en route to Rome from Beirut. The
hijacker demanded to be flown to Egypt.

June 22, 1970

Hijacking: A U.S. citizen with an Albanian passport hijacked a Pan American
World Airways jet bound from Beirut to New York.

Source: Jenkins and Johnson, “International Terrorism: A Chronology,
1968-1974.”

June 26, 1970
Hijacking: Two hijackers demanding to be flown to Cuba seized an Avianca
B-727 en route to Bogoti from Cucuta, Colombia.

July 1, 1970
Hijacking: A National Airlines flight from New Orleans to Miami was
hijacked. The hijacker demanded to be flown to Cuba.

July 1, 1970

Hijacking: Four hijackers demanding to be flown to Cuba and demanding
the release of prisoners seized a Cruzeiro flight en route to Sio Paulo from
Rio de Janeiro, Brazil.

July 4, 1970
Hijacking: A Cruzeiro flight was hijacked en route to Macapd International
Airport, Brazil.

July 12, 1970

Hijacking: A Saudi Arabian Airlines B-707 was hijacked en route to Beirut
from Riyadh, Saudi Arabia.

July 22,1970
Hijacking: An Air Vietnam flight was hijacked en route from Pleiku Airport,
Vietnam, to Saigon Airport.

July 22,1970
Hijacking: Six hijackers demanding the release of prisoners in Cairo, Egypt,
seized an Olympic Airways B-727 en route to Athens from Beirut.
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July 25,1970
Hijacking: Four hijackers demanding to be flown to Cuba seized an Aeronaves
de Mexico aircraft en route to Mexico City from Acapulco.

July 28, 1970
Hijacking: An Aerolineas Argentinas flight was hijacked en route to Buenos
Aires from Salta Airport. The hijacker demanded to be flown to Cuba.

August 2, 1970

Hijacking: A Pan American 747 from New York was hijacked. This was the
first hijacking of a wide-bodied airliner.

Source: “FAA History Chronology, 1926-1996.”

August 3, 1970

Hijacking: A Pan Am B-727 was hijacked en route to West Berlin from
Minchen-Riem Airport, Germany. The hijacker demanded to be flown to
Hungary.

August 7, 1970

Hijacking: A hijacker demanding to be flown to Germany seized a LOT
flight en route to Katowice Airport, Poland.

August 8, 1970

Hijacking: Three hijackers seized a CSA flight after departing from Praha-
Ruzyne International Airport in the Czech Republic and demanded to be
flown to Austria.

August 19, 1970
Hijacking: An All Nippon Airways flight between Nagoya-Komaki Airport,
Japan, and Sapporo was hijacked.

August 19, 1970
Hijacking: Three hijackers demanding to be flown to Cuba seized a Trans
Caribbean Airways flight between Newark, New Jersey, and San Juan.

August 19, 1970
Hijacking: Five hijackers seized a LOT flight after its departure from Gdansk,
Poland. They demanded to be flown to Denmark.

August 20, 1970
Hijacking: A hijacker seized a Delta Air Lines flight between Atlanta and
Savannah, Georgia, in order to be flown to Cuba.

August 24, 1970
Hijacking: A TWA flight from Chicago to Philadelphia was hijacked. The
hijacker demanded to be flown to Cuba.

August 26, 1970
Hijacking: Three hijackers seized a LOT flight after departing from
Katowice, Poland. They demanded to be flown to Austria.
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August 31, 1970
Hijacking: An Air Algerie flight was hijacked en route to Algiers Airport. The
three hijackers demanded to be flown to Albania.

September 6-9, 1970
Hijacking: A hijacking occurred involving four airplanes and five govern-
ments (the United States, Germany, Switzerland, Israel, and Britain). It was

carried out by the Palestinian Liberation Front.
Source: “FAA History Chronology, 1926-1996.”

September 6, 1970

Hijacking: A Pan Am B-747 was hijacked en route from Amsterdam to New
York. Seven others boarded the flight after the two original hijackers di-
verted the plane to Beirut.

September 6, 1970

Hijacking: An El Al Israel Airlines B-707 was hijacked en route to Amster-
dam from New York. The pilot threw the plane into a steep nosedive and
was able to knock the two hijackers off their feet.

September 10, 1970
Hijacking: Three hijackers seized a flight en route from Beirut to Cairo.

September 12, 1970
Hijacking: A BOAC flight from Bahrain to Lebanon was hijacked by the
PFLP.

September 12, 1970
Hijacking: An Egyptian plane en route from Tripoli, Libya, to Cairo.

September 13, 1970
Hijacking: The PFLP hijacked a TWA B-707 en route to New York from
Frankfurt International Airport.

September 13, 1970

Hijacking: A Swiss Air flight from Zurich to New York was seized. The flight
was hijacked on September 6, but the plane was blown up by the PFLP on
September 13.

September 14, 1970
Hijacking: A Tarom flight from Bucharest, Romania, to the Czech Republic
was hijacked. The six hijackers demanded to be flown to Germany.

September 15, 1970
Hijacking: A passenger on board TWA flight from Los Angeles to San
Francisco pulled a handgun and demanded to be flown to North Korea.

September 16, 1970
Hijacking: A hijacker was taken down on board a UAA flight from Luxor to
Cairo, Egypt.
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September 19, 1970
Hijacking: A hijacker demanded to be taken to Cuba after seizing an Alle-
gheny Airlines flight from Pittsburgh to Philadelphia, in Pennsylvania.

September 22, 1970
Hijacking: An Eastern Air Lines flight from Boston to San Juan was seized.
The hijacker demanded to be flown to Cuba.

October 10, 1970
Hijacking: Three hijackers demanding to be flown to Iraq seized an Iran Air
B-727 en route to Abadan Airport from Tehran.

October 15, 1970

Hijacking: Two hijackers seized an Aeroflot flight after its departure
from Batumi-Chorokh Airport, Georgia, and demanded to be flown
to Turkey.

October 21, 1970
Hijacking: Seven hijackers demanding to be flown to Cuba seized a LACSA
flight from Costa Rica to San José.

October 27, 1970
Hijacking: An Aeroflot flight was hijacked en route to Sevastopol Airport,
Ukraine. The two hijackers demanded to be flown to Turkey.

October 30, 1970
Hijacking: A National Airlines flight was hijacked en route from Miami to
Tampa. The seven hijackers demanded to be flown to Cuba.

November 1, 1970
Hijacking: A United Air Lines flight from San Diego to Los Angeles was
hijacked. The three hijackers demanded to be flown to Cuba.

November 1, 1970

Hijacking: A National Airlines jet from Miami to San Francisco was
hijacked.

Source: New York Times, November 1, 1970.

November 4, 1970

Hijacking: An Eastern Airlines jet on a Richmond to Dallas flight was
hijacked.

Source: New York Times, November 4, 1970.

November 9, 1970
Hijacking: Two hijackers seized an Aeroflot flight after its departure from
Vilna en route to Palanga Airport, Lithuania.

November 9, 1970
Hijacking: Nine hijackers demanding to be taken to Iraq seized a flight from
Dubai Airport en route to Bandar Abbas Airport, Iran.
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November 10, 1970
Hijacking: A Saudi Arabian Airlines flight from Amman, Jordan, to Riyadh
was hijacked.

November 13, 1970
Hijacking: An Eastern Airlines flight from Raleigh, North Carolina, to
Atlanta was hijacked. The hijacker demanded to be flown to Cuba.

December 10, 1970
Hijacking: A CSA flight from Slovakia to the Czech Republic was hijacked.

December 19, 1970

Hijacking: A Continental Air Lines flight from Wichita, Kansas, to Tulsa,
Oklahoma, was hijacked. The hijacker handed a note to the stewardess that
stated he had a gun and he demanded to be taken to Cuba.

December 21, 1970

Hijacking: A Prinair flight from San Juan to Ponce-Mercedita Airport, Puerto
Rico, was hijacked. The hijacker demanded to be flown to Mexico.

Source for the 1970 section (unless otherwise stated): Aviation Safety Net-
work Database: http://aviation-safety.net/database.

1971

January 3, 1971
Hijacking: Seven hijackers seized a National Airlines fight from Los Angeles
to Tampa.

January 22, 1971
Hijacking: A Northwest Airlines flight from Milwaukee, Wisconsin, to De-
troit was seized. The hijacker demanded to be flown to Cuba.

January 22, 1971
Hijacking: An Ethiopian Airlines was seized en route to Gondar Airport from
Bahar Dar Airport, Ethiopia.

January 23, 1971
Hijacking: A KAL flight from Kangnung Airport to Seoul-Gimpo Airport,
South Korea, was seized. The hijacker was carrying grenades.

January 26, 1971

Hijacking: A hijacker demanded to be taken to Cuba on board an Aerovias
Quisqueyana flight after its departure from Cabo Rojo Airport, Dominican
Republic.

February 2, 1971

Hijacking: An Indian Airlines flight from Srinagar Airport to Jammu-Satwari
Airport, India, was hijacked on January 20. The two hijackers set the plane
on fire on February 2.
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February 4, 1971
Hijacking: A Delta Air Lines flight from Chicago to Nashville, Tennessee,
was hijacked. The hijacker demanded to be flown to Cuba.

February 25, 1971
Hijacking: A hijacker demanded to be taken to Cuba after seizing a Western
Airlines B-737 en route to Seattle, Washington, from San Francisco.

March 8, 1971
Hijacking: A National Airlines flight from Mobile, Alabama, to New Orleans
was seized. The hijacker demanded to be flown to Canada.

March 19, 1971
Hijacking: A KLLM flight from Suriname to the Netherlands was hijacked.
The hijacker demanded to be flown to Sweden.

March 30, 1971
Hijacking: Six hijackers seized a Philippine Air Lines flight from Manila to
Davao-Mati Airport.

March 31, 1971
Hijacking: A hijacker demanding to be flown to Cuba seized an Eastern Air-
lines flight from New York to San Juan.

April 21, 1971
Hijacking: A hijacker demanding to be flown to Italy seized an Eastern Air-
lines flight from Newark to Miami.

April 25, 1971
Hijacking: An Avianca flight was hijacked en route to Medellin from
Barranquilla, Colombia.

April 29, 1971
Hijacking: An Avianca flight was hijacked en route to Bogota from Los
Angeles.

May 8, 1971
Hijacking: An Avianca flight from Monteria to Cartagena Airport, Colom-
bia, was hijacked.

May 13, 1971
Hijacking: A hijacker was arrested on board an All Nippon Airways flight
from Tokyo to Sendai, Japan.

May 17, 1971
Hijacking: A Scandinavian Airline System (SAS) flight to Stockholm was
hijacked.

May 27, 1971
Hijacking: Six hijackers demanding to be flown to Austria seized a Tarom
flight from Oradea Airport to Bucharest.
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May 28, 1971

Hijacking: A hijacker demanding to be flown to New York; Nassau,
Bahamas; and Ireland seized an Eastern Air Lines flight from Miami to
New York.

May 29, 1971
Hijacking: A Pan Am flight from Caracas Airport to Miami was seized. The
hijacker demanded to be taken to Cuba.

June 4, 1971
Hijacking: A hijacker demanding to be taken to Israel seized a United Air
Lines flight from Charleston to Newark.

June 11, 1971
Hijacking: A TWA flight from Chicago to New York was seized. The
hijacker demanded to be flown to North Vietnam.

June 12, 1971

Hijacking: A passenger trying to help the stewardess was killed by the hi-
jacker, who seized the stewardess on a TWA aircraft bound from Albuquer-
que, New Mexico, to New York.

Source: “FAA History Chronology, 1926-1996.”

June 18, 1971
Hijacking: A Piedmont Airlines flight was hijacked at Winston-Salem Air-
port, North Carolina. The hijacker demanded to be flown to Cuba.

June 21, 1971
Hijacking: An Avianca flight from Monteria to Medellin, Colombia, was
hijacked.

June 29, 1971
Hijacking: A Finnair flight departing from Helsinki, Finland, was hijacked.

July 2, 1971
Hijacking: Two hijackers seized a Braniff Airways flight from Mexico City to
San Antonio, Texas. They demanded money and to be flown to Algeria.

July 11, 1971
Hijacking: Two hijackers seized a Cubana de Aviacion flight after its depar-
ture from Havana.

July 23,1971

Hijacking: A hijacker demanding to be flown to Italy seized a TWA flight
from New York to Chicago. He was shot and killed as he attempted to
change aircraft.

July 24, 1971
Hijacking: A National Airlines flight from Miami to Jacksonville, Florida,
was seized. The hijacker demanded to be flown to Cuba.
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August 22, 1971
Hijacking: A hijacker demanding to be taken to Israel seized a UAA flight
from Cairo to Amman.

August 24, 1971
Bombing: An Alia Royal Jordanian Airlines aircraft suffered an explosion in
the aft lavatory while parked at Madrid-Barajas Airport, Spain.

September 3, 1971
Hijacking: An Eastern Air Lines flight from Chicago to Miami was seized.
The hijacker demanded to be flown to Cuba.

September 8, 1971

Hijacking: A hijacker on board an Alia Royal Jordanian Airlines flight from
Beirut to Amman. used a hand grenade that she hid under her wig in an
attempt to seize the plane.

September 16, 1971
Hijacking: A hijacker demanding to be flown to Iraq seized an Alia Royal
Jordanian Airlines flight from Beirut to Amman.

September 24, 1971

Hijacking: An American Airlines flight from Detroit to New York was hi-
jacked. The hijacker demanded to be taken to Algeria and demanded the
release of prisoners.

October 4, 1971
Hijacking: Two hijackers demanding to be flown to Iraq seized an Alia Royal
Jordanian Airlines flight from Beirut to Amman.

October 6, 1971
Hijacking: A hijacker on an Olympic Airways flight en route to Greece de-
manded to be flown to Lebanon.

October 9, 1971
Hijacking: An Eastern Air Lines flight from Detroit to Miami. The hijacker
demanded to be flown to Cuba.

October 12, 1971
Hijacking: Two hijackers seized an AVENSA aircraft en route to Caracas
from Barcelona, Spain.

October 18, 1971
Hijacking: A hijacker demanding to be flown to Cuba seized a Wien Consoli-
dated Airlines flight from Anchorage to Bethel Airport, Alaska.

October 20, 1971
Hijacking: Six hijackers seized a SAETA flight from Quito to Cuenca Air-
port, Ecuador.
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October 25, 1971
Hijacking: An American Airlines flight from New York to San Juan. The
target was Cuba.

October 26, 1971
Hijacking: A hijacker demanded to be taken to Italy after seizing an Olympic
Airways flight from Athens to Crete.

November 12, 1971
Hijacking: An Air Canada flight from Calgary to Toronto was hijacked. The
target was Ireland.

November 17, 1971
Hijacking: An Arawak Airlines flight from Trinidad to Tobago was hijacked.
The target was Cuba.

November 21, 1971
Bombing: A China Airlines flight crashed into the sea en route from Taipei
(Taiwan) to Hong Kong.

November 24, 1971

Hijacking: D. B. Cooper, on a Northwest Airlines flight from Portland,
Oregon, to Seattle, successfully demanded $200,000 and four parachutes,
and then parachuted from the rear stairway of the B-727.

Source: “FAA History Chronology, 1926-1996”; Aviation Safety Network
Database: http://aviation-safety.net/database.

November 27, 1971
Hijacking: Three hijackers seized a TWA flight from Albuquerque to
Chicago. The target was Cuba.

December 2, 1971

Hijacking: In order to get supplies for Bangladesh, a hijacker seized a Paki-
stan International Airlines (PIA) flight from Paris to Karachi International
Airport in Pakistan.

December 12, 1971
Hijacking: Three hijackers seized a LANICA flight from San Salvador to
Managua. The target was Cuba.

December 16, 1971
Hijacking: A Lloyd Aéreo Boliviano (LAB) flight was hijacked en route to La
Paz from Sucre Airport, Bolivia. The target was Chile.

December 24, 1971

Hijacking involving extortion: A Northwest Airlines flight from Minneapo-
lis, Minnesota, to Chicago was hijacked. There was a demand for ransom
money and parachutes.

Source: “FAA History Chronology, 1926-1996”; Aviation Safety Network
Database: http://aviation-safety.net/database.
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December 26, 1971
Hijacking: An Air Canada en route to Thunder Bay Airport, Ontario, from
Toronto was hijacked.

December 26, 1971

Hijacking: An American Airlines flight from Chicago to San Francisco was
hijacked.

Source for the 1971 section (unless otherwise stated): Aviation Safety Net-
work Database: http://aviation-safety.net/database.

1972

January 7, 1972

Hijacking: A Pacific Southwest Airlines (PSA) flight from San Francisco to
Los Angeles was hijacked. The three hijackers demanded to be flown to
Africa and Cuba.

January 12, 1972
Hijacking: A Braniff Airways flight from Houston to Dallas was hijacked.
Money was demanded.

January 20, 1972
Hijacking: A hijacker parachuted from a Hughes Airwest flight into the
vicinity of Denver.

January 26, 1972
Hijacking: A Mohawk Airlines flight from Albany, NY to New York was
hijacked. Money was demanded.

January 26, 1972
Bombing: A homemade bomb placed by Croatian extremists exploded in the
forward cargo hold of a JAT flight en route to Serbia from Denmark.

January 29, 1972
Hijacking: A TWA flight from Los Angeles to New York was hijacked. De-
mands were made for the release of prisoners and money.

February 19, 1972
Hijacking: An Alia Royal Jordanian Airlines flight from Cairo to Amman was
hijacked. The target was Libya.

February 22, 1972
Hijacking: A Lufthansa flight from New Delhi to Athens was hijacked. Five
hijackers demanded money.

March 6, 1972

Bombing/hijacking: TWA was warned that four of its planes would be blown
up at six-hour intervals unless $2 million in ransom was paid. One bomb
exploded in a plane on the ground in Las Vegas and another was sniffed out
by a dog at JFK airport in New York.

Source: “FAA History Chronology, 1926-1996.”
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March 7, 1972

Bombings: A bomb was discovered as part of an extortion plot and defused
aboard a TWA plane at New York’s JFK Airport.

Source: “FAA History Chronology, 1926-1996.”

March 7, 1972
Hijacking: A National Airlines flight from Tampa to Melbourne, Florida, was
hijacked. The target was Sweden.

March 9, 1972

Bombings: A bomb damaged a TWA airliner parked at Las Vegas. Another
bomb was found aboard a United Air Lines jet at Seattle.

Source: “FAA History Chronology, 1926-1996.”

March 11, 1972
Hijacking: An Alitalia flight from Rome to Milan was hijacked.

April 5, 1972
Hijacking: A Merpati Nusantara Airlines flight from Surabaya to Jakarta,
Indonesia, was hijacked. Money was demanded.

April 7, 1972
Hijacking: A hijacker parachuted near Provo, Utah, from a United Air Lines
flight from Denver to Los Angeles.

April 8, 1972
Hijacking: A Faucett flight from Piura Airport to Chiclayo, Peru, was
hijacked.

April 9, 1972

Hijacking: A PSA flight from Oakland to San Diego was hijacked. Money
was demanded.

April 13, 1972

Hijacking: A Frontier Airlines flight from Albuquerque to Phoenix was hi-

jacked. The hijacker had a history of psychological problems and after giv-
ing a speech in Spanish over radio and TV he surrendered.

April 16, 1972
Hijacking: A Prinair flight from Ponce-Mercedita Airport to San Juan was
hijacked.

April 17, 1972

Hijacking: A Delta Air Lines flight from West Palm Beach to Chicago was
hijacked. Money was demanded.

April 17, 1972

Hijacking: An Alaska Airlines flight en route to Annette Island from Seattle
was hijacked. The target was Egypt.

April 17, 1972

Hijacking: A Swissair flight en route to Rome was hijacked.
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April 18, 1972

Hijacking: A Slovair flight was hijacked after departing from Praha-Ruzyne
International Airport, Caechoslovakia. The two hijackers demanded to be
flown to Germany.

May 3, 1972
Hijacking: Four hijackers seized a THY flight from Ankara to Istanbul.
There was a demand for the release of prisoners.

May 5, 1972
Hijacking: A Western Air Lines flight from Salt Lake City, Utah, to Los
Angeles was hijacked. The target was North Vietnam.

May 5, 1972

Hijacking: An Eastern Air Lines flight from Allentown International
Airport, Pennsylvania, to Washington, DC. There was a demand for
money.

May 8, 1972
Hijacking: A Sabena flight from Austria to Israel was seized by four hijackers.
There was a demand for the release of prisoners.

May 23, 1972
Hijacking: A flight from Quito to Guayaquil, Ecuador, was hijacked. Money
was demanded.

May 24, 1972
Hijacking: Two hijackers seized a South African Airways (SAA) flight from
Zimbabwe to Johannesburg, South Africa.

May 25, 1972

Bombing: A homemade pipe bomb exploded in the fountain service com-
partment on board a LAN Chile flight en route to Miami from Panama
City, Panama.

May 28, 1972
Hijacking: An Olympic Airways flight en route to Athens was hijacked. De-
mands were made for a ticket to London and medical treatment.

May 30, 1972
Hijacking: A Varig flight was hijacked after departing from Sao Paulo, Brazil.
Money was demanded.

May 31, 1972

Rifles and grenades in airport terminal: Three armed Japanese men flew
to 'Tel Aviv’s Lod Airport on a flight from Paris and waited for an incom-
ing EI Al flight. They opened fire and threw hand grenades at the pas-
sengers.

Source: Jenkins and Johnson, “International Terrorism: A Chronology, 1968—
1974.”
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June 2, 1972
Hijacking: A Western Air Lines flight from Los Angeles to Seattle was hi-
jacked. There were demands for money and to be taken to Algiers.

June 2, 1972

Hijacking: A United Air Lines flight from Reno, Nevada, to San Francisco.
There was a demand for money. The hijacker parachuted from the
plane.

June 8, 1972
Hijacking: Eleven hijackers seized a Slovair en route to Praha-Ruzyne Inter-
national Airport, Caechoslovakia. The target was West Germany.

June 15, 1972
Bombing: A Cathay Pacific flight from Bangkok to Hong Kong crashed after
an explosion in the passenger cabin.

June 23, 1972

Hijacking: An American Airlines flight from St. Louis to Tulsa was hijacked.
A demand was made for $502,000 then the hijacker parachuted from the
plane near Peru, Indiana.

June 30, 1972
Hijacking: A Hughes Airwest flight from Seattle to Portland was hijacked. A
demand for money was made.

July 2, 1972
Hijacking: A Pan Am flight from Manila to Saigon, Vietnam, was hijacked.
The target was North Vietnam.

July 5, 1972

Hijacking: A PSA flight from Sacramento, California, to San Francisco was
hijacked. Demands were made for money and to be flown to the Soviet
Union.

July 5, 1972
Hijacking: A hijacker demanded to be flown out of the area in an empty
American Airlines B-707 on the ground in Buffalo, New York.

July 6, 1972
Hijacking: A PSA flight from Oakland to Sacramento, was hijacked. Money
was demanded.

July 10, 1972
Hijacking: A Lufthansa flight en route to Munich was hijacked. Money was
demanded.

July 12,1972
Hijacking: An American Airlines B-727 en route to Dallas from Oklahoma
City was hijacked.
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July 12, 1972
Hijacking: A UTA flight en route to Paris was hijacked.

July 12, 1972
Hijacking: Two hijackers seized a National Airlines B-727 flight from Phila-
delphia to New York. Money was demanded.

July 31, 1972
Hijacking: Eight hijackers seized a Delta Air Lines flight from Detroit to
Miami in order to divert it to Algiers. Money was demanded.

August 15, 1972

Hijacking: Ten hijackers seized an Austral Lineas Aéreas flight en route to
Buenos Aires from Trelew Airport, Argentina. A demand for political asy-
lum was made.

August 16, 1972

Bombing: A bomb stored in a portable record player detonated in the aft
baggage compartment after the departure of El Al Israel Airlines flight
from Rome.

August 18, 1972
Hijacking: A United Airlines B-727 flight from Reno to San Francisco was
hijacked and money was demanded.

August 22, 1972
Hijacking: Three hijackers seized an Alyemda flight in Benghazi, Libya.

August 25, 1972

Hijacking: Four hijackers seized an Aerolineas TAP aircraft en route to
Bogota.

September 15, 1972

Hijacking: Three members of the Croatian Ustasja Movement seized a Scan-

dinavian Airlines System (SAS) aircraft en route to Stockholm, Sweden.
Demands were made for money and the release of prisoners.

September 16, 1972
Bombing: A hand grenade exploded in the cargo compartment of an Air
Manila International flight en route to Iligan, in the Philippines.

October 6, 1972
Hijacking: An Aero Transporti Italiani (ATT) was hijacked after departing
from Trieste-Ronchi dei Legionari Airport, Italy. Money was demanded.

October 11, 1972
Hijacking: A Lufthansa flight from Lisbon to Frankfurt was hijacked. Money
was demanded.

October 22, 1972
Hijacking: Four hijackers seized a THY flight from Istanbul to Ankara,
Turkey. A demand was made for the release of prisoners.
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October 29, 1972
Hijacking: Two hijackers seized a Lufthansa flight from Beirut to Ankara. A
demand was made for the release of prisoners.

October 29, 1972

Hijacking: Four fugitives killed a ticket agent and hijacked an Eastern Air
Lines B-727 at Houston, Texas.

Source: “FAA History Chronology, 1926-1996.”

November 6, 1972
Hijacking: A JAL flight from Tokyo to Fukuoka was hijacked. Demands were
made for money and to be flown to Cuba.

November 8, 1972
Hijacking: Four hijackers seized a Mexicana flight from Monterrey to Mex-
ico City. Demands were made for money and the release of prisoners.

November 10, 1972

Hijacking: Three wanted criminals hijacked a Southern Airways DC-9 flying
out of Birmingham, Alabama.

Source: “FAA History Chronology, 1926-1996.”

November 15, 1972
Hijacking: An Ansett Airlines of Australia flight was hijacked on its approach
to Alice Springs Airport.

November 24, 1972
Hijacking: An Air Canada flight was hijacked en route to Montreal, Quebec,
from Frankfurt. A demand was made for the release of prisoners.

December 8, 1972
Hijacking: Seven hijackers attempted to seize an Ethiopian Airlines flight
from Ethiopia to Eritrea.

December 14, 1972

Hijacking: A Quebecair flight from Wabush Airport to Montreal was hi-
jacked.

Source for the 1972 section (unless otherwise stated): Aviation Safety Net-
work Database: http://aviation-safety.net/database.

1973

January 2, 1973
Hijacking: A Piedmont Airlines flight from Washington, DC, to Baltimore
was hijacked. The target was Canada.

January 4, 1973

Hijacking: A Pacific Western Airlines flight was hijacked after departing
from Vancouver, Canada. Demands were made for money and to be flown
to North Vietnam.
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April 24, 1973

Hijacking: An Aeroflot flight from Leningrad to Moscow, USSR, was hi-
jacked with an explosive device. The device killed both the hijacker and the
flight engineer.

May 18, 1973
Hijacking: An Aeroflot flight from Irkutsk to Chita, USSR, was hijacked. The
plane crashed when the hijacker’s weapon exploded at a certain altitude.

May 18, 1973
Hijacking: Four hijackers seized an AVENSA flight en route to Barquisimeto
Airport, Colombia. A demand was made for the release of prisoners.

May 25, 1973
Hijacking: An Aeroflot flight from Moscow to Chita, USSR, was hijacked.

May 30, 1973
Hijacking: Two hijackers seized a SAM Colombia aircraft en route to Bogotd.
Demands were made for money and the release of prisoners.

June 10, 1973
Hijacking: Three hijackers seized a Royal Nepal Airlines after departing
from Biratnagar Airport, Nepal. A demand was made for money.

July 4, 1973

Hijacking: An Aerolineas Argentinas flight was hijacked after departing
from Buenos Aires. The hijacker demanded government grants to medical
agencies.

July 23, 1973
Hijacking: Five hijackers seized a JAL flight en route to Anchorage, Alaska,
from Amsterdam.

August 16, 1973
Hijacking: An armed hijacker entered the cockpit of a Middle East Airlines
(MEA) B-720 en route from Libya to Lebanon.

August 25, 1973
Hijacking: A Yemen Airlines flight was hijacked en route to Eritrea from
Yemen. The target was Kuwait.

September 5, 1973
Bombing: There was an explosion in the galley of an Air Vietnam B-727 en
route to Saigon from Bangkok, Thailand.

October 2, 1973
Hijacking: A KLLM flight was hijacked en route to Amsterdam from Germany.

October 10, 1973
Hijacking: A Mexican flight from Mexico City to Monterrey Airport,
Colombia, was hijacked.
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October 11, 1973
Hijacking: Three hijackers seized a Philippine Air Lines flight after depart-
ing from Davao-Mati Airport, in the Philippines.

October 18, 1973

Hijacking: An Air France flight en route from Paris to Nice, France, by a
female hijacker. She demanded a cessation of all air traffic in France for 24
hours.

October 20, 1973
Hijacking: Four hijackers seized an Aerolineas Argentinas flight from Buenos
Aires to Salta Airport. The target was Cuba.

October 20, 1973
Hijacking: Four hijackers seized an Aerolineas Argentinas flight and diverted
it to Bolivia.

October 31, 1973
Hijacking: An AVENSA flight was hijacked en route to Caracas Airport. The
hijacker shot himself and sustained serious injuries.

November 2, 1973
Hijacking: Four hijackers seized an Aeroflot flight from Briansk to Moscow.
Demands were made for money and to be flown to Sweden.

November 25, 1973
Hijacking: Three hijackers surrendered after seizing a KLM flight in Addis
Ababa, Ethiopia.

December 1, 1973

Hijacking: A Swiss Air flight was hijacked after departing from Geneve-
Cointrin Airport. The hijacker demanded money for those starving in
Africa and a plane ticket to New York.

December 17, 1973

Bombing and hijacking: Arab terrorists used incendiaries to kill 30 passen-
gers aboard a Pan American airliner at Rome’s Leonardo da Vinci Airport.
After leaving the plane, the assailants killed a guard, hijacked a Lufthansa
jet, and killed a passenger while in Greece.

Source: “FAA History Chronology, 1926-1996.”

Source for the 1973 section (unless otherwise stated): Aviation Safety Net-
work Database: http://aviation-safety.net/database.

1974

January 3, 1974
Hijacking: An Air Jamaica flight from Kingston to Detroit was hijacked. The
target was Miami.
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January 21, 1974
Hijacking: An Aeropesca Colombia flight was hijacked en route to Popayan,
Colombia.

February 17, 1974

Hijacking: A soldier flew a stolen Army helicopter to the White House,
where guards opened fire with shotguns.

Source: “FAA History Chronology, 1926-1996.”

February 20, 1974

Hijacking: A hijacker detonated explosives on board an Air Vietnam flight
from Qui Nhon to Da Nang, Vietnam, once he realized the pilot had
tricked him into believing the crew were following his demands.

February 22, 1974
Hijacking: A Delta Air Lines flight en route to Atlanta from Baltimore was
hijacked.

February 22, 1974

Hijacking: At Baltimore-Washington International Airport, a former mental
patient killed two persons and wounded another in an attempt to hijack a
DC-9 and crash it into the White House.

Source: “FAA History Chronology, 1926-1996.”

March 3, 1974

Hijacking: A BOAC flight from Beirut to London was hijacked. The two hi-
jackers diverted the plane to Amsterdam and then set the plane on fire after
releasing the passengers and crew.

March 12, 1974
Hijacking: A JAL flight en route to Okinawa from Tokyo was hijacked. There
was a demand for money.

March 20, 1974
Hijacking: Two hijackers seized an East African Airways flight after it de-
parted from Nairobi. The target was Libya.

March 22, 1974
Bombing: A bomb exploded in the forward landing gear of an Air Inter air-
craft while on the ground in Bastia, France.

March 30, 1974
Hijacking: A National Airlines B-727 was hijacked while on the ground in
Sarasota, Florida. A maintenance man was able to disarm the hijacker.

May 10, 1974
Hijacking: Four hijackers seized an Avianca flight en route to Bogota. De-
mands were made for money and to be flown to Cuba.

July 15, 1974
Hijacking: A JAL flight en route to Tokyo from Osaka was hijacked.
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July 24, 1974
Hijacking: An Avianca flight from Piera to Medellin, Colombia, was hi-
jacked.

August 5, 1974
Bombing: A bomb exploded on an Air Inter aircraft near Quimper, France.

September 4, 1974
Hijacking: An Eastern Air Lines flight was hijacked en route to Boston from
New York. A demand was made for money.

September 8, 1974

Bombing: A bomb in exploded in the aft cargo compartment of a Trans
World Airlines Boeing 707 bound for Rome and then New York.

Source: “FAA History Chronology, 1926-1996.”

September 10, 1974

Hijacking: TWA Flight 355 from Chicago to New York was hijacked.

Source: Peter St. John, Air Piracy, Airport Security, and International Terrorvism:
Winning the War against Hijackers (Westport, CT: Quorum Books, 1991).

September 15, 1974
Hijacking: A hijacker with two hand grenades seized an Air Vietnam flight
en route to Saigon.

October 7, 1974
Hijacking: A Far Eastern Air Transport (FEAT) aircraft was hijacked en route
to Taipei. The target was China.

November 6, 1974
Hijacking: Three hijackers seized an Alia Royal Jordanian Airlines flight after
it departed from Amman. A demand for political asylum was made.

November 20, 1974

Hijacking: A Canadian Pacific Air Lines (CPAL) flight was hijacked after de-
parting from Winnipeg Airport, Canada. A demand was made to be flown
to Cyprus.

November 22, 1974
Hijacking: Four hijackers seized a British Airways flight en route to Calcutta,
India. A demand was made for the release of prisoners.

November 23, 1974
Hijacking: An All Nippon Airways flight from Tokyo to Sapporo was hi-
jacked.

December 1, 1974
Hijacking: A Swissair flight from Bombay (Mumbai), India, to Karachi,
Pakistan. The target was the Middle East.

December 17, 1974
Hijacking: A Lufthansa flight was hijacked after departing from Rome.



186 Aviation Security Management

December 25, 1974

Hijacking: An Air India flight from Bombay to Rome was hijacked.

Source for the 1974 section (unless otherwise stated): Aviation Safety Net-
work Database: http://aviation-safety.net/database.

1975

January 3, 1975
Hijacking: A National Airlines B-727 was hijacked while parked at Pensacola
International Airport, Florida.

January 7, 1965
Hijacking: A British Airways flight was hijacked en route to London from
Manchester, England. Money was demanded.

January 13, 1965
Hijacking: An Eastern Air Lines flight from Atlanta to Philadelphia was hi-
jacked. The target was San Juan, Puerto Rico.

January 22, 1975
Hijacking: A VASP flight was hijacked en route to Brasilia International Air-
port. Demands were made for money and release of prisoners.

February 3, 1975

Bombing: With petrol from a whiskey bottle and a butane refill cartridge,
a passenger started several fires in restrooms on board a Pan Am flight en
route to India from Bangkok.

February 22, 1975
Hijacking: A VASP flight was hijacked en route to Brasilia International Air-
port. A demand was made for money.

February 23, 1975
Hijacking: A Yemen Airlines flight was hijacked after departing from
Hodeida, Yemen.

February 25, 1975
Hijacking: Two hijackers seized a Philippine Air Lines flight en route to
Zamboanga Airport, Philippines.

March 1, 1975
Hijacking: Three hijackers seized an Iraqi Airways flight from Mosul Airport
to Baghdad, Iraq.

March 2, 1975
Hijacking: An Air New England aircraft was hijacked while on the ground at
Hyannis Airport, Massachusetts.

April 8, 1975

Hijacking: A JAL flight was hijacked en route to Tokyo from Sapporo. A
demand was made for money.
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April 25, 1975
Hijacking: A United Air Lines flight from Raleigh, North Carolina, to
Newark was hijacked. The target was Cuba.

May 15, 1975
Hijacking: A United Air Lines flight from Eugene, Oregon, to San Francisco
was hijacked.

June 3, 1975
Bombing: A bomb exploded in the aft lavatory on a Philippines Air Lines
flight on its descent into Manila.

June 28, 1975
Hijacking: A Balkan Bulgarian Airlines flight was hijacked en route to Sofia.
The target was Greece.

July 5, 1975
Bombing: While on the ground in Rawalpindi, Pakistan, a bomb planted
under a passenger seat cushion on a PIA B-707 exploded.

July 28, 1975
Hijacking: An All Nippon flight was hijacked by a 17-year-old male en route
to Sapporo from Tokyo. He demanded to be flown to Hawaii.

August 28, 1975
Bombing: A Fuerza Aérea Argentina flight crashed after takeoft in San Miguel
de Tucuman, Argentina, due to the explosion of a bomb.

September 9, 1975
Hijacking: Three hijackers seized a Haiti Air Inter aircraft after its departure
from Port-au-Prince. The target was Cuba.

September 15, 1975
Hijacking: A hijacker seized a Continental Airlines B-727 while it was parked
in San Juan by taking four hostages.

September 27, 1975
Hijacking: An Olympic Airways flight was hijacked en route to Mikonos,
Greece, from Athens.

October 5, 1975
Hijacking: Leftist guerillas seized an Aerolineas Argentinas flight after its
departure from Buenos Aires.

October 7, 1975
Hijacking: A Philippine Air Lines flight was hijacked en route to Manila. The
target was Libya.

December 29, 1975

Bombing: A high intensity bomb exploded in a coin-operated locker at New
York’s La Guardia Airport.

Source: “FAA History Chronology, 1926-1996.”
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Source for the 1975 section (unless otherwise stated): Aviation Safety Net-
work Database: http://aviation-safety.net/database.

1976

January 1, 1976
Bombing: An MEA flight, en route to Dubai from Beirut, crashed into the
desert after an explosion in the forward baggage compartment.

January 5, 1976
Hijacking: Two hijackers seized a JAL flight en route to Tokyo from Manila.

February 29, 1976
Hijacking: An Aerolineas Centrales de Colombia (ACES) flight from Medel-

lin was hijacked . Money was demanded.

April 7, 1976

Hijacking: Three hijackers seized a Philippine Air Lines flight for seven days
after it departed from Cagayan de Oro-Lumbia Airport in the Philippines.
Demands were made for money and the release of prisoners.

April 24, 1976
Hijacking: An Avianca flight was hijacked en route to Bogotd from Pereira,
Colombia.

April 30, 1976
Hijacking: A THY flight was hijacked en route to Istanbul from Paris. The
target was Marseille or Lyon.

May 23, 1976
Hijacking: Six Muslim rebels seized a Philippine Air Lines flight en route to
Manila. Demands were made for money and to be flown to Libya.

June 27,1976

Hijacking: Members of two political groups, the Baader-Meinhof Group
and the PFLDP, seized an Air France flight and forced the plane to go to
Uganda.

Source: “Significant Terrorist Incidents, 1961-2003: A Brief Chronology,
U.S. Department of State.”

July 6, 1976

Hijacking: A Libyan Arab Airlines flight was hijacked after departing from
Tripoli, Libya.

August 23, 1976

Hijacking: Three hijackers seized an Egypt-Air plane en route to Luxor from
Cairo.

August 28, 1976
Hijacking: An Air France plane was hijacked while on the ground at Ho
Chi Minh City Airport, Vietham. When authorities came to arrest the
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hijacker, he detonated two hand grenades. He was killed during the
explosion.

September 4, 1976
Hijacking: Three hijackers seized a KLM flight destined for Amsterdam. A
demand was made for the release of prisoners.

September 10, 1976

Hijacking: A TWA jetliner en route from New York to Chicago was hijacked
by five Croatian nationalists.

Source: “FAA History Chronology, 1926-1996.”

September 10, 1976
Hijacking: Six hijackers seized an Indian Airlines flight from New Delhi en
route to Bombay.

October 6, 1976
Bombing: An explosion in the rear cabin caused a Cubana de Aviacion plane
to crash upon takeoff from Barbados.

October 28, 1976
Hijacking: A CSA flight from the Czech Republic to Slovakia was hijacked.
The target was West Germany.

November 4, 1976
Hijacking: A LOT flight from Denmark to Poland was hijacked. The target
was Austria.

December 21, 1976

Hijacking: A United Air Lines flight was hijacked in San Francisco. The
hijacker demanded to be flown to the East Coast.

Source for the 1976 section (unless otherwise stated): Aviation Safety Net-
work Database: http://aviation-safety.net/database.

1977

January 11, 1977
Hijacking: A TWA B-747 was hijacked en route from New York to London.
The target was Uganda.

February 13, 1977
Hijacking: A THY DC-9 was hijacked en route from Istanbul to Izmir,
Turkey. The target was Yugoslavia.

March 14, 1977
Hijacking: An Iberia flight was hijacked en route from Barcelona to Palma
de Mallorca, Spain.

March 17, 1977
Hijacking: An All Nippon Airways B-727 was hijacked en route to Sendai,
Japan, from Chitose.
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March 17,1977
Hijacking: All Nippon Airways B-727 was hijacked en route from Tokyo to
Sendai, Japan.

March 19, 1977
Hijacking: A THY B-727 was hijacked en route from Diyarbakir to Ankara,
Turkey. The target was Beirut.

April 24, 1977
Hijacking: A LOT (Poland) TU-134 was hijacked en route from Krakow,
Poland, to Nuremburg, Federal Republic of Germany (FRG).

April 25, 1977
Hijacking: An Ethiopian Airlines flight from Mekele to Gondar, Ethiopia,
was hijacked.

May 2, 1977
Hijacking: An Iberia flight was hijacked en route to Rome from Madrid.

May 8, 1977
Hijacking: A Northwest Airlines B-747 was hijacked en route from Tokyo to
Honolulu.

May 26, 1977
Hijacking: An Aeroflot AN-24 was hijacked en route from Donetsk to Riga,
USSR. The target was Sweden.

June 5, 1977
Hijacking: An MEA (Lebanon) B-707 was hijacked en route from Beirut to
Baghdad. The target was Kuwait.

June 18, 1977
Hijacking: A Balkan Airlines AN-24 was hijacked en route from Vidin to
Sofia, Bulgaria. The target was Argentina.

June 21, 1977
Hijacking: A LAN (Chile) B-727 was hijacked en route from Antofagasta to
Santiago, Chile.

June 28, 1977
Hijacking: A Lufthansa B-727 was hijacked en route from Frankfurt to Istan-
bul. The target was Munich.

June 29, 1977
Hijacking: A Gulfair VC-10 was hijacked en route from London to Dubai to
Muscat, Oman.

July 5, 1977
Hijacking: A Ladeco flight from Arica to Santiago, Chile was hijacked. A
demand was made for political asylum in Cuba.
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July 8, 1977
Hijacking: A Kuwait Airways B-707 was hijacked en route from Beirut to
Kuwait. The target was Syria.

July 10, 1977
Hijacking: An Aeroflot TU-134 was hijacked en route from Petrozavodsk to
Leningrad, USSR. The target was Finland.

August 12, 1977
Hijacking: An Air France A-300 from Nice, France, to Cairo was hijacked.
The target was Libya.

August 20, 1977
Hijacking: A Western B-707 was hijacked en route from San Diego to Denver.

September 5, 1977
Hijacking: A Garuda flight from Jogjakarta to Surabaja to East Java, Indone-
sia, was hijacked.

September 28, 1977
Hijacking: A Japan Airlines DC-8 was hijacked en route to Tokyo from
Bombay.

September 30, 1977
Hijacking: An Air International flight from Paris to Lyon, France, was hi-
jacked to make a political statement.

October 11, 1977

Hijacking: A Czechoslovak Airlines YAK-40 was hijacked en route from Kar-
lovy Vary, German Democratic Republic (GDR), to Prague to obtain po-
litical asylum in the Federal Republic of Germany (FRG).

October 13, 1977
Hijacking: A Lufthansa B-737 was hijacked en route from Palma de Mal-
lorca, Spain, to Frankfurt.

October 18, 1977
Hijacking: A LOT AN-24 was hijacked en route from Katowice to Warsaw.
The target was Vienna.

October 19, 1977
Hijacking: A Lufthansa aircraft was hijacked and its pilot murdered.
Source: “FAA History Chronology, 1926-1996.”

October 20, 1977
Hijacking: A Frontier Airlines B-737 was seized en route from Grand Island,
Nebraska, to Lincoln, Nebraska. A demand was made for prisoner release.

October 28, 1977
Hijacking: An Air Vietnam DC-3 was hijacked en route from Ho Chi Minh
City, Vietnam, to Phy Quoc Island, Thailand.
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December 4, 1977

Hijacking: A Malaysian Airlines Boeing 737 en route to Kuala Lumpur from
Penang, Malaysia, crashed after being hijacked.

Source: “FAA History Chronology, 1926-1996"; Criminal Acts against Civil
Aviation, U.S. Department of Transportation, 1986.

December 25, 1977

Hijacking: An Eastern Airlines DC-9 was hijacked en route to Indianapolis
from Miami. The target was Cuba.

Source for the 1977 section (unless otherwise stated): Criminal Acts against
Civil Aviation, U.S. Department of Transportation, 1986.

1978

Hijacking Attempts: There were eight attempts involving U.S.-registered
aircraft.
Source: “FAA History Chronology, 1926-1996.”

January 18, 1978
Hijacking: A SAETA flight was hijacked en route from Quito to Guayaquil,
Ecuador. The target was Cuba.

January 20, 1978
Hijacking: A PIA Fok-27 was hijacked en route from Sukkur to Karachi,
Pakistan. The target was India.

January 28, 1978
Hijacking: A Piedmont YS-11 was hijacked en route from Washington, DC,
to Wilmington, North Carolina.

February 6, 1978
Hijacking: A Czechoslovak Airlines TU-134 was hijacked en route from East
Berlin to Prague.

March 2, 1978
Hijacking: A PIA flight from Islamabad to Karachi, Pakistan, was hijacked.

March 9, 1978
Hijacking: A China Air B-737 was hijacked en route from Kaohsiung, Tai-
wan, to Hong Kong.

March 13, 1978
Hijacking: A United Airlines B-727 flight from San Francisco to Seattle was
hijacked. The target was Cuba.

April 1, 1978
Hijacking: A Piedmont flight from Richmond to Norfolk, Virginia was hi-
jacked. The target was New York.

May 6, 1978
Hijacking: An Aeroflot flight from Ashkhabad to Mineralnyye Vody, USSR.
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May 10, 1978
Hijacking: A Czechoslovak Airlines IL-18 was hijacked en route from Prague
to Brno, Czechoslovakia.

May 11, 1978
Hijacking: An Avianca B-727 was hijacked en route from Santa Marta to
Bogota. The target was Aruba.

May 16, 1978
Hijacking: An Aero Mexico flight to Mexico City was hijacked to make a
public statement.

May 17, 1978
Hijacking: A Czechoslovak Airlines YAK-40 was hijacked en route from
Brno to Prague.

May 29, 1978
Hijacking: A Czechoslovak Airlines YAK-40 was hijacked en route from Brno
to Karlovy Vary, Czechoslovakia.

August 6, 1978
Hijacking: A KLM flight from Amsterdam to Madrid was hijacked. The tar-
get was Algiers.

August 18, 1978
Bombing: There was an explosion in the rear lavatory on board a Philippine
Airlines flight en route to Manila from Cebu.

August 25, 1978
Hijacking: A TWA flight from New York to Geneva, Switzerland, was hi-
jacked. A demand was made for prisoner release in Switzerland.

August 27, 1978
Hijacking: A United Airlines DC-8 was hijacked en route from Denver to
Seattle.

August 30, 1978
Hijacking: A LOT TU-134 was hijacked en route from Gdansk, Poland, to
East Berlin, GDR, for the purpose of gaining political asylum.

September 7, 1978
Bombing: There was an explosion in the cabin area in an Air Ceylon HS-748
on the ground at Colombo, Sri Lanka.

September 30, 1978
Hijacking: A FINNAIR flight from Oulu to Helsinki was hijacked.

October 22, 1978
Hijacking: A TAP B-727 was hijacked en route from Lisbon to Madiera
Island, Portugal, to divert the plane to Morocco.



194 Aviation Security Management

November, 1978
Hijacking: An Aeroflot flight from Krasnodar, USSR, was hijacked.

November 23, 1978
Hijacking: A North Central flight was hijacked en route from Madison,
Wisconsin, to Milwaukee.

December 14, 1978
Hijacking: A National Airlines B-727 flight was hijacked en route from New
York to Miami. The target was Cuba.

December 20, 1978
Hijacking: An Indian Airlines B-737 was hijacked en route from Patna to
New Delhi, India, to make a political statement.

December 21, 1978

Hijacking: A TWA DC-9 flight from St. Louis to Kansas City was hijacked.
A demand was made for prisoner release.

Source for the 1978 section (unless otherwise stated): Criminal Acts against
Civil Aviation, U.S. Department of Transportation, 1986.

1979

January 12, 1979

Hijacking: A Tunis Air B-727 was hijacked en route from Tunis to Diurba
Island, Tunisia, for the purpose of obtaining a prisoner release and to gain
political asylum.

January 16, 1979
Hijacking: An MEA flight from Beirut to Amman was hijacked to obtain the
return from prison in Jordan of Muslim leader Musa Sadr.

January 27, 1979
Hijacking: A United Airlines flight from Los Angeles to New York was hi-
jacked to make a political statement.

February 27, 1979
Hijacking: An Aeroflot TU-154 was hijacked en route from Oslo, Norway, to
Stockholm, Sweden, to Moscow, USSR.

March 16, 1979

Hijacking: A Continental Airlines flight from Los Angeles to Tucson was
hijacked. The target was Cuba.

April 4, 1979

Hijacking: A Pan Am B-747 was hijacked en route from Sydney, Australia, to
Auckland, New Zealand. A demand was made for political asylum.

April 26, 1979

Bombing: There was an explosion in the forward lavatory of an Indian Air-
lines B-737 flying between Trivandrum and Madras, India.
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June 8, 1979
Hijacking: A Trans Australia flight was hijacked en route to Brisbane from
Coolangatta.

June 11, 1979
Hijacking: A Delta L-1011 flight was hijacked en route from New York to
Fort Lauderdale, Florida.

June 20, 1979
Hijacking: An American Airlines flight from New York to Chicago was hi-
jacked. The target was South America.

June 30, 1979
Hijacking: An Eastern Air Lines L-1011 aircraft was hijacked en route from
San Juan to Miami. The target was Cuba.

July 9, 1979
Hijacking: A Condo Aerovias Nacional flight from Tulcan to Quito, Ecuador,
was hijacked. The target was Costa Rica.

July 20, 1979
Hijacking: A United Airlines B-727 was hijacked en route from Denver to
Omaha, Nebraska. The target was Cuba.

July 25, 1979
Hijacking: A Biman Bangladesh flight was hijacked en route from Jessore to
Dacca, Bangladesh.

August 5, 1979

Hijacking: An Iberia DC-9 was hijacked while on the ground in the Canary
Islands. The plane was seized for the purpose of gaining political asylum
in Geneva.

August 16, 1979
Hijacking: An Eastern Air Lines B-727 was hijacked en route from Guate-
mala City to Miami. The target was Cuba.

August 22, 1979
Hijacking: A United Airlines B-727 was hijacked en route from Portland to
Los Angeles with an alleged explosive.

August 24, 1979

Hijacking: A Libyan Arab Airlines B-727 was hijacked en route from
Benghazi to Tripoli, Libya, The hijacker wanted to be taken to Cyprus for
political asylum.

September 9, 1979
Hijacking: An Alitalia DC-8 was hijacked en route from Beirut to Rome to
obtain the return of Muslim leader Musa Sadr.
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September 12, 1979
Hijacking: A Lufthansa B-727 was hijacked en route from Frankfurt to
Cologne, FRG, to make a public statement.

October 16, 1979
Hijacking: A Libyan Arab Airlines Fok-27 was hijacked en route to Tripoli
from Hon, Libya, to be taken to Switzerland for a public statement.

October 30, 1979
Hijacking: A PSA flight was hijacked en route from Los Angeles to San
Diego. The hijacker was fleeing from a death threat.

November 13, 1979
Hijacking: A Japan Airlines DC-10 was hijacked en route from Osaka to
Tokyo. The target was the USSR.

November 15, 1979
Bombing: A mail bag in the cargo hold exploded on an American Airlines
B-727 flight between Chicago and Washington, DC.

November 24, 1979

Hijacking: An American Airlines B-727 was hijacked en route from San
Antonio to El Paso, Texas. The target was Iran.

Source: Criminal Acts against Civil Aviation, U.S. Department of Transporta-
tion, 1986.

1980

January 14, 1980

Hijacking: An Alitalia flight was hijacked en route to Tunis, Tunisia, from
Rome for the purpose of obtaining a prisoner release and political asylum.
The target was Libya.

January 18, 1980
Hijacking: An MEA flight from Beirut to Larnaca, Cyprus, was hijacked to
obtain the return of Muslim leader Musa Sadr.

January 25, 1980

Hijacking: A hijacker armed with a pistol and pretending to have a bomb
took over a Delta Airlines L-1011 flight to Cuba, and demanded to be
flown to Iran.

Source: “FAA History Chronology, 1926-1996.”

January 28, 1980
Hijacking: An MEA flight was hijacked en route to Beirut from Baghdad to
obtain the return of Musa Sadr.

January 30, 1980
Hijacking: An Interflug flight was hijacked en route from Erfurt to Berlin,
GDR.
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February 29, 1980
Hijacking: An Empresa Ecuatoriana B-707 was hijacked en route from
Guayaquil, Ecuador, to Mexico City.

March 10, 1980
Hijacking: An MEA flight from Amman to Beirut was hijacked to obtain the
return of Musa Sadr.

March 20, 1980
Hijacking: An Aeroflot TU-134 en route to Yerevan to Baku, USSR, was
hijacked. The target was Turkey.

April 9, 1980
Hijacking: An American Airlines B-727 flight from Ontario, Canada, to Chi-
cago was hijacked. The target was Cuba.

April 14, 1980
Hijacking: A Continental Airlines B-727 was hijacked en route to Ontario,
Canada, from Denver.

May 1, 1980
Hijacking: A PSA B-727 flight from Stockton to Los Angeles was hijacked.

The target was Iran, to make a political statement.

May 6, 1980
Hijacking: A TAP B-727 was hijacked en route from Lisbon to Faro, Portu-
gal. The target was Madrid, for the purpose of extortion.

June 30, 1980
Hijacking: An Aerolinas B-737 was hijacked en route to Buenos Aires. The
target was Mexico.

July 11, 1980
Hijacking: A Northwest Airlines B-727 flight from Seattle to Portland was
hijacked.

July 12, 1980
Hijacking: A Philippine Airlines B-727 was hijacked en route to Cebu from
Manila. The target was Libya.

July 22, 1980

Hijacking: A man diverted a Delta Air Lines L-1011 by holding a flight at-
tendant at gunpoint.

Source: “FAA History Chronology, 1926-1996.”

July 24, 1980
Hijacking: A Kuwait Airways B-737 was hijacked en route from Beirut to
Kuwait. The target was Dubai.
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August 10, 1980
Hijacking: An Air Florida B-737 was hijacked en route from Miami to Key
West with a fake bomb. The target was Cuba.

August 13, 1980
Hijacking: An Air Florida B-737 was hijacked en route from Key West to
Miami with an incendiary device.

August 14, 1980
Hijacking: A National Airlines DC-10 was hijacked en route from Miami to
San Juan. The target was Cuba.

August 16, 1980
Hijacking: An Eastern Airlines B-727 was hijacked en route from Miami to
Orlando. The target was Cuba.

August 16, 1980
Hijacking: A Republic Airlines DC-9 was hijacked en route from Miami to
Orlando. The target was Cuba.

August 16, 1980
Hijacking: A Delta Airlines flight was hijacked en route from San Juan to
Miami. The target was Cuba.

August 18, 1980

Hijacking: An Eastern Airlines flight was hijacked en route from Melbourne,
Florida, to Atlanta. A demand for prisoner release was made. The target
was Cuba.

August 26, 1980
Hijacking: An Eastern Airlines L-1011 bound for Miami from New York was
hijacked. The target was Cuba.

August 29, 1980
Hijacking: A Braniff Airways flight from Lima, Peru, to Los Angeles was
hijacked for the purpose of immigration to the United States.

September 8, 1980
Hijacking: An Eastern Airlines flight was hijacked en route to Tampa from
New York. The target was Cuba.

September 9, 1980
Bombing: There was an explosion in the cargo hold of a United Airlines
B-727 while on the ground in Portland, Oregon.

September 12, 1980
Hijacking: An Eastern Airlines B-727 was hijacked en route from Newark to
Miami. The target was Cuba.

September 13, 1980
Hijacking: A Delta B-727 was hijacked in New Orleans. The target was Cuba.
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September 14, 1980
Hijacking: An Eastern Airlines B-727 was hijacked en route to Miami from
Tampa. The target was Cuba.

September 17, 1980
Hijacking: A Delta Airlines B-727 was hijacked en route from Atlanta to
Columbia, South Carolina. The target was Cuba.

October 13, 1980
Hijacking: A THY B-727 was hijacked en route from Istanbul to Ankara.
The objective was Tehran.

October 25, 1980
Hijacking: A Continental Airlines B-727 was hijacked en route from Miami
to Houston. The target was Cuba.

November 6, 1960
Hijacking: An AVENSA flight from Caracas to Puerto Ordaz, Venezuela,
was hijacked. The target was Cuba.

November 12, 1980
Hijacking: An ARCO flight from Colonia, Uruguay, to Buenos Aires was
hijacked. The target was Cuba.

December 4, 1980

Hijacking: A LOT AN-24 was hijacked en route to Warsaw, Poland, from
Zielena Gora, Germany. The target was West Berlin for the purpose of
political asylum.

December 5, 1980
Hijacking: An Aeropostal DC-9 was hijacked en route from Porlamar to
Caracas. The target was Higuerote, Venezuela.

December 15, 1980

Hijacking: An Avianca B-727 was hijacked en route to Pereira from Bogotd,
Colombia. The target was Cuba.

Source for the 1980 section (unless otherwise stated): Criminal Acts against
Civil Aviation, U.S. Department of Transportation, 1986.

1981

January 10, 1981
Hijacking: A LOT AN-24 was hijacked en route from Katowice to Warsaw.
A demand was made for political asylum.

February 5, 1981
Hijacking: An Eastern Airlines flight from New York to San Juan was hi-
jacked. The target was Cuba.
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February 6, 1981
Hijacking: An Avianca B-727 was hijacked en route from Bucaramanga to
Cucuta, Colombia.

March 2, 1981
Hijacking: A PIA B-720 was hijacked en route to Peshawar, Pakistan, from
Karachi for the purpose of obtaining a prisoner release.

March 5, 1981
Hijacking: A Continental Airlines flight to Phoenix, Arizona from Los An-
geles was hijacked.

March 27, 1981

Hijacking: A SAHSA flight from Tegucigalpa to San Pedro Sula, Hondu-
ras, was hijacked. The target was Managua for the purpose of a prisoner
release.

March 28, 1981
Hijacking: A Garuda flight from Palembang to Medan, Indonesia, was hi-
jacked. The target was Malaysia.

April 10, 1981
Hijacking: An Eastern Airlines A-300 was hijacked en route from New York
to Miami. The target was Cuba.

May 2, 1981
Hijacking: An Aer Lingus B-737 was hijacked en route from Dublin, Ireland,
to London. The target was Tehran, for religious objectives.

May 24, 1981
Hijacking: A THY DC-9 was hijacked en route from Istanbul to Ankara. The

target was Burgas, Bulgaria, in order to gain the release of a prisoner.

July 10, 1981
Hijacking: An Eastern Airlines flight from Chicago to Miami was hijacked.
The target was Cuba.

July 11, 1981

Hijacking: A U.S. jet was hijacked by two men who lit firebombs made of
baby bottles aboard the plane.

Source: Not confirmed, but believed to be true.

July 21, 1981
Hijacking: A LOT AN-24 was hijacked en route from Katowice to Gdansk,
Poland. The target was West Berlin, for political reasons.

August 5, 1981
Hijacking: A LOT T-prop aircraft was hijacked en route from Katowice to
Gdansk.
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August 11, 1981
Hijacking: A LOT flight to Gdansk from Katowice was hijacked. The target
was West Berlin, for political reasons.

August 22, 1981
Hijacking: A LOT AN-24 was hijacked en route to Warsaw from Wroclaw,
Poland. The objective was West Berlin, for political reasons.

August 31, 1981
Bombing: There was an explosion on a Middle East Airlines B-720 on the
ground in Beirut.

September 18, 1981
Hijacking: A LOT AN-24 en route to Warsaw from Katowice was hijacked.
The target was West Berlin, for political reasons.

September 22, 1981
Hijacking: A LOT flight to Koszalin, Poland, from Warsaw, Poland, was
hijacked. A demand was made for political asylum in West Berlin.

September 26, 1981
Hijacking: A JAT flight from Titograde with a final destination of Belgrade,
Yugoslavia, was hijacked. The target was Israel.

September 29, 1981

Hijacking: An Indian Airlines B-737 was hijacked en route to Amritsar from
New Delhi, India. Demands were made for the release of prisoners in
Lahore and for a separate Sikh state.

September 29, 1981
Hijacking: A LOT AN-24 was hijacked en route from Warsaw to Szczecin,
Poland. The target was West Berlin.

October 5, 1981
Hijacking: A USAirways BAC-111 was hijacked en route from Albany to
Buffalo, NY. The target was the USSR.

October 13, 1981
Bombing: The baggage compartment exploded on an Air Malta B-737 while
it was on the ground in Cairo, Egypt.

October 23, 1981
Hijacking: An American Airlines DC-10 was hijacked en route from San Juan
to New York. The target was Quebec.

October 29, 1981

Hijacking: A SANSA flight was hijacked en route to San José from Quepos,
Costa Rica. Demands were made for a prisoner release and a public state-
ment. The target was San Miguel, El Salvador.
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November 26, 1981

Hijacking: An Air India B-707 was hijacked en route to Bombay from Mahe
Island, in the Seychelles, in order to escape fighting at Seychelles Airport.
The target was Durban, South Africa.

December 5, 1981
Hijacking: A TWA B-707 was hijacked en route from Cleveland to New
York.

December 7, 1981
Hijacking: An Aeropostal DC-9 was hijacked en route from Caracas to
Puerto Ordaz, Venezuela. The target was Cuba.

December 7, 1981
Hijacking: An Aeropostal DC-9 was hijacked en route from Caracas to Bar-
celona, Venezuela. The target was Cuba.

December 7, 1981
Hijacking: An AVENSA B-727 was hijacked after departing from Caracas.
The target was Cuba.

December 7, 1981

Hijacking: A Libyan Arab Airlines flight from Zurich to Tripoli was hi-
jacked. A demand was made for the return of Musa Sadr. The target was
Beirut.

December 12, 1981

Bombing: There was an explosion in the rear cabin area of an Aeronica
B-727 while it was on the ground in Mexico City.

Source for the 1981 section (unless otherwise stated): Criminal Acts against
Civil Aviation, U.S. Department of Transportation, 1986.

1982

January 7, 1982

Hijacking: An Aerotal B-727 was hijacked en route from Santa Marta to Bar-
ranquilla, Colombia. A demand was made for a prisoner release. The target
was Aruba.

January 27, 1982
Hijacking: An Aerotal B-727 was hijacked en route to Pereira from Bogota,
Colombia, in order to make a political statement.

February 2, 1982
Hijacking: An Air Florida B-737 was hijacked en route from Miami to Key
West. The target was Cuba.

February 13, 1982
Hijacking: A Braniff Airways B-727 was hijacked in Amarillo, Texas.
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February 24, 1982
Hijacking: A Kuwait Airways B-707 was hijacked en route from Beirut to
Kuwait. A demand was made for the return of Musa Sadr.

February 26, 1982

Hijacking: A Air Tanzania B-737 was hijacked en route to Kilimanjaro from
Mwanza, Tanzania. A demand was made for the resignation of the Tanza-
nian president.

March 1, 1982
Hijacking: A United Airlines B-727 was hijacked en route from Chicago to
Miami. The target was Cuba.

April 5, 1982
Hijacking: A Delta Airlines B-727 was hijacked en route from Chicago to
Miami. The objective was Cuba.

April 28, 1982

Hijacking: An ANHSA flight was hijacked en route from La Ceiba to San
Pedro Sula, Honduras. A prisoner release was demanded. The target was
Cuba.

April 30, 1982
Hijacking: A LOT AN-24 was hijacked en route to Warsaw from Wroclaw,
Poland. A demand was made for political asylum. The target was West Berlin.

May 10, 1982

Hijacking: An Aeronica flight was hijacked en route to the Corn Islands,
Nicaragua. A demand was made for political asylum. The objective was
Limon, Costa Rica.

May 19, 1982
Hijacking: An Aero Del Guaviare aircraft was hijacked. The target was
Cuba.

May 21, 1982
Hijacking: A Philippine Airlines flight from Bacolod to Cebu, in the Philip-
pines, was hijacked. A demand was made for government reform.

May 27, 1982

Hijacking: A Royal Air Maroc flight departing from Damascus with a final
destination of Casablanca, Morocco, was hijacked. A demand was made for
government reform. The target was Tunis.

June 9, 1982
Hijacking: A LOT aircraft was hijacked en route to Warsaw from Katowice.
The target was West Berlin.

June 23, 1982
Hijacking: A Henson DHC-7 in Staunton, Virginia, was hijacked with an
alleged gun.
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June 30, 1982

Hijacking: An Alitalia flight from New Delhi, India, to Bangkok, Thailand,
was hijacked. The objective was for the hijacker to reunite with his wife
and child.

July 22, 1982
Hijacking: A Marco Island M-404 was hijacked en route from Miami to Key
West. The objective was Cuba.

July 25, 1982
Hijacking: A CAAC IL-18 was hijacked en route to Shanghai from Xian,
China. The target was Taiwan.

August 4, 1982

Hijacking: An Indian Airlines flight from New Delhi to Amritsar, India, was
hijacked. A demand was made to speak with Sikh leaders. The target was
Lahore.

August 11, 1982

Bombing: A bomb exploded on board a Pan American 747 traveling from
Japan to Hawaii. A similar incident was seen in the April 2, 1986, bomb
enclosed in a seat cushion on board a TWA 727.

Source: “FAA History Chronology, 1926-1996.”

August 16, 1982
Hijacking: A Dolphin EMB-110 was hijacked en route from Tampa to West
Palm Beach. The objective was Cuba.

August 20, 1982

Hijacking: An Indian Airlines B-737 was hijacked en route from Jodhpur
to New Delhi. A demand was made for political reform. The target was
Lahore.

August 25, 1982
Hijacking: A LOT IL-18 was hijacked en route to Warsaw from Budapest. A
demand was made for political asylum. The target was Munich.

September 25, 1982
Hijacking: An Alitalia B-747 was hijacked en route from Algiers to Rome.
The objective was Libya.

October 14, 1982
Hijacking: A Balkan Airlines TU-134 was hijacked en route to Warsaw from
Burgas, Bulgaria.

October 27, 1982
Hijacking: A TWA flight from Los Angeles to St. Louis, Missouri, was hi-
jacked.
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November 7, 1982

Hijacking: An Aeroflot AN-24 was hijacked en route from Novorossiysk to
Odessa, USSR. A demand was made for political asylum. The objective was
Turkey.

November 22, 1982
Hijacking: A LOT AN-24 was hijacked en route from Wroclaw to Warsaw.
A demand was made for political asylum. The target was West Berlin.

November 27, 1982
Hijacking: A MALEV TU-154 was hijacked en route to Budapest from
Warsaw. The target was West Berlin.

December 30, 1982

Hijacking: A United Airlines B-727 was hijacked en route from Chicago to
Pittsburgh. The target was Washington, DC.

Source for the 1982 section (unless otherwise stated): Criminal Acts against
Civil Aviation, U.S. Department of Transportation, 1986.

1983

January 7, 1983
Hijacking: A Delta Airlines B-727 was hijacked en route from Portland,
Maine, to Boston. The target was Las Vegas.

January 18, 1983
Hijacking: A Thai Airlines flight from Phitsanulok to Chiang Mai, Thailand,
was hijacked. Chiang Mai was the target.

January 20, 1983
Hijacking: A Northwest Airlines flight from Seattle to Portland was hijacked.
The target was Afghanistan.

January 20, 1983
Hijacking: An Alyemda B-707 was hijacked en route to Kuwait from Aden,
Yemen. Djibouti was the target.

February 13, 1983
Hijacking: A 'Trans-Australia A-300 was hijacked en route from Perth to
Melbourne, Australia. The target was Adelaide.

February 15, 1983
Hijacking: A Rio Airways DHC-7 was hijacked en route from Killeen, Texas,
to Dallas by unscreened passengers. The target was Cuba.

February 18, 1983
Hijacking: A Czechoslovak Airlines T'U-134 was hijacked en route to Prague
from Poprad, Czechoslovakia.
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February 20, 1983
Hijacking: A Libyan Arab Airlines B-727 was hijacked en route from Sabha
to Benghazi. Morocco was the objective.

March 7, 1983
Hijacking: A Balkan Airlines plane en route to Varna from Sofia, Bulgaria,
was hijacked. The target was Turkey.

April 15, 1983
Hijacking: A THY B-727 was hijacked en route from Istanbul to Izmir, Tur-
key. Australia was the objective.

May 5, 1983
Hijacking: A CAAC flight from Shenyang to Shanghai, China, was hijacked.
The objective was South Korea.

May 12, 1983
Hijacking: A Capitol flight from San Juan to Miami was hijacked. The objec-
tive was Cuba.

May 19, 1983
Hijacking: An Eastern Airlines flight was hijacked en route to New York
from Miami. The target was Cuba.

June 14, 1983
Hijacking: An Eastern Airlines A-300 was hijacked en route from Miami to
New York. The objective was Cuba.

June 22, 1983
Hijacking: A Libyan Arab Airlines flight from Athens to Tripoli was hijacked.
The target was Iran.

June 24, 1983
Hijacking: An Aeromexico flight from Mexico City to Miami was hijacked.
The target was Cuba.

July 2, 1983

Hijacking: A Pan Am flight from Miami to Orlando was hijacked. The target
was Cuba.

July 5, 1983
Hijacking: An Aeroflot flight from Moscow to Tallinn, USSR, was hijacked.
The target was the United Kingdom or Norway.

July 6, 1983

Hijacking: An Iran Air flight to Tehran from Shiraz, Iran, was hijacked. A
demand was made for a political statement. The target was Iraq.

July 7, 1983

Hijacking: An Air Florida B-737 was hijacked en route from Fort Lauderdale
to Tampa. The objective was Cuba.



A Chronology of Attacks against Civil Aviation 207

July 17, 1983
Hijacking: Three hijackers seized a Delta Air Lines flight from Miami. The
target was Cuba.

July 19, 1983
Hijacking: An Eastern Airlines L.-1011 was hijacked en route from New York
to Miami. The objective was Cuba.

July 21, 1983
Hijacking: A Northwest Airlines B-727 was hijacked en route from Tampa to
Miami. The target was Cuba.

August 2, 1983
Hijacking: A Pam Am flight from Miami to Houston was hijacked. The ob-
jective was Cuba.

August 4, 1983
Hijacking: A Capitol flight from San Juan to Miami was hijacked. The target
was Cuba.

August 18, 1983
Hijacking: A Delta Air Lines flight en route to Tampa from Miami was hi-
jacked. The target was Cuba.

August 19, 1983
Bombing: There was an explosion under a cabin area seat on a Syrian Arab
Airlines B-727 on the ground in Rome.

August 27, 1983
Hijacking: An Air France flight from Vienna to Paris was hijacked. A pris-
oner release was demanded. The target was Tehran.

September 1, 1983

Hostile territory: A Soviet interceptor shot down Korean Airlines flight 007,
which unknowingly flew into restricted airspace.

Source: “FAA History Chronology, 1926-1996.”

September 1, 1983
Hijacking: A Mexicana flight from Mexico City to Miami was hijacked. The
target was ‘Tel Aviv.

September 22, 1983
Hijacking: An American Airlines B-727 was hijacked en route from New
York to St. Thomas. The objective was Cuba.

September 23, 1983
Bombing: A Gulf Air B-737 crashed between Karachi and Abu Dhabi due to
an explosion in the baggage compartment.
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October 15, 1983
Hijacking: A People’s Ex. flight from Buffalo, NY, to Newark was hijacked.
The objective was Atlantic City.

November 18, 1983
Hijacking: An Aeroflot TU-134 was hijacked en route from Thbilisi to Ba-
tumi, USSR. Turkey was the objective.

November 21, 1983

Hijacking: A Republic flight from Detroit to Kalamazoo was hijacked. The
target was Chicago.

Source for the 1983 section (unless otherwise stated): Criminal Acts against
Civil Aviation, U.S. Department of Transportation, 1986.

1984

January 18, 1984
Bombing: There was an explosion in the cargo hold of an Air France flight
between Karachi and Dharan, Saudi Arabia.

February 3, 1984
Hijacking: A Varig-Cruzeiro flight from San Luis to Belam, Brazil, was hi-
jacked. The target was Cuba.

February 11, 1984

Hijacking: An American Airlines B-727 was hijacked en route from Port-au-
Prince to New York. A demand was made for political asylum. The target
was the United States.

March 7, 1984
Hijacking: An Air France B-737 was hijacked en route from Frankfurt to
Paris. Libya was the objective.

March 10, 1984
Bombing: A Union Des Transport DC-8 was destroyed by an explosion in
the baggage compartment while on the ground in Chad.

March 22, 1984
Hijacking: A British Airways flight from Hong Kong to Beijing, China, was
hijacked. The target was Taiwan.

March 27, 1984

Hijacking: A Piedmont Airlines B-737 from Charlotte, North Carolina, to
Charleston was hijacked. Cuba was the target. A prisoner release demand
was made.

March 28, 1984
Hijacking: A Delta Air Lines B-727 from New Orleans to Dallas was hi-
jacked. The objective was Cuba.
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April 5, 1984

Hijacking: A Saudi Arabian Airlines flight from Jiddah, Saudi Arabia, to
Damascus was hijacked. The target was Stockholm.

Summer 1984

Hijacking Plot: During the Summer Olympic Games in Los Angeles, the FBI
uncovered a plot to fly a crop-dusting plane into a filled Olympic stadium.

Source: Lt. General Mike Canavan, Retired, Testimony before the National
Commission on Terrorist Attacks upon the United States, May 23, 2003.

June 25, 1984
Hijacking: A CAAC flight from Nanchang to Fuzhou, China, was hijacked.
"Taiwan was the objective.

June 26, 1984
Hijacking: An Iran Air B-727 was hijacked en route from Tehran to Bushehr,
Iran. A demand was made for political asylum. The target was Baghdad.

July 5, 1984

Hijacking: An Indian Airlines flight was hijacked en route to New Delhi from
Srinagar, India. Demands were made for a prisoner release and money to
repair the Sikh temple in Lahore. The target was Lahore.

July 21, 1984
Hijacking: A MEA B-707 on a flight between Abu Dhabi and Beirut was
hijacked.

July 29, 1984
Hijacking: An Aeropostal DC-9 flight between Caracas and Curagao, Ven-
ezuela, was hijacked.

July 31, 1984
Hijacking: An Air France B-737 en route to Paris from Frankfurt was hi-
jacked. A prisoner release demand was made. The target was Tehran.

August 7, 1984

Hijacking: An Iran Air flight originating in "Tehran with a final destination
of Jiddah, Saudi Arabia, was hijacked. A demand was made for political
asylum. The target was Paris.

August 10, 1984
Hijacking: An Indian Airlines aircraft en route from Mangalore to Banga-
lore, India, was hijacked.

August 24, 1984
Hijacking: An Indian Airlines flight between New Delhi and Srinagar, India,
was hijacked. A prisoner release demand was made. The target was Dubai.

August 28, 1984
Hijacking: An Iran Air flight was hijacked en route to Shiraz from Tehran,
Iran. A demand was made for political asylum. The target was Kuwait.
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September 8, 1984
Hijacking: An Iran Air flight between Bandar Abbas and Tehran, Iran, was

hijacked. A demand was made for political asylum. The target was Abu
Dhabi.

September 12, 1984
Hijacking: an Iran Air A-300 was hijacked en route from Tehran to Shiraz,
Iran.

September 16, 1984
Hijacking: An Iraqi Airways B-737 was hijacked en route from Larnaca,
Cyprus, to Baghdad.

October 2, 1984
Hijacking: An LAC DC-8 on a flight to Bogota from Cartagena, Colombia,
was hijacked. The target was Cuba.

November 5, 1984

Hijacking: A Saudi Arabian Airlines flight from London with a final destina-
tion of Riyadh was hijacked. A demand was made for government reform
and political asylum. The target was Tehran.

November 24, 1984

Hijacking: A Somali Airlines B-707 was hijacked en route from Mogadishu,
Somalia, to Jiddah, Saudi Arabia. Demand for prisoner release and political
asylum. The objective was Addis Ababa.

November 29, 1984
Hijacking: An Eastern flight from Augusta to Atlanta was hijacked. The de-
mand was to speak with friends.

December 4, 1984
Hijacking: A Kuwait Air A-310 was hijacked en route to Karachi from Dubai.
A prisoner release was demanded. The target was Tehran.

December 31, 1984

Hijacking: An American Airlines flight from St. Croix to New York was hi-
jacked. The target was Cuba.

Source for the 1984 section (unless otherwise stated): Criminal Acts against
Civil Aviation, U.S. Department of Transportation, 1986.

1985

January 4, 1985
Hijacking: A Pan Am B-727 was hijacked en route from Cleveland to New
York. The target was Brazil.

January 18, 1985
Hijacking: An Eastern Airlines A-300 was hijacked en route from Newark to
Miami. The target was Cuba.
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January 23, 1985
Bombing: There was an explosion in the forward lavatory of a Lloyd Aereo
Boliviano B-727 while in flight from La Paz to Santa Cruz, Bolivia.

February 7, 1985
Hijacking: A Cyprus Air flight to Larnaca, Cyprus, from Beirut was hijacked.
A prisoner release was demanded.

February 23, 1985
Hijacking: An MEA B-707 was hijacked en route from Beirut to Paris. A
demand was made for government reform. The target was France.

February 27, 1985
Hijacking: A Lufthansa B-727 flight from Frankfurt to Damascus was hi-
jacked. A demand was made for political asylum. The target was Vienna.

March 9, 1985
Bombing: There was an explosion in the baggage compartment of a Royal
Jordanian Airlines L-1011 aircraft while it was on the ground in Dubai.

March 17, 1985
Hijacking: A Saudi Arabian Airlines B-737 flight from Jiddah to Riyadh was
hijacked.

March 27, 1985
Hijacking: A Lufthansa B-727 flight from Munich to Athens was hijacked.
The target was Libya.

March 29, 1985
Hijacking: A Lufthansa B-737 flight between Hamburg and London was hi-
jacked. The target was Hawaii.

April 1, 1985
Hijacking: An MEA B-707 flight to Jiddah from Beirut was hijacked.

April 26, 1985
Hijacking: A China Airlines flight was hijacked after departing from Taiwan.
The target was Hong Kong.

May 18, 1985
Hijacking: A Korean Airlines flight from Seoul to Cheju, South Korea, was
hijacked. The target was North Korea.

June 11, 1985

Hijacking: An Alia B-727 on a flight between Beirut and Amman was hi-
jacked. A demand was made for the departure of Palestine guerillas from
Beirut. The target was Tunis.

June 12, 1985
Hijacking: An MEA flight from Beirut to Larnaca was hijacked in retaliation
for the June 11 Alia hijacking.
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June 14, 1985

Hijacking: A TWA B-727 flight was hijacked en route from Athens to Rome.
The passengers and crew were held for 17 days.

Source: “Significant Terrorist Incidents, 1961-2003: A Brief Chronology,
U.S. Department of State”; Criminal Acts against Civil Aviation, U.S. De-
partment of Transportation, 1986.

June 21, 1985
Hijacking: A Braathens S.A.FE. B-737 en route to Oslo from Trondheim,
Norway, was hijacked. A demand was made for government reform.

June 23, 1985

2 Bombings: An Air India Boeing 747 from Montreal to London crashed in
mid-flight over the north Atlantic due to a bomb in the forward cargo hold
contained in a suitcase. This at almost the same time as a bombing at the
"Tokyo Airport involving to luggage handlers.

Source: “FAA History Chronology, 1926-1996"; Criminal Acts against Civil
Aviation, U.S. Department of Transportation, 1986.

June 28, 1985
Hijacking: A THY B-727 was hijacked en route from Frankfurt to Istanbul.

July 4, 1985
Hijacking: An Air Niuguini flight from Port Moresby, New Guinea, to Bris-
bane was hijacked. The target was Sydney, Australia.

August 5, 1985
Hijacking: An Iran Air B-727 flight between Tehran and Bandar Abbas, Iran,
was hijacked.

October 30, 1985
Bombing: An American Airlines B-727’ baggage compartment exploded
while the aircraft was on the ground in Dallas.

November 2, 1985
Hijacking: An Iran Air B-707 was hijacked en route to Tehran from Bandar
Abbas, Iran.

November 10, 1985
Hijacking: A Ugandan Airways flight from Kampala to Arwa, Uganda, was
hijacked. The target was Kasese.

November 19, 1985
Hijacking: An America West B-737 was hijacked en route from Phoenix to
Ontario, California.

November 23, 1985

Hijacking: Three men seized control of an Egypt-Air B-737 after takeoff
from Athens en route to Cairo. A gunfight on board killed one of the hi-
jackers and many other people.

Source: “FAA History Chronology, 1926-1996.”
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November 25, 1985
Hijacking: An Iran Asseman flight en route to Bandar Abbas, Iran, was hi-
jacked. The target was Dubai.

December 19, 1985
Hijacking: An Aeroflot AN-24 was hijacked en route from Nerchinskiy
Zavod to Irkutsk, USSR.

December 23, 1985
Hijacking: An Iran Air flight from Sirri Island to Shiraz, Iran, was hijacked.

December 27, 1985

Airport Hijacking: Nearly simultaneous attacks on the airport check-in
counters of EI Al Airlines in Rome and Vienna resulted in 20 dead, includ-
ing four hijackers, and 120 injured.

Source: “FAA History Chronology, 1926-1996.”

December 27, 1985

Hijacking: A Saudi Arabian Airlines flight from Karachi to Riyadh was hi-
jacked.

Source for the 1985 section (unless otherwise stated): Criminal Acts against
Civil Aviation, U.S. Department of Transportation, 1986.

1986

January 16, 1986
Bombing: A timed device exploded outside an Alyemda Democratic Yemen
Airlines office in Abu Dhabi.

January 23, 1986
Bombing: There was an explosion at a Pakistan International Airlines ticket-
ing office in Peshawar, Pakistan.

February 2, 1986

Shooting: While a TACA International Airlines aircraft was on the ground in
Guatemala, a bullet was fired through the fuselage. A passenger was criti-
cally wounded.

February 5, 1986
Hijacking: A Delta Airlines L-1011 was hijacked in Dallas. The hijacker
grabbed a male flight attendant and put a three-inch knife to his throat.

February 14, 1986
Potential Bombing: A bomb was placed in the mailbox of an Aeroflot office
in Brussels, Belgium.

February 27, 1986

Hijacking: A Trans World Airlines flight from Miami to New York three
inch.

Source: Aviation Safety Network Database, http://aviation-safety.net/ data
base.
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March 4, 1986

Hijacking: An Olympic Airways B-737 en route from Athens to Santorini,
Italy, was hijacked and the hijackersdemanded to be taken to Libya.

Source: Aviation Safety Network Database, http://aviation-safety.net/ data
base.

March 11, 1986

Hijacking: Members of the National Liberation Army seized a Compania
Aeroexpreso of Bogota helicopter while it was on the ground near Arauca,
Colombia.

March 14, 1986
Hijacking: A Delta Airlines aircraft in Dallas three inch. The hijacker com-
mitted suicide.

March 30, 1986

Bombing: A Palestinian terrorist seized TWA Flight 840 approaching
Athens airport.

Source: “Significant Terrorist Incidents, 1961-2003: A Brief Chronology,
U.S. Department of State”

April 2, 1986

Bombing: A bomb planted under Seat 10F in a TWA 727 flying from Rome
to Athens.

Source: “FAA History Chronology, 1926-1996.”

April 7, 1986
Bombing: A bomb in a backpack exploded in front of a Northwest Airlines
office in Stockholm.

April 9, 1986
Bombing: A car bomb exploded in front of a Sabena Airlines office in Beirut.

April 10, 1986
Bombing: A bomb exploded at an Air France office in Lisbon.

April 17, 1986

Attempted bombing: El Al security officials at a checkpoint at Heathrow
Airport, London, discovered a suitcase bomb, timed to explode in mid-
flight, carried by an unsuspecting girlfriend of an Arab who was not travel-
ing with her.

April 24, 1986

Bombing: A bomb, hidden in garbage bags outside the office, exploded near
the British Airways Office in London.

April 25, 1986
Attempted bombing: An explosive device known as an artillery simulator

was found on board a Pan Am B-727 on the ground at Istanbul. A U.S.
solider had carried the device on to the plane.
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April 25, 1986

Attack: The offices of Saudi Arabian Airlines and Kuwait Airways in Athens
were attacked with hand grenades. One of the grenades was taped to the
door of the Kuwait Airways office.

April 28, 1986
Hijacking: A Reno Flying Service Cessna-210 was hijacked after completing
a chartered flight to Dunsmuir, California.

May 1, 1986
Attempted bombing: A Japanese national’s luggage was found to contain
explosive device components at Schiphol Airport in Amsterdam.

May 2, 1986

Hijacking: A Horizon Airlines flight from Eugene to Portland, Oregon, was
hijacked. The hijacker, who boarded without a ticket, placed a hard object
on the back of the pilot’s neck to gain control of the plane.

May 3, 1986

Hijacking: A China Airlines B-747, en route from Bangkok to Hong Kong,
was hijacked by the pilot. He demanded political asylum. His target was the
People’s Republic of China.

May 3, 1986
Bombing: There was an explosion in the cargo hold of an Air Lanka L.-1011
while it was on the ground at Colombo, Sri Lanka.

May 8, 1986

Bombing: While the plane was boarding, a bomb exploded in the cargo hold
of an Air Lanka L-1011 Tri-Star aircraft at Colombo’s International Air-
port, Sri Lanka.

May 8, 1986

Bombing: A Santorini Airport, Italy, customs inspection revealed that a suit-
case, from an Olympic 737 charted by a West German travel agency, con-
tained flares and explosive devices.

May 13, 1986
Bombing: A British Airways office in Bogota sustained heavy damage during
several attacks.

May 20, 1986
Hijacking: A Finn Air DC-9 was hijacked en route from Oulu to Helsinki,
Finland, to make a public statement.

May 22, 1986
Bombing: A grenade exploded at the entrance of Bangkok’s Don Maung In-
ternational Airport.
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May 23, 1986

Hijacking: A Swiss Air DC-10 on the ground at Chicago’s O’Hare Airport
was hijacked with the target of Zurich, for the purpose of producing a
movie. The hijacker, who was not a ticketed passenger, ran past the gate
attendant and used a pocket knife to take a female passenger hostage.

May 27, 1986
Bombing: Bombs left in bags outside three offices of the official airline of
Saudi Arabia. The bombs detonated within 20 minutes of each other.

May 27, 1986

Bombing: A bomb in front of the Pan Am office in Karachi detonated within
the same 20-minute time frame as the bombs at the three Saudi offices
mentioned above. There was a Saudi office near the Pan Am office, and it is
speculated that the Pan Am office was not the intended target.

May 30, 1986

Attempted bombing: A conspiracy among members of a Sikh fundamental-
ist group to blow up a specific aircraft leaving JFK International Airport
was revealed due to collaborative efforts involving Canadian authorities
and an undercover FBI agent.

June 7, 1986
Hijacking: An Aeronica B-727 was hijacked en route from Managua to San
Salvador.

June 26, 1986

Bombing: A bomb, timed to explode two hours after takeoff, was discovered
as it began to smoke during inspection at the El Al check-in counter in
Madrid. The person transporting the suitcase had been told that he was
transporting illegal drugs.

July 4, 1986
Bombing: One of five bombs in downtown Lima exploded at an Aeroperu

office.

July 5, 1986

Hijacking: A Sudan Airways flight from Baghdad to Khartoum, Sudan, was
hijacked. The hijacker passed a note to a flight attendant demanding that
the plane should go to Israel or he would blow up the plane.

July 18, 1986
Bombing: An Eastern Air Lines office in downtown Santiago, Chile, sus-
tained structural damage due to a blast.

July 22, 1986
Bombing: Experts defused a bomb before it exploded at the Aeroflot office
in Lima.
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July 22, 1986
Bombing: Dynamite was thrown into an Eastern Air Lines office in Lima
during a night attack.

August 6, 1986
Bombing: There was an explosion in a restroom in the domestic flight wing
at Lima International Airport.

August 6, 1986
Bombing: A bomb, placed under a staircase, exploded between Saudi Arabian
Airways and Kuwait Airways offices in New Delhi.

August 16, 1986

Shooting: A Sudan Airways flight from Malakal to Khartoum, Sudan, was
shot down by rebels believed to be part of the Sudanese People’s Liberation
Army (SPLA).

August 28, 1986
Hijacking: A LOT Airlines TU-134 was hijacked en route from Wroclaw to
Warsaw.

August 31, 1986
Hijacking: A general aviation aircraft was seized by two men with a history of
drug trafficking, in Uchiza, Peru.

September 3, 1986

Attempted hijacking: Preboarding screening of a male passenger, for an
American Airlines flight from Miami to San Juan, revealed two Clorox
bottles filled with gasoline.

September 5, 1986

Hijacking: Four men dressed as security guards hijacked a Pan Am 747 in
Karachi.

Source: “FAA History Chronology, 1926-1996.”

September 8, 1986
Seizure: Twelve protestors demonstrating against Iraqi army operations in
Kurdistan held 10 people hostage in an Iraqi Airways office in Paris.

September 14, 1986

Bombing: A bomb was detonated by North Korean agents at Seoul’s Kimpo
airport.

Source: “Significant Terrorist Incidents, 1961-2003: A Brief Chronology,
U.S. Department of State.”

September 20, 1986
Hijacking: Two men seized an Aeroflot flight departing from Kiev, USSR, in
order to escape police custody.
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September 22, 1986
Bombing: An unclaimed package from Austria, sent to Esenboga Airport in
Ankara, contained three hand grenades.

September 25, 1986
Hijacking: Rebels seized a general aviation aircraft of Gonini Airways in
Suriname.

October 3, 1986

Hijacking: Two Compania Aeroexpreso helicopters were seized and stripped
by guerrillas of the National Liberation Army in Arauca, Colombia. The
hijackers forced the first helicopter to radio to the second for assistance and
then seized and stripped that one too.

October 18, 1986
Hijacking: In Suriname, a chartered aircraft for tourists was hijacked after
landing in Raleigh Falls, a remote vacation site.

October 26, 1986

Bombing: While an attempt was being made to repackage a smuggled gre-
nade in the lavatory, it accidentally exploded on board a Thai Airways
A-300 en route to Osaka.

October 28, 1986
Bombing: A Lufthansa Airline office was bombed in Cologne, FRG.

November 1, 1986

Bombing: Action Directe exploded a device in the offices of the Minerve
Air Charter Company in Paris. This was in retaliation for the expulsion
of Malians and the placement of a number of Algerian opposition figures
under house arrest.

November 5, 1986

Hijacking: A prison escapee hired a pilot and a commercial helicopter to land
near the prison in Pleasanton, California. He then seized the helicopter
with a pistol, put it down it inside the prison long enough to pick up an-
other inmate, and then flew to a secluded area to abandon the helicopter.

November 10, 1986
Hijacking: An Iran Air A-300 was hijacked en route from Tehran to Tabriz,
Iran.

November 23, 1986

Hijacking: Two men seized a Red Cross helicopter and picked up two in-
mates in a prison courtyard near Rome. The pilot then flew to a nearby
football field and the hijackers and prisoners escaped.

December 25, 1986
Hijacking: An Iraqi Airways flight between Baghdad and Amman was
hijacked.
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December 26, 1986
Attempted bombing: A suitcase bomb was deactivated after being discov-
ered in the parking lot of Beirut Airport.

December 31, 1986
Shooting: A man fired his hunting rifle at a United Airlines flight landing in
Raleigh, North Carolina.

December 31, 1986

Attempted bombing: A false-bottomed case containing a highly explosive
device was carried by an individual attempting to board a Middle East Air-
lines flight to West Germany.

Source for the 1986 section (unless otherwise stated): Criminal Acts against
Civil Aviation, U.S. Department of Transportation, 1986.

1987

January 5, 1987
Hijacking: A Delta Air Lines aircraft in Dallas was hijacked. The target was

Egypt.
January 10, 1987

Hijacking: A New York Air DC-9 was hijacked en route to Washington, DC.
A demand was made to speak with officials.

March 7, 1987
Hijacking: An Alaska Airlines flight to Anchorage from Seattle was hijacked.
The target was Cuba.

March 10, 1987
Hijacking: A Cubana Airlines flight from Havana to Nueva Gerona, Cuba,
was hijacked. The target was the United States.

May 5, 1987
Hijacking: An Iran Air aircraft was hijacked on a flight from Shiraz to Tehran.

May 15, 1987
Hijacking: A plane was hijacked in Warsaw. A demand was made for political
asylum. The target was West Berlin.

May 19, 1987
Hijacking: An Air New Zealand B-747 was hijacked at Nadi, Fiji. The target
was Libya.

June 5, 1987
Hijacking: A Virgin Islands seaplane fight from St. Croix to San Juan was
hijacked. The target was Cuba.

July 24, 1987
Hijacking: A Air Afrique DC-10 from Brazzaville, Congo, to Paris was hi-
jacked. A demand was made for a prisoner release. The target was Beirut.
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September 8, 1987
Hijacking: A LOT plane was hijacked en route from Warsaw to Athens.

November 6, 1987
Hijacking: An Air Canada B-767 was hijacked en route from San Francisco
to Toronto. The targets were London and Ireland.

November 29, 1987

Bombing: North Korean agents planted a bomb on Korean Airlines Flight
858. The plane crashed into the Indian Ocean.

Source: “Significant Terrorist Incidents, 1961-2003: A Brief Chronology,
U.S. Department of State.”

December 7, 1987

Shooting of pilots: Pacific Southwest Airlines Flight 1771 was deliberately
crashed at Paso Robles, California, after a disgruntled former employee
shot the pilot and copilot in flight.

Source: “FAA History Chronology, 1926-1996.”

December 23, 1987

Hijacking: A KLLM B-737 was hijacked en route from Amsterdam to Milan,
Italy. The target was the United States.

Source for the 1987 section (unless otherwise stated): Criminal Acts against
Civil Aviation, U.S. Department of Transportation, 1990.

1988

January 4, 1988
Hijacking: An Aeromexico flight co-pilot en route to Mexico City. The tar-
get was Brownsville, Texas.

January 5, 1988
Hijacking: An Iran Air plane was hijacked en route from Tehran to Mashad,
Iran.

February 13, 1988

Hijacking: An Air Tanzania B-737 was hijacked en route from Dar es Salaam
to Kilimanjaro, Tanzania. A demand was made for the release from prison
of a political figure. The target was London.

February 22, 1988
Hijacking: A China Airlines B-737 was hijacked en route from Taipei to
Kaohsiung, Taiwan.

March 1, 1988
Bombing: A BOP Air flight suffered an explosion in the cabin area en route
between Phalaborwa and Johannesburg, South Africa.

March 8, 1988
Hijacking: An Aeroflot TU-154 was hijacked en route from Irkutsk to Len-
ingrad, USSR. The target was London.
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March 12, 1988
Hijacking: A Pakistan International Airlines A-300 was hijacked en route
from Karachi to Quetta, Pakistan.

April 5, 1988

Hijacking: A Kuwait Airlines B-747 was hijacked en route from Bangkok to
Kuwait. A demand for a prisoner release was made. The intended destina-
tion was Mashad, Iran.

May 12, 1988
Hijacking: A CAAC flight from Xiamen to Guangzhou, China, was hijacked.
A demand was made for political asylum. The target was Taiwan.

May 23, 1988
Hijacking: An Avianca B-727 was hijacked en route from Medellin to Bogota.
The target was Cuba.

August 1, 1988
Hijacking: An ACES aircraft was robbed on a remote airstrip between El
Bagre and Medellin, Colombia.

September 29, 1988
Hijacking: A flight was hijacked en route to Rio de Janeiro from Belo Hori-
zonte, Brazil.

October 1, 1988

Hijacking: Three men seized an American Airlines flight from Port-au-
Prince, Haiti, to New York. A demand was made for political asylum. The
target was the United States.

October 22, 1988
Hijacking: An Iran Air B-747 flight was hijacked en route from Tehran to
Frankfurt.

November 18, 1988

Potential plot: The FAA issued an information circular concerning the dis-
covery by the West German officials that a cassette recorder contained a
barometric device that could detonate at a certain altitude

Source: “FAA History Chronology, 1926-1996.”

December 2, 1988
Hijacking: An Aeroflot flight was hijacked in Mineralnyye Vody, USSR. The
target was Israel.

December 5, 1988

Potential plot: An anonymous phone call warned the U.S. Embassy in Helsinki
that a bomb was going to be put on board a Pan Am plane in Frankfurt.

Source: “FAA History Chronology, 1926-1996.”

December 11, 1988
Hijacking: A TWA flight from San Juan to Miami was hijacked. The target
was Cuba.
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December 21, 1988

Bombing: Pan Am Flight 103 bound for New York from London Heathrow
Airport was blown up over Lockerbie, Scotland, by Libyan terrorists by a
bomb contained in a radio-cassette player.

Source: “FAA History Chronology, 1926-1996,”

Source for the 1988 section (unless otherwise stated): Criminal Acts against
Civil Aviation, U.S. Department of Transportation, 1990.

1989

January 20, 1989
Hijacking: An Aeroflot flight from Arkhangelsk to Odessa, USSR, was hi-
jacked. The targets were Israel and Bucharest.

January 21, 1989
Hijacking: An Aeroflot AN-24 from Ivano-Frankovsk to Kiev, USSR.

January 31, 1989
Hijacking: An ACES flight to Medellin from San Andreas, Colombia, was
hijacked. The target was Miami.

March 29, 1989
Hijacking: A Malev flight from Prague to Frankfurt was hijacked. The target
was the United States.

March 31, 1989
Hijacking: An Aeroflot flight from Astrakhan to Baku, USSR, was hijacked.
The target was Pakistan.

April 10, 1989

Hijacking: Two men seized a Mission Aviation flight from Cap-Haitian,
Haiti, to Fort Lauderdale, Florida. A demand was made to speak with the
president of Haiti. The target was Miami.

April 24, 1989
Hijacking: A CAAC flight from Ningbo to Xiamen, China, was hijacked.
The target was Taiwan.

May 18, 1989
Hijacking: An Aeroflot flight from Angola to Tanzania was hijacked.

May 26, 1989
Hijacking: A CSA YAK-40 aircraft was hijacked en route from Prague to
Carlsbad, Czechoslovakia.

May 27, 1989
Hijacking: An American Airlines flight from Dallas to Miami was hijacked.
The target was Cuba.
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May 31, 1989
Hijacking: An ALM Antilles flight from Miami to Haiti was hijacked to
Curagao. The target was Israel.

August 23, 1989
Hijacking: Air France flight from Paris to Algiers. The target was Tunisia.

September 19, 1989

Bombing: UTA Flight 772 exploded in midair. The flight was from Braz-
zaville, Congo, to Paris.

Source: “Significant Terrorist Incidents, 1961-2003: A Brief Chronology,
U.S. Department of State.”

September 19, 1989

Hijacking: A Royal Air Maroc ATR-42 flight from Casablanca to El Aaiun
was hijacked to Asmara, Western Sahara. The mentally unstable hijacker
wanted to go to Las Palmas, in the Canary Islands.

September 19, 1989

Bombing: A Union Des Transport DC-10 was destroyed while flying be-
tween Brazzaville, Congo, and N’Djamena, Chad, due to an explosion in
the cargo hold.

October 6, 1989

Hijacking: A Myanmar Airways flight from Mergui to Rangoon, Burma, was
hijacked. The target was Bangkok, with the aim of making political de-
mands.

November 27, 1989

Bombing: An Avianca B-727 aircraft was destroyed in flight due to an ex-
plosion in the cabin area. The aircraft was en route from Bogotd to Cali,
Columbia.

December 11, 1989

Hijacking: A Trans World Airlines flight from San Juan to Miami was hi-
jacked.

Source: Aviation Safety Network Database, http://aviation-safety.net/data
base.

December 16, 1989

Hijacking: A CAAC B-747 flight from Beijing, Shanghai, and San Francisco
to New York was hijacked. A demand was made for political asylum. The
target was Fukuoka, Japan.

December 31, 1989

Hijacking: A Saudi Arabian Airlines B-747 flight from Jeddah to Riyadh was hi-
jacked. The mentally unstable hijacker wanted the plane diverted to Cyprus.

Source for the 1989 section (unless otherwise stated): Criminal Acts against
Civil Aviation, U.S. Department of Transportation, 1990.


http://aviation-safety.net/database
http://aviation-safety.net/database
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1990

January 3, 1990
Hijacking: Five men and one woman seized an LATN Cessna-402 flight
from Asuncion, Paraguay to Montevideo, Uruguay.

January 16, 1990

Hijacking: An America West Airlines flight en route to Las Vegas was hi-
jacked. The hijacker claimed to have an explosive device, which was only a
flashlight with a toothpaste container attached. The target was Cuba.

January 18, 1990

Hijacking: A United Airlines flight from San Francisco to Seattle was hi-
jacked. The target was Vancouver, Canada. The hijacker claimed his cell
phone was an explosive device.

January 18, 1990
Bombing: Car bombs, located in parking lots in both Peshawar and Islam-
abad international airports, detonated several hours apart.

January 26, 1990
Hijacking: Four armed passengers seized an Iran Air B-727 flight from Shi-
raz to Bandar Abbas, Iran.

March 22, 1990
Assassination: A machine gun attack at El Dorado Airport in Bogotd took
the life of Colombian presidential candidate Bernardo Jaramillo.

April 2, 1990

Hijacking: An American Airlines flight from Port-au-Prince, Haiti, to New
York was taken over on the ground in Haiti. A demand was made for politi-
cal asylum. The target was the United States.

April 18, 1990

Hijacking: An Aeroflot TU-134 flight from Moscow to Leningrad, USSR,
was hijacked. The hijacker claimed to have biological weapons wrapped in
cellophane.

April 26, 1990
Assassination: On an Avianca flight en route to Barranquilla from Bogoti, a lone
gunman killed Colombian presidential candidate Carlos Pizarro Leongomez.

April 29, 1990

Explosives seized: A teenager wore a maternity smock to hide explosive de-
vices and a detonator strapped to her waist. She was on a bus headed toward
Belfast International Airport.

May 5, 1990

Hijacking: En route from Baardheere to Mogadishu, Somalia, a Rockwell
"Turbo-Commander aircraft was seized by a man with a pistol. The plane
landed in Dolo, Ethiopia.
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May 21, 1990

Bombing: The El Al ticket office in Istanbul sustained minor damage from
an improvised explosive device (IED) that detonated on the sidewalk near
the building.

May 29, 1990
Hijacking: The pilot and flight engineer of a military AN-26 flight from
Mogadishu to Hargessa, Somalia, sought political asylum.

June 7, 1990
Bombing: Within a span of 45 minutes, three IEDs detonated in Gdansk,
Poland. One of the targets was the Polish Airlines ticket office.

June 8, 1990

Hijacking: An Aeroflot TU-154 flight was hijacked en route from Minsk to
Murmansk, USSR, by a 17-year-old who claimed to have a hand grenade.
His destination objective was Sweden.

June 19, 1990

Hijacking: An Aeroflot TU-134 flight from Riga to Murmansk, USSR, was
hijacked. The hijacker demanded to be taken to Helsinki to obtain political
asylum.

June 24, 1990
Hijacking: An Aeroflot TU-134 flight from Tallinn to Lvov, USSR, was hi-
jacked. The target was Finland.

June 28, 1990

Hijacking: An Aeroflot TU-154 flight from Krasnodar to Krasnoyarsk,
USSR, was hijacked by a male hijacker with a plan to divert the plane to
"Turkey to claim political asylum. He claimed to have chemicals to poison
everyone on board.

June 30, 1990
Hijacking: An Aeroflot TU-154 flight from Lvov to Leningrad, USSR, was
hijacked. The objective was Sweden.

June 30, 1990
Bombing: An Iberia Airlines office in Amsterdam sustained considerable
damage after an IED detonated in front of the building.

July 3, 1990
Hijacking: Two armed men took the pilot of a turboprop aircraft hostage in
a mining area in Brazil’s Para State.

July 4, 1990

Hijacking: An Aeroflot TU-134 flight from Sochi to Rostov, USSR, was hi-
jacked by a female hijacker with a plan to divert the plane to Turkey. Her
2-year-old daughter was also on the flight.
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July 5, 1990
Hijacking: An Aeroflot TU-154 flight from Leningrad to Lvov, USSR, was
hijacked. The objective was Sweden.

July 5, 1990
Hijacking: Five passengers seized an Aeroperlas flight from Colon to Panama
City. The target was Colombia.

July 10, 1990
Hijacking: An Aeroflot flight from Leningrad to Murmansk, USSR, was hi-
jacked. The target was France.

July 12, 1990
Hijacking: Two teenagers attempted to seize an Aeroflot flight from Lenin-
grad to Murmansk, USSR. The target was Sweden.

July 15, 1990
Bombing: A dynamite charge detonated underneath a car in the long-term
parking area at Jorge Chavez International Airport in Lima.

July 18, 1990
Hijacking: An Aeroflot TU-134 flight from Odessa to Sukhumi, USSR, was
hijacked. The objective was Turkey.

July 23, 1990
Hijacking: Two hijackers seized an Aeroflot TU-134 aircraft en route from
Riga to Murmansk, USSR. The target was Sweden.

July 28, 1990
Bombing: A landing beacon was destroyed by masked men several kilometers
from the Jorge Chavez International Airport in Lima.

August 14, 1990

Shooting at airport: A former Ogden Allied Services employee seized a fuel
truck and then opened fire on another fuel truck at National Airport in
Washington, DC. He then attempted to commander an airport shuttle
bus.

August 16, 1990

Hijacking: A privately owned Beechcraft-200 was seized by several heav-
ily armed men. The aircraft was on the ground at France Field in Colon,
Panama.

August 16, 1990
Hijacking: An Ethiopian Airlines flight was hijacked during a domestic flight.
The target was Yemen.

August 19, 1990
Hijacking: An Aeroflot TU-154 was seized by a group of prisoners aboard a
flight from Neryungri to Yakutsk, USSR.



A Chronology of Attacks against Civil Aviation 227

August 20, 1990

Hijacking: An American Airlines flight on the ground at Charleston, South
Carolina, was hijacked by a man who stole a knife from the food area and
ran into the sterile area via the passenger exit lane. He held the pilot at the
counter at knife point and forced him to the jet way door before being ap-
prehended.

August 30, 1990
Hijacking: A man entered the cockpit of an Aeroflot AN-2 flight from Vo-
ronezh, USSR, with a knife. The target was Afghanistan.

August 30, 1990
Hijacking: An Aeroflot YAK-42 flight en route from Moscow to Voronezh,
USSR, was hijacked.

September 2, 1990
Hijacking: An Aeroflot flight from Przhevalsk to Frunze, USSR, was hi-
jacked. The target was South Africa.

September 13, 1990

Hijacking: An India Airlines flight from Coimbatore to Madras, India, was
hijacked. The hijacker forced himself into the cockpit, claiming to have a
hand grenade.

September 25, 1990
Hijacking: An Aeroflot flight from Leningrad to Archangelsk, USSR, was
hijacked. The target was Sweden.

October 2, 1990

Hijacking: A Xiamen Airlines B-737 flight en route to Guangzhou, China,
was hijacked. During the landing, the pilot lost control and struck a B-757
aircraft waiting for departure.

October 3, 1990

Attempted bombing: A known gangster, apprehended at the Okinawa Air-
port on unrelated charges, was found to have an IED intended for an All
Nippon Airways flight from Naha, Okinawa, to Tokyo.

October 5, 1990
Hijacking: An Aeroflot flight from Novgorod to Petroskoi, USSR, was hi-
jacked. The target was Finland.

October 5, 1990
Hijacking: Two Aerotaxi Airlines on domestic flights en route to Puerto Aya-
cucho, Venezuela, were hijacked.

October 7, 1990
Hijacking: An Aeroflot AN-24 flight from Perm to Archangelsk, USSR, was
hijacked. The target was Sweden.
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November 10, 1990
Hijacking: Two Burmese students seized a Thai International Airways A-320
flight from Rangoon, Burma, to Bangkok.

November 12, 1990
Hijacking: An Aeroflot TU-154 flight from Leningrad to Lvov, USSR, was
hijacked. The objective was Sweden.

November 15, 1990
Hijacking: An Aeroflot TU-134 flight from Leningrad to Moscow was hi-
jacked. The target was Finland.

November 16, 1990
Hijacking: An Aeroflot TU-134 flight from Tallinn to Moscow was hijacked.
The objective was Sweden.

November 29, 1990
Hijacking: An Aeroflot TU-134 flight from Moscow to Syktyvkar, USSR,
was hijacked. The target was Iraq.

November 29, 1990
Attempted bombing: An IED was found on the roof above the preboarding
lounge at the Warsaw airport.

December 2, 1990
Hijacking: An Aeroflot TU-154 flight from Murmansk to Leningrad was
hijacked.

December 6, 1990
Hijacking: A CAAC flight from Guangzhou to Quingdao, China, was hi-
jacked.

December 11, 1990
Hijacking: An Aeroflot YAK-40 flight from Baku to Tbilisi, USSR, was hi-
jacked. The target was Turkey.

December 15, 1990
Airport attack: An Aires Airline 19-seat airliner was set on fire after landing
during an attack on the Villagarzon Airport in Mocoa, Colombia.

December 21, 1990
Hijacking: A female stowaway hijacked an Aeroflot TU-154 flight from Ros-
tov to Nizhnevartovsk, USSR.

December 24, 1990
Hijacking: An Aeroflot IL-86 flight from Moscow to Sochi, USSR, was hi-
jacked. The target was England.

December 28, 1990

Hijacking: Two hijackers seized an Air Algerie B-737 flight from Ghardaia
to Algiers.

Source: Criminal Acts against Civil Aviation, U.S. Department of Transporta-
tion, 1990.
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1991

January 7, 1991
Hijacking: A Faucett flight en route to Lima from Trujillo, Peru, was hi-
jacked.

January 21, 1991
Hijacking: An Aeroflot TU-154 flight from Tashkent, Uzbekistan, to Odessa,
Ukraine, was hijacked. The target was Turkey.

February 10, 1991
Hijacking: A Southwest Airlines flight from Oakland, California, to Austin,
"Texas, was hijacked . The target was Cuba.

February 13, 1991
Hijacking: An Aeroflot flight from Tbilisi to Moscow was hijacked. The ob-
jective was Turkey.

March 4, 1991
Hijacking: An Aeroflot Anotnov-24 was hijacked en route to Leningrad from
Arkhangelsk, Russia. The target was Sweden.

March 6, 1991
Hijacking: A TABA flight en route to Manaus, Brazil, was hijacked.

March 14, 1991
Hijacking: An Aeroflot Yakovlev-42 flight from Moscow to Naberezhnye,
Russia, was hijacked.

March 26, 1991
Hijacking: A Singapore Airlines flight from Kuala Lumpur, Malaysia, to Sin-
gapore was hijacked. The objective was Australia.

March 28, 1991
Hijacking: An Aeroflot flight from Arkhangelsk to Kaliningrad, USSR, was
hijacked. The target was Sweden.

March 31, 1991
Hijacking: An Air Algerie B-737 was hijacked en route from Bechar to
Algiers for political reasons.

April 29, 1991
Hijacking: An Aeroflot TU-154 was hijacked en route from Barnaul, Russia,
to Moscow. The target was the United States.

June 13, 1991
Hijacking: An Aeroflot TU-154 was hijacked en route from Rostov, USSR,
to Moscow. The target was the Persian Gulf.

June 17, 1991
Hijacking: An Aeroflot TU-154 flight from Krasnodar to Krasnoyarsk,
Russia, was hijacked. The target was Turkey.
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June 30, 1991
Hijacking: A Somali Airlines flight from Djibouti to Mogadishu was hi-
jacked.

August 20, 1991
Hijacking: A San Martin Airlines aircraft was hijacked en route from Caquetd
to Meta, Colombia.

September 7, 1991

Hijacking: A Cessna Caravan 208 of the Colombian SATENA (National
Territory Air Service) was hijacked en route from Bogota to San José de
Guaviare.

September 19, 1991
Hijacking: An Alitalia DC-9 was hijacked en route from Rome to Tunis. The
objective was Algeria.

October 11, 1991
Hijacking: A Bolivian Air Force flight from Rurrenabaque, Bolivia, to Trini-
dad was hijacked.

October 16, 1991
Hijacking: An Ethiopian Airlines flight from Debre Markos to Bahir Dar,
Ethiopia, was hijacked.

October 21, 1991
Hijacking: A Czechoslovak Airlines flight from Bratislava to Prague was hi-
jacked. The target was Libya.

October 27, 1991

Hijacking: A Beechcraft aircraft was hijacked en route from Truyjillo to To-
cache, Peru.

Source: Criminal Acts against Civil Aviation, U.S. Department of Transporta-
tion, 1991.

October 27, 1991

Hijacking: An Aero Commander 6-90 twin turboprop was hijacked en route
from Guayaquil to Lago Agrio, Equador.

Source: Criminal Acts against Civil Aviation, U.S. Department of Transporta-
tion, 1991.

November 1991

Hijacking plot foiled: An Islamic fundamentalist group planned to hijack
two airplanes outside Spain and fly them into Madrid, where Middle East
peace talks were being held. One aircraft was to crash into the Spanish royal
palace, killing President Bush, Mikhail Gorbachev, and other world lead-
ers. The second plane was intended to crash into a hotel where the Soviet
delegation to the conference was staying.

Source: Times Online, September 14, 2001, www.timesonline.co.uk.


www.timesonline.co.uk
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November 9, 1991
Hijacking: An Aeroflot TU-154 on a flight from Mineralnyye Vody to Ekat-
erinburg, USSR, was hijacked. The target was Turkey.

November 13, 1991
Hijacking: An Aeroflot TU-154 was hijacked en route from Irkutsk to St.
Petersburg, Russia. The objective was Great Britain.

November 23, 1991

Hijacking: A Girasol Company twin-engine aircraft was hijacked as it was
departing from Tefe, Brazil.

Source: Criminal Acts against Civil Aviation, U.S. Department of Transporta-
tion, 1991.

November 25, 1991
Hijacking: An Ethiopian Airlines B-737 was hijacked en route from Addis
Ababa to Dire Dawa, Ethiopia.

November 25, 1991
Hijacking: A flight in Papua New Guinea in order to steal cargo.

1992

January 3, 1992
Theft: A helicopter in Cuba was stolen. The target was the United States.

January 17, 1992
Commandeering: An Aeronica aircraft was taken over while the plane was
on the ground in Nicaragua.

January 24, 1992
Attack: An Air Algerie office in Germany was attacked.

January 28, 1992
Shooting: An aircraft was shot in Azerbaijan.

January 31, 1992
Hijacking: An Aerotaxi Cessna Grand Caravan was hijacked en route from
Panama City to El Porvenir, Panama.

February 5, 1992
Hijacking: An Ethiopian Airlines DHC-6 aircraft was hijacked between
Addis Ababa and Bahir Dar, Ethiopia.

March 12, 1992
Hijacking: An Aerotaxi flight from El Porvenir to Panama City, Panama, was
hijacked.

April 1, 1992
Hijacking: An Ethiopian Airlines 727 was hijacked en route from Dire Dawa
to Addis Ababa, Ethiopia.
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April 9, 1992

Hijacking: A Cessna 172 aircraft was hijacked during a charter flight from
Pine Bluff to Little Rock, Arkansas.

Source: Criminal Acts against Civil Aviation, U.S. Department of Transporta-
tion, 1992.

April 12, 1992
Hijacking: An Ethiopian Airlines 727 from Addis Ababa was hijacked. The
objective was Kenya.

May 16, 1992
Hijacking: An Aerotaca flight to Bucaramanga, Colombia, from Bogota was
hijacked.

May 29, 1992

Hijacking: An Aeroexpreso helicopter was hijacked between Bogota and
Yopal, Colombia.

Source: Criminal Acts against Civil Aviation, U.S. Department of Transporta-
tion, 1992.

June 7, 1992

Hijacking: An aircraft in Colorado was hijacked.

Source: Criminal Acts against Civil Aviation, U.S. Department of Transporta-
tion, 1992.

June 7, 1992
Hijacking: An Aeroflot—Russian International Airlines Tupolev-154 was hi-
jacked en route from Grozny to Moscow.

July 26, 1992

Hijacking: A Corsica helicopter flying between Corsica and Sardinia was hi-
jacked.

Source: Criminal Acts against Civil Aviation, U.S. Department of Transporta-
tion, 1992.

August 13, 1992
Hijacking: A Lvov Air Transport Enterprises TU-154 was hijacked en route
from Simferopol to Lvov, Ukraine.

August 28, 1992
Hijacking: An Ethiopian Airlines 727 was hijacked en route from Addis
Ababa to Bahir Dar, Ethiopia.

September 4, 1992
Hijacking: A Vietnam Airlines A-310 was hijacked between Bangkok and Ho
Chi Minh City.

September 4, 1992
Hijacking: An Ethiopian Airlines Flight 727 from Dire Dawa to Addis Ababa
was hijacked.
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December 29, 1992

Hijacking: An AeroCaribbean flight from Havana to Varadero Beach, Cuba,
was hijacked.

Source: Criminal Acts against Civil Aviation, U.S. Department of Transporta-
tion, 1996.

1993

January 22, 1993
Hijacking: An Indian Airlines flight en route to New Delhi was hijacked.

February 11, 1993
Hijacking: A Lufthansa flight from Frankfurt to Addis Ababa was hijacked.

February 20, 1993
Hijacking: An Aeroflot TU-134 was hijacked en route from to St. Peters-
burg, Russia.

March 12, 1993
Hijacking: An Ethiopian Airlines ATR-42 was hijacked en route from Gam-
bela to Addis Ababa.

March 27, 1993
Hijacking: An Indian Airlines A320 was hijacked en route from New Delhi
to Madras.

April 6, 1993
Hijacking: A China Southern Airlines 757 was hijacked en route from Shen-
zhen to Beijing.

April 10, 1993
Hijacking: An Indian Airlines 737 from Lucknow to New Delhi was hi-
jacked.

April 18, 1993
Hijacking: An Intercontinental de Aviacion DC-9 from Arauca to Bogotd
was hijacked.

April 24, 1993
Hijacking: An Indian Airlines 737 from Srinagar to New Delhi was hi-
jacked.

June 24, 1993
Hijacking: A Xiamen Airlines B-737 from Changzhou to Xiamen was hi-
jacked.

July 4, 1993
Hijacking: A Royal Swazi National Airways Fokker F-28 from Maputo, Mo-
zambique, to Manzini, Swaziland, was hijacked.
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July 25, 1993
Hijacking: An Ethiopian Airlines 757 was hijacked en route from Dire Dawa
to Addis Ababa.

August 10, 1993
Hijacking: An Air China 767 was hijacked en route from Beijing to
Jakarta.

August 14, 1993
Hijacking: An Aeroflot TU-154 was hijacked en route to Moscow from St.
Petersburg.

August 15, 1993
Hijacking: A Royal Dutch Airlines (KLM) 737 was hijacked en route from
"Tunis to Amsterdam.

August 27, 1993
Hijacking: An Alyemda Airlines B-737 was hijacked en route from Ar-Riyan
to Al-Ghaydah, Yemen.

September 15, 1993
Hijacking: An Aeroflot TU-134 was hijacked en route from Baku, Azerbai-
jan, to Perm, Russia.

September 30, 1993
Hijacking: A Sichuan Airlines TU-154 was hijacked en route from Jinan to
Guangzhou, China.

October 22, 1993
Hijacking: Am Egypt-Air flight from Cairo to Sanaa, Yemen, was hijacked.

October 25, 1993
Hijacking: A Nigerian Airways Airbus A310 was hijacked en route from
Lagos to Abuja, Nigeria.

November 5, 1993
Hijacking: A Xiamen Airlines B-737 was hijacked en route from Guangzhou
to Xiamen.

November 8, 1993
Hijacking: A Zheijang Airlines Airbus A300 was hijacked en route from Han-
zhou to Fuzhou, China.

November 12, 1993
Hijacking: A China Northern Airlines MD-82 was hijacked en route from
Changchun to Fuzhou, China.

November 27, 1993
Hijacking: A China Eastern Airlines Fokker F-100 was hijacked en route
from Nanjing to Fuzhou, China.
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November 29, 1993
Hijacking: An Iran Air Fokker F-27 was hijacked en route from Gachsaran
to Ahvaz, Iran.

December 8, 1993
Hijacking: A China Northern Airlines MD-82 was hijacked en route from
Qingdao to Fuzhou.

December 10, 1993
Hijacking: An Air France Airbus A320 was hijacked near Nice, France.

December 12, 1993
Hijacking: A Xiamen Airlines 737 was hijacked en route from Harbin to Xia-
men, China.

December 28, 1993
Hijacking: A Fujian Airlines YUN-7 was hijacked en route from Ganzhou
to Xiamen.

December 28, 1993
Hijacking: An Air China flight from Beijing to New York was hijacked.

December 28, 1993

Hijacking: A Xiamen Airlines B-727 flight from Ningbo to Xiamen was hi-
jacked.

Source: Criminal Acts against Civil Aviation, U.S. Department of Transporta-
tion, 1996.

1994

January 13, 1994
Hijacking: An Indian Airlines flight from Madras to Calcutta, India, was hi-
jacked.

January 23, 1994
Hijacking: An Ethiopian Airlines 757 was hijacked en route from Dakar, Sen-
egal, to Bamako, Mali.

January 29, 1994
Hijacking: China East Airlines Flight 5513 from Shanghai to Hanzhou was
hijacked.

February 9, 1994
Hijacking: An Ethiopian Airlines B-737 was hijacked en route from Bahir
Dar to Addis Ababa.

February 18, 1994
Hijacking: A Chinese Southwest Airlines 737 was hijacked en route from
Changsha to Fuzhou.
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February 28, 1994
Hijacking: An Air Algerie flight from Oran to Annaba, Algeria, was hi-
jacked.

March 8, 1994
Hijacking: A Saudi Arabian Airlines A300 was hijacked en route from Jeddah
to Addis Ababa.

March 21, 1994
Hijacking: A Meridiana DC-9 was hijacked en route from Palermo to
Rome.

April 6, 1994
Hijacking: A Sudan Airways 737 was hijacked en route from Khartoum to
Dongola, Sudan.

April 7, 1994

Hijacking and attempted murder of pilots and deliberate crashing of
plane into building: A Federal Express flight was commandeered by an
off-duty pilot who fractured the skulls of the pilots and planned to crash
into the Federal Express hub at the Memphis, Tennessee, airport. The pi-
lots fought with the hijackers and saved the plane.

Source: Many media reports and extensive media coverage.

April 25, 1994
Hijacking: An Ethiopian Airlines 757 was hijacked en route from Jeddah to
Addis Ababa.

May 26, 1994

Hijacking: A Garuda Airlines flight from Indonesia to Australia was hi-
jacked.

Source: Criminal Acts against Civil Aviation, U.S. Department of Transporta-
tion, 1994.

June 7, 1994
Hijacking: A China Southern Airlines 737 was hijacked en route from Fu-
zhou to Guangzhou.

June 23, 1994
Hijacking: An Ethiopian Airlines AT'R-42 was hijacked en route from Gon-
dar to Addis Ababa.

July 17, 1994
Bombing: An Alas Chiricanas Airlines EMB-110 exploded due to a bomb in
the cabin area while en route from Colon City to Panama City.

August 7, 1994
Hijacking: A COPA 737 was hijacked en route from Panama City to Guate-
mala City.
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August 29, 1994
Hijacking: A LATN airliner was hijacked en route from Pedro Juan Cabal-
lero to Asuncion, Paraguay.

September 11, 1994

Crash into White House: a Cessna P150 from Maryland flew through Wash-
ington’s protected no-fly airspace and crashed into the White House.

Source: White House Security Review, May 1995, http://www.propl.org/
park/pave/rev6.htm.

September 14, 1994
Hijacking: An Alyemda Airlines 737 was hijacked en route from Aden to
Sanaa, Yemen.

October 22, 1994
Hijacking: A LATN aircraft was hijacked en route from Itaituba to Belem,
Brazil.

October 25, 1994
Hijacking: A Rostov Aviation Enterprises Yak-40 was hijacked en route from
Ashgabad, Turkmenistan, to Rostov, Russia.

November 3, 1994
Hijacking: A Scandinavian Airlines System (SAS) MD-80 was hijacked en
route from Bardafoss to Oslo, Norway.

November 13, 1994
Hijacking: An Air Algerie F-27 was hijacked en route from Algiers to Ouar-
gla, Algeria.

November 24, 1994
Hijacking: A Komiavia TU-134 was hijacked en route from Syktyvkar, Rus-
sia, to Minsk, Belarus.

December 5, 1994
Hijacking: A Puntavia LET-410 was hijacked en route from Berbera, Soma-
lia, to Djibouti.

December 11, 1994
Bombing: A bomb exploded in the cabin area of a Philippine Airlines 727 en
route from Manila.

December 15, 1994
Hijacking: A TABA EMB 100 was hijacked between Carauari and Manaus,
Brazil.

December 23, 1994
Hijacking: A Tongyong Airlines YAK-42 was hijacked en route from Xiamen
to Nanjing.


http://www.prop1.org/park/pave/rev6.htm
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December 24, 1994

Hijacking: An Air France flight hijacked in Algiers.

Source: “Significant Terrorist Incidents, 1961-2003: A Brief Chronology,
U.S. Department of State”

Source for the 1994 section (unless otherwise stated): Criminal Acts against
Civil Aviation, U.S. Department of Transportation, 1996.

1995

January 4, 1995
Hijacking: A Sudan Airways Fokker was hijacked en route from Khartoum
to Merowe, Sudan.

March 17, 1995
Hijacking: An Ethiopian Airlines 737 was hijacked en route from Addis
Ababa to Bahr Dar, Ethiopia.

April 10, 1995

Hijacking plot foiled: This was a plan to fly a plane into the CIA headquar-
ters, board any American commercial aircraft pretending to be an ordinary
passenger, then hijack the aircraft, control its cockpit, and dive it at the CIA
headquarters. No bomb or explosive was to be used. It was to be simply a
suicide mission.

Source: FBI Documents; Congressional Testimony. September 18, 2002.

June 21, 1995
Hijacking: Ann All Nippon Airways 747 was hijacked en route from Tokyo
to Hokkaido, Japan.

July 1, 1995
Hijacking: A Domodedovo Airlines IL-62 was hijacked en route from Ya-
kutsk to Moscow.

July 30, 1995

Hijacking: A La Costena Airline commuter plane was hijacked en route from
Managua to Bluefields, Nicaragua.

Source: Unconfirmed, but believed to be true.

August 3, 1995
Hijacking: A China Eastern Airlines Airbus 300 was hijacked en route from
Shanghai to Guangzhou.

August 15, 1995
Hijacking: A Phoenix Airways B727 was hijacked en route from Cape Town
to Johannesburg, South Africa.

August 15, 1995

Terrorist attack threat: The threat of a terrorist attack by Middle East-
ern militants—possibly a “suicide massacre”—threatened New York’s three
major airports.
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Source: Criminal Acts against Civil Aviation, U.S. Department of Transporta-
tion, 1996.

August 15, 1995

Hijacking: A Britten-Norman Islander aircraft was hijacked en route from
Jackson’s Airport in Port Moresby to Asimba, Oro Province, Papua New
Guinea.

Source: Unconfirmed, but believed to be true.

August 15, 1995

Hijacking: A Phoenix Airways flight was hijacked en route from Cape Town
to Johannesburg.

Source: Aviation Safety Network Database: http://aviation-safety.net/data
base.

September 3, 1995
Hijacking: An Air Inter flight from Palma de Mallorca, Spain, to Paris was
hijacked.

September 19, 1995
Hijacking: An Iranian flight was hijacked by a flight steward.
Source: Aviation Safety Network Database: http://aviation-safety.net/database.

November 9, 1995
Hijacking: An Olympic Airways 747 was hijacked en route from Bangkok to
Athens.

December 8, 1995

Hijacking threat: An Islamic group threatened to hijack Pakistani aircraft
and attack Pakistani airports if the Pakistani government did not stop its
campaign against al Qaeda.

Source: Unconfirmed, but believed to be true.

December 15, 1995

Hijacking: A Saudi Arabian Airlines flight from Jeddah to Addis Ababa was
hijacked.

Source: Unconfirmed but believed to be true.

December 26, 1995

Hijacking: A Saudi Arabian Airlines flight from Jeddah, to Addis Ababa was
hijacked.

Source for the 1995 section (unless otherwise stated): Criminal Acts against
Civil Aviation, U.S. Department of Transportation, 1996.

1996

January 6, 1996

Hijacking: A Transasia Airways Airbus 321 was hijacked en route from Taipei
to Tainan, Taiwan. The hijacker claimed to have a bomb and threatened to
blow up the plane.


http://aviation-safety.net/database
http://aviation-safety.net/database
http://aviation-safety.net/database
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January 19, 1996
Bombing: In Nigeria, in a Kano Airport departure lounge restroom, an ex-
plosive device detonated.

March 8, 1996
Hijacking: A hijacker entered the cockpit of a Cyprus Turkish Airlines 727 en
route from Ercan Airport in northern Cyprus to Istanbul.

March 10, 1996
Hijacking: A Hainan Airlines 737 aircraft was hijacked over China by two
married couples armed with knives and dynamite.

March 10, 1996
Shootings at airports: Rival motorcycle gangs opened fire on each other
almost simultaneously at airports in Denmark and Norway.

March 24, 1996
Hijacking: A Sudan Airways flight from Khartoum to Port Sudan was hi-
jacked by two Sudanese oppositionists.

March 27, 1996
Hijacking: An Egypt-Air A310 domestic flight from Luxor to Cairo was hi-
jacked.

April 4, 1996
Hijacking: A Biman Bangladesh Airlines flight from Dhaka to Barisa, Ban-

gladesh, was hijacked. The hijacker announced he had a revolver and ex-
plosives.

April 14, 1996
Hijacking: A Cessna 402 general aviation airport was hijacked in Papua New
Guinea.

April 15, 1996
Shooting at airport: An Indonesian Special Forces officer fired into a crowd
at Jakarta International Airport.

April 25, 1996
Bombing: A device exploded near an Indian Airlines Office in Imphal, India.

April 28, 1996
Bombing: A pipe bomb detonated outside an Aeroflot Airlines office in Is-
tanbul.

May 12, 1996
Attempted bombing: A bomb threat called in to the Ataturk Airport in Turkey
led to the discovery of an unexploded device left in a bathroom at the airport.

June 6, 1996

Bombing: The Black Mambas, a political group, were suspected of respon-
sibility for an explosion at Lusaka Airport in Zambia in a restroom on the
second floor of the main terminal.
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July 3, 1996
Attempted bombing: A cleaning crew discovered an explosive device in a
public restroom at the La Paz Airport in Bolivia.

July 7, 1996
Hijacking: A Cuban national air service (Cubanacan) Antonov AN-2, was
hijacked and forced to land at the U.S. Navy base at Guantanamo.

July 20, 1996
Bombing at airport: In the passenger terminal at Reus Airport in Tarragona,
Spain, an explosive device detonated, killing 35 people.

July 22, 1996
Bombing at airport: In the domestic departure lounge, a bomb contained in
a briefcase detonated at Lahore International Airport in Pakistan.

July 25, 1996
Hijacking: An Air Algeria 767 was hijacked en route from Oran to Algiers by
a man claiming to have an explosive device.

July 26, 1996

Hijacking: An Iberia DC-10 was hijacked en route from Barajas Airport in
Madrid to Havana. The hijacker used items in his carry-on baggage to as-
semble a fake bomb.

August 9, 1996
Hijacking: An Air Mauritania Fokker 28 was hijacked en route from Las Pal-
mas to the capital of Mauritania, Nouakchott.

August 13, 1996
Robbery: An Air Inter aircraft at Perpignan’s airport in southern France was
held at gunpoint while armed gunmen stole items from the baggage hold.

August 16, 1996
Hijacking: A single-engine Wilga charter aircraft en route from Cuba was
forced to fly to the United States.

August 26, 1996
Hijacking: A Sudan Airlines A310 was hijacked en route from Khartoum to
Amman.

September 3, 1996
Hijacking: A chartered Tupolev TU-154 aircraft was hijacked en route from
Beirut to Varna, Bulgaria.

October 17, 1996
Hijacking: An Aeroflot TU-154 was hijacked en route from Moscow to
Lagos, Nigeria.

October 21, 1996
Hijacking: An Indonesian Army sergeant hijacked a Twin-Otter cargo
plane.
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October 30, 1996
Airport attack: An unknown group fired a mortar round at the Houari Bou-
medienne International Airport in Algiers.

November 2, 1996

Attempted hijacking: A plot by four people, one of whom was a pilot, to hi-
jack a Brazil Central Airlines plane was foiled when an informant disclosed
the plot to police.

November 3, 1996

Shooting: A car pulled up as the plane of Yevhen Shcherban, reportedly the
richest man in Ukraine, landed at Donetsk Airport, Ukraine, and opened
fire.

November 4, 1996
Shooting: Several shots were fired at the Aeroflot Airlines office in the Phil-
ippines by an unidentified gunman on a motorcycle.

November 15, 1996
Hijacking: A domestic Xiamen Airlines flight from Xiamen to Guangzhou
was hijacked.

November 20, 1996
Attempted bombing: An explosive device was found in an unattended bag
on the arrival area’s sidewalk at Manila Airport in the Philippines.

November 23, 1996
Hijacking: An Ethiopian Airlines 767 flying from Addis Ababa, to Nairobi,
Kenya, was hijacked by three men claiming to have a bomb.

November 27, 1996

Hijacking: Two people chartered a plane to pick up passengers in Kwebanna,
Guyana. They passengers held the pilots at gunpoint to force the plane to
go to Trinidad.

November 30, 1996
Attempted bombing: On an All Nippon Airways flight from Matsuyama to
Osaka, a timed incendiary device was found inside checked luggage.

December 6, 1996

Hijacking: A man came into the cockpit of a Krasnoyarsk Aviation Company
YAK-40, demanding to be taken to Holland.

Source: Criminal Acts against Civil Aviation, U.S. Department of Transporta-
tion, 1996.

1997

January 6, 1997
Grenade Attack: Five grenades were thrown at Madrid’s Barajas Airport, in
Spain.
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January 7, 1997
Hijacking: An Austrian Airlines MD-80 was hijacked en route from Berlin
to Vienna.

January 20, 1997
Hijacking: An All Nippon Airways 777 was hijacked en route from Osaka to
Fukuoka.

January 22, 1997
Commandeering: An Air Nelson Saab commuter aircraft was comman-
deered at the Nelson, New Zealand, airport.

January 26, 1997
Attempted hijacking: A Saudi Arabian Airlines chartered aircraft was hi-
jacked at Casablanca’s Mohamed V Airport.

January 28, 1997
Bombing: An explosive device detonated at the Air France offices in Nice,
France.

February 10, 1997
Hijacking: A China Northwest Airlines flight was hijacked en route from
Chonggqing, Sichuan Province, to Zhuhai, Guangdong Province.

February 12, 1997
Bombing: This occurred the Barranquilla Airport, Colombia, when the Co-
lombian president’s plane was approaching.

March 10, 1997
Hijacking: A Far East Air Transport 757 was hijacked en route from Kao-
hsiung to Taipei in Taiwan.

March 29, 1997
Grenade: At Moscow International Airport, a preflight inspection on a
TU-154 chartered aircraft found a live grenade in the passenger cabin.

March 31, 1997
Bombing: A device detonated at Ndjili Airport in Zaire either in a customs
office or in an adjacent building.

April 4, 1997
Attempted bombing: An IED was placed outside an Alitalia Airlines office
in Greece.

April 8, 1997
Airport shooting: A passenger shot at a 747 aircraft after it landed at the
Phnom Penh Airport in Cambodia.

April 15, 1997
Commandeering: A DC-3 aircraft was hijacked en route from south central
Zaire to Kinshasa’s Ndjili Airport.



244  Aviation Security Management

May 9, 1997

Shooting: A Nigerian Air Force Presidential Task Force (NAFPTF) member
was prohibited from entering a restricted area at Lagos Airport, Nigeria,
because of improper identification. Other NAFPTF members opened fire
on the security guards.

June 2, 1997
Hijacking: An Air China 747 or 777 was hijacked between Beijing and
Guangzhou.

June 9, 1997
Hijacking: An Air Malta 737 was hijacked en route from Valletta, Malta, to
Istanbul by men claimed to have explosive devices.

June 17, 1997
Attempted bombing: A bomb was found in the customs cargo terminal at
Almaty Airport, Kazakhstan.

July 9, 1997
Bombing: An in-flight explosion occurred on board a TAM F-100 on a do-
mestic flight from Victoria to Sio Paulo, Brazil.

July 26, 1997
Bomb hoax: A device was discovered near a United Airlines ticket counter at
San Francisco Airport, California.

August 9, 1997
Hijacking: A chartered 727 was hijacked en route from Franceville, Gabon,
to Kigali, Rwanda.

August 10, 1997
Bombing: Outside Simon Bolivar Airport, Colombia, a car bomb exploded
near the airport’s fuel depot.

August 12, 1997
Bombing: A device exploded near the exit from the departure lounge at Be-
gumpet Airport, Hyderabad, India.

September 18, 1997
Bombing: A parcel bomb among the luggage detonated at Agostino Neto
Airport in Pointe Noire, Congo Brazzaulle.

October 6, 1997
Hijacking: An Iran Air flight from Tehran to Bandar Abbas, Iran, was hi-
jacked by a passenger armed with a handgun.

October 19, 1997
Bombing: For the second time in six months, an IED detonated in front of
the Alitalia Airlines office in Greece.



A Chronology of Attacks against Civil Aviation 245

November 29, 1997

Tampering with aircraft: A United Express aircraft’s preflight inspection at
Chicago’s O’Hare International Airport revealed that wires for the backup
brake system were cut.

December 10, 1997
Hijacking: A Rossiya Airlines IL-62 was hijacked en route from Magadan,
Russia, to Moscow.

December 13, 1997
Bombing: An IED exploded in a government security vehicle outside Abuja
Airport, Nigeria.

December 19, 1997
Hijacking: An Aero Condor BE-200 was hijacked en route from Lima to
Chimbote, Peru.

December 22, 1997

Hijacking: A China Eastern Airlines aircraft was hijacked on a domestic flight
between Shanghai and Xiamen.

Source: Criminal Acts against Civil Aviation, U.S. Department of Transporta-
tion, 1997.

1998

January 28, 1998
Shooting: An unidentified shooter opened fire on two passengers who had
just deplaned at Jakarta Airport, Indonesia.

January 31, 1998
Hijacking: An Atlantic Airlines twin-engine plane was hijacked after taking
off from Bluefields on a domestic flight to Little Corn Island, Nicaragua.

February 2, 1998
Airport attack: Three timed projectiles were launched towards the cargo
airplane hold at Tokyo’s Narita Airport, Japan.

February 6, 1998

Averted hijacking: A security checkpoint in Fort Lauderdale, Florida, dis-
covered an abandoned carry-on bag. The bag contained a handgun and
several notes.

February 24, 1998
Hijacking: A Turkish Airlines Avro RJ100 was hijacked after taking off from
Adana on a domestic flight to Ankara.

March 12, 1998

Commandeering: The FARC (Revolutionary Armed Forces of Colombia)
took control of a Cessna 182 at the airstrip in Palmerito, Cumbaribo Mu-
nicipality, Colombia.
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March 23, 1998

On-aircraft incident: On a domestic flight between Taipei and Chiayi, Tai-
wan, a man tried to set fire to a Great China Airlines de Havilland Dash
8-300.

March 30, 1998
Hijacking: A Cyprus Turkish Airlines 727 was hijacked after taking off from
Cyprus en route to Ankara.

May 10, 1998
Commandeering: A Portuguese Air Luxor Lockheed L-1011 was seized as
passengers were boarding at Toronto’s Pearson International Airport.

May 17, 1998
Bombing: An IED exploded in central Athens in front of the Olympic Air-
ways Office.

May 24, 1998
Hijacking: A Pakistan International Airlines flight from Turbat, Pakastan, to
Karachi was hijacked.

June 23, 1998
Hijacking: An Iberia 727 on a domestic flight from Seville to Barcelona,
Spain, was hijacked. The plane was diverted to Valencia Airport.

July 2, 1998
Attempted bombing: Two people were arrested for a plan to detonate a
bomb at Khartoum Airport.

July 25, 1998

Hijacking: An Aviones de Oriente Beech 1900 was hijacked en route from
Caracas to Barinas State, Venezuela. The passengers and crew were re-
leased on a remote airstrip at a cattle ranch.

August 2, 1998
Commandeering: A Blue Airlines 727 was seized by Congolese rebels in
Goma, Democratic Republic of Congo.

August 4, 1998
Commandeering: Two days later the Congolese rebels seized a Congo Air
B-707 in Goma.

August 4, 1998
Commandeering: On the same day, the rebels also took over an Air Atlantic
Cargo plane.

August 9, 1998

On-aircraft incident: A flight attendant for an East Line Aviation flight
found an anonymous note on board. The note demanded money and fuel
for the plane to be flown to another country.
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September 14, 1998
Hijacking: A Turkish Airlines A-310 was hijacked on a domestic flight from
Ankara to Istanbul.

October 2, 1998
Hijacking: A Dassault Aviation corporate jet shuttling employees between
Marseille and Paris was hijacked by a former employee.

October 10, 1998

Shooting: An LAC (Lina Conog) evacuating citizens from Kindu to Kinsha-
sha, Democratic Republic of Congo, was shot down by a missile that struck
a rear engine.

October 22, 1998
Bombing: An IED exploded at Cabinda Airport’s (Angloa) airline passenger
guest house.

October 27, 1998

Shooting: A helicopter, flying near the town of Orito, Colombia, was shot
down during a heavy fight between FARC guerrillas and the Colombia
military.

October 28, 1998
Hijacking: A Air China 737 was hijacked en route from Beijing to Kunming
by the pilot.

October 29, 1998
Hijacking: A THY 787 that had departed from Adana, Turkey, en route to
Ankara was hijacked.

November 13, 1998

Airport incident: A man put a gun in the back of a ticketed passenger; when
questioned at the security checkpoint, he doused the passenger in lighter
fluid.

November 25, 1998
Bombing: One hundred thirty pounds of dynamite exploded in a car parked
outside the Medellin Airport cargo warehouse in Colombia.

December 14, 1998

Shooting: An Antonov-12 cargo/passenger aircraft flying at a low altitude
during a fight between Angolan government forces and UNITA rebels was
shot down by the rebel forces.

December 26, 1998

Shooting: A C-130 charted by the United Nations was shot down near the
village of Vila Nova, Angola, during a flight between Huambo and Suri-
name.

Source: Criminal Acts against Civil Aviation, U.S. Department of Transporta-
tion, 1998.
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January 2, 1999

Shooting: A C-130 plane evacuating UN staff from Huambo, Angola, crashed
20 minutes into the flight after being struck with gunfire. The plane was en
route to Luanda, Angola.

January 4, 1999

Robbery: A Kenyan Airlines 737 was robbed while on the runway at Murtala
Mohamed International Airport in Lagos, Nigeria. The taxiway had been
blocked with several large pieces of wood that the pilot was unable to ma-
neuver around.

January 12, 1999

Threatening passenger: A passenger on board a Southwest Airlines flight
from San Diego to San Jose, California, threatened to kill other passengers
if the plane was not taken to Hollywood, California.

February 9, 1999
Averted hijacking: Four previous hijackers being repatriated from China to
"Taiwan attempted to hijack their chartered flight.

February 17, 1999

Robbery: On the tarmac at Brussels National Airport two aircraft, a Virgin
Atlantic plane and a Virgin Express plane, while transferring money and
jewelry, were robbed at gunpoint. Maintenance workers at the airport
helped the robbers gain access to the secure area.

February 20, 1999
Bombing: A demonstration group in support of Abdullah Ocalan threw large
firecrackers at a Turkish Airlines office in Rome.

March 2, 1999
Hijacking: An Air France A-320 was hijacked en route from Marseille to
Paris.

April 9, 1999

Assassination: As Niger’s President Ibrahim Bare Mainassara boarded a
plane at Niamey Airport in Niger, he was assassinated by members of his
Presidential Guard.

April 9, 1999
Incendiary device: An improvised incendiary device was placed in the cock-
pits of aircraft at the El Monte, Virginia, general aviation airport.

April 12, 1999
Hijacking: An Avianca Fokker 50 was hijacked on a domestic flight between
Bucaramanga and Bogota.

May 12, 1999
Shooting: UNITA rebels shot down an Antonov-23 aircraft charted by Avita
for cargo transport as it departed from Luzamba, Angola.



A Chronology of Attacks against Civil Aviation 249

May 27, 1999
Bombing: A shopping bag containing an explosive device exploded when it
was thrown into an American Airlines office in downtown Zurich.

June 12, 1999
Hijacking: A Xiamen Airlines 737 was hijacked en route from Xiamen to
Taiwan.

June 12, 1999

Commandeering: Nearly 100 Special Presidential Security Group soldiers
seized a Congo Air Lines aircraft at Gemena Airport, Democratic Republic
of Congo.

July 8, 1999
Airport attack: In Mumbai, India, a Pakistan International Airlines office was
pelted at a downtown office with stones and bottles by activists of Shiv Sena.

July 23, 1999
Hijacking: An All Nippon Airways 747 was hijacked after departing from
"Tokyo’s Haneda Airport on a domestic flight to Sapporo’s Chitose Airport.

July 30, 1999
Hijacking: A Venezuelan Aviones de Oriente Airlines (AVIOR) was hijacked
en route from Caracas to Guasdualito, Colombia.

August 25, 1999
Hijacking: A Royal Air Moroc 737 was hijacked en route from Casablanca
to Tunis.

August 28, 1999

Commandeering: A MAF Airline twin Otter was taken over by five armed
men on a remote airstrip on Lake Kopiago in Southern Highlands Prov-
ince in Papua New Guinea.

August 29, 1999
Shooting: Ethiopian military forces shot down a Learjet 35 en route from
Naples, Italy, to Johannesburg.

September 22, 1999
Bombing: A hangar, five planes, and three gliders were damaged or destroyed
when a device detonated at Ghisonaccia Airport in Corsica.

October 11, 1999

Theft/suicide plot: An Air Botswana pilot stole an ATR-42 and began to
circle Gaborone. The pilot notified the control tower of his intention to
commit suicide, and as the plane began to run out of fuel he threatened
to crash into a building or other target.

October 19, 1999

Hijacking: A man entered the cockpit of an Egypt-Air 737 unobstructed (the
door had been inadvertently been left open), shortly after departure from
Istanbul.
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October 26, 1999
Hijacking: An Iran Air domestic flight between Tehran and Orumiyah was
hijacked.

October 31, 1999
Airport attack: A blast destroyed a navigational aid system at the Camilo
Daza Airport in Cucuta, Colombia.

November 23, 1999
Hijacking: A Zhejiang Airlines domestic flight between Yiwu and Xiamen
was hijacked. The crew overcame the hijacker.

November 25, 1999
Bombing: A device was thrown into an American Airlines ticket office in
Zurich.

November 2, 1999
Commandeering: Two Bell 400 tourist helicopters were hijacked at Marcos
A. Gelabert Airport, Panama City, Panama.

December 8, 1999
Bombing: A device in a suitcase was placed outside an Aeroflot—Russian In-
ternational Airlines ticket office.

December 24, 1999
Hijacking: An Indian Airlines Airbus A300 bound for New Delhi from Kath-
mandu, Nepal, was hijacked.

December 28, 1999

Hijacking: A Lufthansa CRJ was hijacked en route from Prague, Czech Re-
public, to Duesseldorf, Germany.

Source: Criminal Acts against Civil Aviation, U.S. Department of Transporta-
tion, 1999.

2000

January 20, 2000
Robbery: A Navajo twin-engine general aviation aircraft was hijacked at
Brewarinna Airport in New South Wales, Australia.

February 6, 2000
Hijacking: An Ariana Afghan Airlines 727 was hijacked en route from Kabul
to Mazar-I-Sharif, Afghanistan.

February 16, 2000
Airport attack: Urrao Airport in Colombia was taken over by the FARC.

February 19, 2000
Hijacking: A Colombian Aerotransportes Casanare SA (Aerotaca) Beech
1900 plane was forced to land at a remote airstrip.
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February 29, 2000
Hijacking: A China Southwest Airlines flight to Fuzhou from Chengdu via
Nanchang was hijacked.

March 14, 2000
Bombing: Three bombs were discovered near a terminal gate at Jakarta Air-
port, Indonesia.

March 14, 2000
Airport attack: Nepalese Maoist rebels made an unsuccessful attempt to cap-
ture Salle Airport, Nepal.

March 16, 2000

Hijacking: On board Alaska Airlines MD-80 en route from Puerto Vallarta,
Mexico, to San Francisco, a passenger forced himself into the cockpit at-
tempting to gain control of the plane’s throttles and fuel controls.

March 30, 2000
Bombing: A bomb was found at the Sheremetyevo Airport (Russia) flight
training center.

March 30, 2000
Airport attack: Kassala Airport in Sudan was attacked by Sudanese rebels.

May 3, 2000
Airport attack: Muslim guerrillas opened fire on Cotabato Airport in the
Philippines. A grenade exploded beside one of the runways at the airport.

May 11, 2000
Hijacking: An Egypt-Air A321 was hijacked en route from Cairo to Aswan by
a man claiming to have a bomb.

May 22, 2000
Hijacking: An aircraft belonging to the Missionary Aviation Fellowship was
hijacked en route from Erave to Batiri, Papua New Guinea.

May 25, 2000
Hijacking: A Philippine Airlines Airbus A330 was hijacked en route from
Davao International Airport, Philippines, to Manila.

May 30 2000
Bombing: A homemade device was found on board an Azerbaijan Airlines
TU-154.

June 4, 2000
Bombing: A bomb exploded in a women’s restroom at Manila’s Ninoy Aquino
International Airport.

July 5, 2000
Hijacking: A Royal Jordanian A320 was hijacked en route from Amman to
Damascus by a hijacker with a pistol and hand grenade.
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July 7, 2000
Robbery: A Viacao Aérea de Sio Paulo (VASP) airliner was stormed on the
tarmac at Brazil’s Sao Paulo Intermational airport.

July 17, 2000
Hijacking: A British Airways City Flyer Express was hijacked en route to
London’s Gatwick Airport from Zurich.

July 18, 2000
Bombing: A bomb exploded between the international and domestic termi-
nals at Cape Town Airport in South Africa.

July 27, 2000

Commandeering: A National Airlines 757 was hijacked en route from New
York’s JEK International to Las Vegas. The hijacker showed his gun at the
security checkpoint then ran onto the Jetway to board the aircraft.

July 30, 2000
Bombing: An explosive device was discovered in a restroom at Vientiane’s
Wattay Airport, Laos.

July 31, 2000
Commandeering: A man held a female hostage on a Cathay Pacific Airways
aircraft parked at Hong Kong’s International Airport.

August 1, 2000
Airport takeover: Papua Task Force, an Irian Jaya pro-independence civilian
militia, took over Wamena Airport in Indonesia.

August 16, 2000
Hijacking: A VASP airliner was hijacked the equivalent of almost US$3 mil-
lion was stolen from the cargo hold.

August 18, 2000
Hijacking: An Azerbaijan Airlines TU-154 was hijacked between Nakhiche-
van and Baku, Azerbaijan.

September 8, 2000
Hijacking: A Colombian Aires S.A. flight from Nieva to Florencia, Colom-
bia, was taken over by an armed prisoner.

September 14, 2000
Hijacking: A Qatar Airways Airbus A300 was hijacked en route from Doha,
Qatar to Amman.

September 16, 2000

Commandeering: The Istabu Freedom Movement militia group seized con-
trol of a Solomon Airlines Britten Norman Islander aircraft in the Solomon
Islands.
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September 24, 2000
Hijacking: An Iran Air Fokker 100 was hijacked with a gasoline bomb and a
fake pistol on a flight bound for Tehran from Shiraz.

September 27, 2000
Hijacking: A Xinhua Airlines 737 from Baotou in Inner Mongolia to Beijing
was hijacked. Both the pilot and the copilot were stabbed.

September 28, 2000
Hijacking: A Royal Jordanian A310 was hijacked en route from Sanaa, Yemen,
to Amman.

October 13, 2000
Hijacking: Sabena Flight 689 en route from Belgium to Spain was forced to
make an emergency landing in Malaga, Spain.

October 14, 2000

Hijacking: A Saudi Arabian Airlines 777 bound for London was hijacked by
two Saudi Airport security officers employed at Jeddah’s King Abdul Aziz
International Airport.

November 1, 2000
Hijacking: A North Coast Aviation flight from Wau to Port Moresby, Papua
New Guinea, had its cargo of gold stolen.

November 9, 2000
Bombing: A homemade device exploded near the domestic terminal entrance
at Wattay Airport in Laos.

November 11, 2000
Hijacking: A Vnukovo Airlines TU-154 was hijacked on a domestic flight
between Makhachkala, Dagestan, and Moscow.

November 13, 2000
Hijacking: An Iranian Ariatour Airlines Yakovlev YAK 40 was hijacked en
route from Ahvaz to Bandar Abbas, Iran, by a group of four families.

November 17, 2000
Hijacking: Under the pretext of taking flying lessons, a man hijacked a
Vietnamese-American chartered aircraft south of Bangkok.

December 4, 2000
Shooting: A Sabena A300 came under fire upon its descent into Bujumbura
Airport in Burundi.

December 17, 2000
Commandeering: A passenger attempted to seize a London-bound Pakistan

International Airlines flight from Karachi with a butter knife and an oxygen
bottle.
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December 28, 2000

Airport attack: Damage to the control tower, three airplanes, and the runway
occurred during a two-hour firefight between UNITA rebels and security
officials at Benguela Airport, Angola.

December 30, 2000

Bombing: Five explosive devices placed around Manila Airport in the Philip-
pines nearly detonated simultaneously.

Source: Criminal Acts against Civil Aviation, U.S. Department of Transporta-
tion, 2000.

2001

January 17, 2001

Airport Seizure Attempt: In India, six members of the Lashkar-e-Tayybah
militant group were killed when they attempted to seize a local airport.

Source: “Significant Terrorist Incidents, 1961-2003: A Brief Chronology,
U.S. Department of State.”

January 22, 2001

Hijacking: A Yemenia Airways flight en route to Taiz-Al Janad Airport,
Yemen, was hijacked. The Iraqi hijacker had a pen gun and claimed to have
a briefcase with explosives.

January 27, 2001
Hijacking: A Gulf Air flight from Bangkok to Abu Dhabi was hijacked. The

target was Australia.

January 30, 2001
Hijacking: A SATENA aircraft was hijacked while on the ground at San Vi-
cente Airport, Colombia.

March 15, 2001

Hijacking: A Russian airliner was hijacked en route from Istanbul to Moscow.
The plane was forced to fly to Medina, Saudi Arabia.

Source: “Significant Terrorist Incidents, 1961-2003: A Brief Chronology,
U.S. Department of State.”

May 2001

Airline uniform/credential heist: An American Airlines crew discovered
that their uniforms, documents, and identification badges had been stolen
from a Washington, DC-area hotel.

Source: Unconfirmed, but believed to be true.

July 2001

Airspace closure due to potential terrorist attack: The Italian government
closed airspace over Genoa and mounted antiaircraft batteries, based on
information that Islamic extremists were planning to use an airplane to kill
President Bush during the Genoa summit of the Group of Eight industrial
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powers. There was the possibility of an attack against the U.S. president
using an airliner.
Source: Unconfirmed, but believed to be true.

July 1, 2001

Thwarted terrorist attack plot: Djamel Begal, an Algerian member of al
Qaeda, was arrested in the United Arab Emirates upon the discovery of his
plot to crash a helicopter into the U.S. Embassy in Paris.

Source: Unconfirmed, but believed to be true.

July 2001

Los Angeles International Airport was revealed as the target of an Algerian
with bomb material, Ahmed Ressam, who was arrested in the state of Wash-
ington in late 1999 and later convicted, but the Los Angeles airport was
not revealed as the terrorist target until the trial of an accomplice in July
2001. “The FAA asked all airports and air carriers to assess their vulner-
ability and come up with common sense ways they might improve security,”
said agency spokeswoman Rebecca Trexler. The New York trial disclosure
prompted the request, she said.

Source: Unconfirmed, but believed to be true.

September 1, 2001
Hijacking: An Aero Lloyd flight was hijacked en route to Berlin from
Catania-Fontanarossa Airport, Italy.

September 11, 2001

Hijacking: In a coordinated effort, 19 men hijacked four planes on the morn-
ing of September 11. Five hijackers seized American Airlines Flight 11 en
route from Boston’s Logan Airport to Los Angeles. The hijackers took over
control and crashed the plane into the north tower of the World Trade
Center in New York City.

September 11, 2001

Hijacking: Five hijackers seized United Airlines Flight 175 en route from
Boston’s Logan Airport to Los Angeles. The hijackers took control and
crashed the plane into the south tower of the World Trade Center in New
York City.

September 11, 2001

Hijacking: Four hijackers seized United Airlines Flight 93 en route from
Newark to San Francisco. The hijackers took control of the aircraft and
the plane was headed toward Washington, DC. The passengers on board
fought back against the hijackers and the plane crashed in a field near Som-
erset, Pennsylvania.

September 11, 2001

Hijacking: Five hijackers seized American Airlines Flight 77 en route to Los
Angeles from Dulles Airport in Washington, DC. The plane was flown into
the Pentagon.
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November 14, 2001

Hijacking: Four men seized a Trans Guyana Airways flight from Lethem to
Ogle. The plane was forced to land on a remote airstrip in Brazil and the
hijackers escaped on horseback.

Source for the 2001 section (unless otherwise stated): Aviation Safety Net-
work Database: http://aviation-safety.net/database.

2002

February 20, 2002
Hijacking: Four leftist guerillas seized an AIRES Colombia flight en route to
Bogota, Colombia, and kidnapped a senator who was on board.

April 17, 2002
Hijacking: A China Northern flight from Dalian to Shenyang was hijacked.
The target was the United States.

May 10, 2002

Hijacking: A Xiamen Airlines flight from Shenzhen to Xiamen was hijacked.
"The hijacker smuggled two knives past security by hiding them in his shoes.
The target was Taipei.

June 9, 2002

Hijacking: Two people attempted to seize an Ethiopian Airlines flight from
Bahar Dar to Addis Ababa. They had smuggled an explosive and two knives
on board.

September 9, 2002
Hijacking: An Air Seychelles flight from Mumbai, India, was hijacked by a
hijacker who had smuggled an eight-inch knife past security.

October 15, 2002
Hijacking: A Saudi Arabian Airlines flight from Khartoum to Jeddah was
hijacked.

October 28, 2002
Hijacking: A Shanghai Airlines flight from Shanghai to Fuzhou was hijacked.
The target was Taiwan.

November 12, 2002

Hijacking: A Gol flight from Cuiaba to Brasilia, Brazil, was hijacked. The
hijacker used gas and lighters to try to force the crew to submit to his de-
mand to fly over the National Congress in order to bring attention to his
financial situation.

November 17, 2002

Hijacking: An El Al flight from Tel Aviv to Istanbul was hijacked after a
dispute arose with a flight attendant though the passenger involved denied
the allegations.
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November 27, 2002

Hijacking: An Alitalia flight from Bologna to Paris was hijacked by a man
who was mentally ill. The hijacker claimed to be part of the al Qaeda net-
work.

Source for the 2002 section (unless otherwise stated): Aviation Safety Net-
work Database: http://aviation-safety.net/database

2003

January 19, 2003
Hijacking: An Air Algerie flight from Constantine to Algiers was hijacked.
The target was North Korea.

January 24, 2003
Hijacking: A Sichuan Airlines flight from Chongging to Chengdu was hi-
jacked. The hijacker ignited a homemade bomb.

February 2, 2003

Hijacking: An Air China flight from Beijing to Fuzhou was hijacked. The hi-
jacker attempted to light a can of gasoline he had smuggled onto the plane
but was overpowered by crew members.

February 7, 2003
Hijacking: A THY flight was hijacked after landing in Istanbul. The hijacker
demanded to be flown to Moscow to see his girlfriend.

March 19, 2003

Hijacking: Six men armed with kitchen knives, tape, and the airplane’s emer-
gency hatchet seized an Aerotaxi flight en route to Havana. The target was
Miami.

March 28, 2003

Hijacking: A 20-year-old seeking to join his birth father after a dispute with
his stepfather, seized a THY flight from Istanbul to Ankara.

March 31, 2003
Hijacking: A Cubana flight was hijacked en route to Havana. The target was
Key West.

May 29, 2003
Hijacking: A QantasLink/Impulse flight from Melbourne to Launceston,
Australia, was hijacked.

August 19, 2003

Hijacking: An Air Algerie flight was hijacked after departing from Algiers,
Algeria. The target was Geneva.

Source for the 2003 section (unless otherwise stated): Aviation Safety Net-
work Database: http://aviation-safety.net/database.
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2004

April 17, 2004
Hijacking: A Qatar flight from Casablanca to Doha, Qatar, was hijacked by a
man with some type of mental disturbance. The target was Geneva.

July 26, 2004
Hijacking: An Air China flight from Beijing to Changsha was hijacked by a
man claiming to have sulphuric acid. The target was South Korea.

August 24, 2004

Bombing: A Volga-AviaExpress flight exploded, nearly simultaneously with
a Sibir flight departing from Moskva, in mid-flight en route to Volgograd.
"Two females were detained before the flight by a police captain on suspicion
of terrorism, but were released without being searched. It was determined
that one of them was one of the female suicide bombers.

August 24, 2004

Bombing: A Sibir Airlines flight en route to Adler from Moskva. Two females
were detained before the flight by a police captain on suspicion of terror-
ism, but were released without being searched. It was determined that one
of them was one of the female suicide bombers.

September 29, 2004

Hijacking: A Kato Air flight was hijacked upon its descent into Bode Airport,
Norway. It was reported that the hijacker’s application for political asylum
had been denied.

Source for the 2004 section (unless otherwise stated): Aviation Safety Net-
work Database: http://aviation-safety.net/database.

2005

September 12, 2005

Hijacking: A man in a wheelchair and his son seized an AIRES Colombia
plane en route to Bogota. The man’s application to the Council of State for
social security benefits had been rejected.

Source for the 2005 section (unless otherwise stated): Aviation Safety Net-
work Database: http://aviation-safety.net/database.

2006

June 17, 2006

Attempted hijacking: A 21-year-old Zimbabwean student attempted to seize
an SAA flight from Cape Town to Johannesburg. Armed with a hypodermic
needle, he attempted to force his way inside the cockpit.

October 3, 2006
Hijacking: A THY flight was hijacked en route to Istanbul. A demand was
made for political asylum. The target was Italy.
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December 28, 2006

Hijacking: An Aeroflot Russian International flight from Moscow to Swit-
zerland was hijacked. The target was Cairo.

Source for the 2006 section (unless otherwise stated): Aviation Safety Net-
work Database: http://aviation-safety.net/database.

2007

January 22, 2007

Hijacking: An Air Botswana flight was hijacked en route from Gaborone,
Botswana, to Johannesburg. The hijacker claimed to have a bomb and to be
a member of al Qaeda.

January 24, 2007

Hijacking: An Air West flight was hijacked en route to El Fasher Airport
from Khartoum. A demand for asylum was addressed to the French em-
bassy. The target was Chad.

February 15, 2007
Hijacking: An armed man seized an Air Mauritanie flight from Nouakchott
to Nouadhibou, Mauritania. The target was France.

March 30, 2007
Hijacking: A Sudan Airways flight from Tripoli, Libya, to Khartoum was
hijacked. The target was South Africa.

April 10, 2007

Hijacking: A Pegasus Airlines flight from Diyarbakir to Istanbul was hijacked.
"The hijacker claimed to have a bomb and demanded to be flown to Ankara
and later to Tehran.

August 18, 2007

Hijacking: Two men claiming to be members of al Qaeda seized an Atlasjet
flight en route to Istanbul from Ercan.

Source for the 2007 section (unless otherwise stated): Aviation Safety Net-
work Database: http://aviation-safety.net/database.

CONCLUSION

The 9/11 Commission Report concluded that before September 11, 2001,
the possibility of a suicide hijacking was indeed foreseeable and foreseen. The
Federal Aviation Administration had discussed such a scenario in its August
4, 1999, intelligence report, “Osama Bin Laden/World Islamic Front Hijack-
ing Threat,” and the National Security Council Counterterrorism Security
Group held a meeting on January 31, 2001, devoted to the possibility of an
airplane hijacking by al Qaeda. Therefore, even though on September 11
“the possibility was imaginable and imagined,” 19 out of 19 suicide hijack-
ers breezed through security because the airlines were profiling for bombs in
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checked bags, the threat vector utilized on Pan Am 103. The history of attacks
on civil aviation did not support such a profiling assumption. Chief Justice
Oliver Wendell Holmes, Jr., perhaps said it best: “Upon this point a page
of history is worth a volume of logic.”? His advice may prove especially sage
when trying to predict the logic of terror.

NOTES

1. 9/11 Commission Report: Final Report of the National Commission on Terrorist At-
tacks Upon the United States New York: W.W. Norton, Co., 2004), 345.
2. New York Trust Co. v. Eisner, 256 U.S. 345, 349 (1921).



Financial Condition and
Industry Responses Affect
Competition

Statement of JayEtta Hecker, Director,
Physical Infrastructure Issues

Mr. Chairman and Members of the Committee:

Thank you for inviting us to testify today on the economic state of the
airline industry. Just over a year ago, we testified before this Committee on
guidelines for providing financial assistance to the industry.! The Congress
has long recognized that the continuation of a strong, vibrant, and com-
petitive commercial airline industry is in the national interest. A financially
strong air transport system is critical not only for the basic movement of
people and goods, but also because of the broader effects this sector exerts
throughout the economy. In response to the industry’s financial crisis gener-
ated by the events of last September, the Congress passed the Air Transpor-
tation Safety and System Stabilization Act.? Thus, it is fitting that we now
return to this Committee to review the state of the industry’s financial health
and competitiveness.

Over the past several years, we have issued a number of reports that focus
on changes within the airline industry. They include analyses of the potential
impacts on consumers of airline mergers and alliances, carriers’ use of re-
gional jets, and changes in service to the nation’s smaller communities.> Our
statement today builds on that body of work and provides a current overview
of (1) the financial condition of major U.S. commercial passenger airlines;
(2) steps taken by airlines to improve their financial condition; and (3) some
public policy issues related to current conditions and changes in the aviation
industry’s competitive landscape.

In summary:

* Many, but not all, major U.S. passenger airlines are experiencing their second con-
secutive year of record financial losses. In 2001, the U.S. commercial passenger
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airline industry reported losses in excess of $6 billion. For 2002, some Wall Street
analysts recently projected that U.S. airline industry losses will approach $7 bil-
lion, and noted that the prospects for recovery during 2003 are diminishing. Such
projections could worsen dramatically in the event of additional armed conflict,
if travel demand drops and fuel prices rise. Several carriers have entered Chapter
11 bankruptcy proceedings. Yet Southwest Airlines, JetBlue, and AirTran continue
to generate positive net income. These low-fare carriers have fundamentally dif-
ferent business structures than most major U.S. airlines, including different route
structures and lower operating costs. However, federal security requirements have
altered the cost of doing business for all carriers.

¢ Carriers have taken many actions to lower their costs and restructure their opera-
tions. Since September 2001, carriers have furloughed an estimated 100,000 staff,
renegotiated labor contracts, and streamlined their fleets by retiring older, costlier
aircraft. Carriers have reduced capacity by operating fewer flights or smaller air-
craft, such as substituting “regional jets” for large “mainline” jet aircraft. In some
cases, carriers eliminated all service to communities. For example, since September
2001, carriers have notified the Department of Transportation (DOT) that they in-
tend to discontinue service to 30 small communities. At least two carriers are modi-
fying their hub operations to use resources more efficiently by spreading flights out
more evenly throughout the day. Finally, to increase revenues, some carriers have
proposed creating marketing alliances under which the carriers would operate as
code-sharing partners.* United Airlines and US Airways announced plans to form
such an alliance on July 24, 2002, as did Continental Airlines, Delta Air Lines, and
Northwest Airlines one month later.

* As the aviation industry continues its attempts to recover, the Congress will be con-
fronted with a need for increased oversight of a number of public policy issues.
First, airlines’ reactions to financial pressures will affect the domestic industry’s
competitive landscape. Some changes, such as extending airline networks to new
markets through code sharing alliances, may increase competition and benefit con-
sumers. Others, such as carriers’ discontinuing service to smaller communities, may
decrease competition and reduce consumers’ options, particularly over the long
term. Second, airlines’ reductions in service will likely place additional pressure on
federal programs supporting air service to small communities, where travel options
are already limited. Finally, while domestic travel has been the focus of our con-
cern today, there are numerous international developments—especially regarding
the European Union (EU)—that may affect established international “open skies”
agreements between the United States and EU member states. Various studies have
illustrated the benefits to both consumers and carriers that flow from liberalizing
aviation trade through such agreements. As international alliances are key compo-
nents of major domestic airlines’ networks, international aviation issues will affect
the overall condition of the industry.

BACKGROUND

The Airline Deregulation Act of 1978 has led to lower fares and better
service for most air travelers, largely because of increased competition. The
experiences of millions of Americans underscore the benefits that have flowed
to most consumers from the deregulation of the airline industry, benefits that
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include dramatic reductions in fares and expansion of service. These benefits
are largely attributable to increased competition, which has been spurred by
the entry of new airlines into the industry and established airlines into new
markets. At the same time, however, airline deregulation has not benefited
everyone; some communities have suffered from relatively high airfares and
a loss of service.

"The airline industry is a complex one that has experienced years of sizable
profits and great losses. The industry’s difficulties since September 11, 2001,
do not represent the first time that airlines have faced a significant financial
downturn. In the early 1990s, a combination of factors (e.g., high jet fuel
prices due to Iraq’s invasion of Kuwait and the global recession) placed the
industry in turmoil. Between 1990 and 1992, U.S. airlines reported losses of
about $10 billion. All major U.S. airlines® except Southwest reported losses
during those years. In addition, several airlines—most notably Braniff, East-
ern, and Pan Am—went out of business, and Trans World Airlines, North-
west Airlines, and Continental Airlines entered bankruptcy proceedings. By
the start of 1993, the industry had turned the corner and entered a period
during which nearly all major U.S. airlines were profitable. The industry re-
bounded without massive federal financial assistance.

"The events of September 11th accelerated and aggravated negative financial
trends that had begun earlier in 2001. Congress responded quickly to address
potential instability in the airline industry by enacting the Air Transportation
Safety and System Stabilization Act. Among other things, that act authorized
payments of $5 billion in direct compensation (grants) to reimburse air carri-
ers for losses sustained as a direct result of government actions beginning on
September 11, 2001, and for incremental losses incurred between September
11 and December 31, 2001 as a direct result of the terrorist attacks. The act
provided $10 billion in loan guarantees to provide airlines with emergency ac-
cess to capital and established the Air Transportation Stabilization Board (the
Board) to administer the loan program.® The Board is tasked not only with
providing financial assistance to airlines but also with protecting the interests
of the federal government and American taxpayer. The act requires the Board
to ensure that airlines are compensating the government for the financial risk
in assuming guarantees. This requirement defines the loan guarantee as a
mechanism for supporting airlines with reasonable assurances of financial re-
covery. In addition to the grants and loan guarantees, the federal government
has also established other ways to ease the airlines’ financial condition.”

MANY CARRIERS FACE DEEP FINANCIAL LOSSES

Many major U.S. passenger airlines are experiencing their second consecu-
tive year of record financial losses. In 2001, the industry reported a net loss
of over $6 billion, even after having received $4.6 billion from the federal
government in response to September 11th.8 For 2002, some Wall Street ana-
lysts have projected that U.S. airline industry losses will total about $7 billion,
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but this projection may worsen in the event of additional armed conflict,
particularly if this results in decreasing travel demand and rising fuel prices.
According to industry data, airlines’ revenues have declined 24 percent since
2000, while costs have remained relatively constant. US Airways and Vanguard
Airlines filed for Chapter 11 bankruptcy during this summer. United Airlines
officials stated that they are preparing for a potential Chapter 11 bankruptcy
filing this fall. Furthermore, some Wall Street analysts predict that it will likely
take until 2005 for the industry to return to profitability. Attachment I summa-
rizes the financial condition of major network and low-fare carriers.’

Major airline carriers’ revenues have fallen because of a combination of
a decline in passenger enplanements'® and a significant decrease in average
fares. As figure 1 shows, major carriers’ enplanements increased for every
quarter of 2000 compared to the same quarter of the previous year, but flat-
tened in the first quarter of 2001 and then dropped, with the steepest drop
occurring in the quarter following September 11, 2001.

Over the same period, major airlines have also received lower average fares.
Data from the Air Transport Association indicate that the average fare for a
1,000-mile trip dropped from $145 in June 2000 to $118 in June 2002, a de-
crease of about 19 percent (see fig. 2). Average fares started dropping notice-
ably in mid-2001 and have not risen significantly since. Industry data suggest
that the decline is due to the changing mix of business and leisure passenger
traffic, and particularly to the drop in high-fare business passengers.

Through June 2002, all major network carriers generated negative net in-
come, while low-fare carriers Southwest Airlines, JetBlue, and AirTran re-
turned positive net income. Like the major carriers, these low-fare carriers’
passenger enplanements dropped in the months immediately following Sep-
tember 2001. Attachment II summarizes passenger enplanements for individual
major and low-fare carriers for 2000, 2001, and the first 5 months of 2002.

Figure 1
Major Airlines’ Passenger Enplanements (quarterly)—Percentage Change
from Prior Year
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Source: GAO analysis of data from the Air Transport Association.
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Figure 2
Average Domestic Airfares for Major Network Carriers, January 2000
Through June 2002
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Source: GAO presentation of data from the Air Transport Association.

Why have some low-fare carriers been able to earn positive net income
in current market conditions, while network carriers have not? The answer
seems to rest at least in part with their fundamentally different business mod-
els. Low-fare carriers and major network carriers generally have different
route and cost structures. In general, low-fare carriers fly “point-to-point” to
and from airports in or near major metropolitan areas, such as Los Angeles,
Chicago, and Baltimore—Washington. In comparison, major network carriers
use the “hub and spoke” model, which allows them to serve a large number
of destinations, including not just large cities, but small communities and in-
ternational destinations as well. American Airlines, for example, can carry a
passenger from Dubuque, Iowa, through Chicago, to Paris, France.

Low-fare carriers have also been able to keep costs lower than those of
major airline carriers. For example, 2002 data reported by the carriers to
DOT indicate that Southwest’s cost per available seat mile (a common mea-
sure of industry unit costs) for one type of Boeing 737 is 3.79 cents. For the
same aircraft type, United Airlines reported a cost of 8.39 cents—more than
twice the cost at Southwest.

All airlines are now entering an environment in which some of the costs of
doing business have increased. The federal Transportation Security Admin-
istration has taken over responsibility for many security functions for which
airlines previously had been responsible. The Air Transport Association
(ATA) estimated that the airline industry spent about $1 billion for security in
2000." Despite the shift in functional responsibilities, airlines have stated that
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they continue to bear the costs of other new federal security requirements. In
August 2002, Delta Air Lines estimated the cost of new federal security re-
quirements that it must bear to be about $205 million for 2002. This includes
the cost of reinforcing cockpit doors, lost revenues from postal and cargo
restrictions, and lost revenues from carrying federal air marshals.

AIRLINES HAVE TAKEN NUMEROUS ACTIONS TO
ADDRESS CHANGING MARKET CONDITIONS

"To address mounting financial losses and changing market conditions, car-
riers have begun taking a multitude of actions to cut costs and boost revenues.
First, many carriers have trimmed costs through staff furloughs. According to
the Congressional Research Service, carriers have reduced their workforces by
at least 100,000 employees since last September. Further, some carriers, includ-
ing United Airlines and US Airways, have taken steps to renegotiate contracts
in order to decrease labor and other costs. A US Airways official stated that its
renegotiated labor agreements would save an estimated $840 million annually.

Carriers have also grounded unneeded aircraft and accelerated the retire-
ment of older aircraft to streamline fleets and improve the efficiency of main-
tenance, crew training, and scheduling. Carriers accelerated the retirement
of both turboprops and a variety of larger aircraft, including Boeing 737s and
727s. For example, United and US Airways retired the Boeing 737s used by
United’s Shuttle service and US Airways’ Metro]et system, and the carriers
discontinued those divisions’ operations. Industry data indicate that the air-
lines have parked over 1,400 aircraft in storage, with more than 600 having
been parked since September 2001.

Although carriers had begun reducing capacity earlier in 2001, those reduc-
tions accelerated after the terrorist attacks. Between August 2001 and August
2002, major carriers reduced capacity by 10 percent. Carriers can decrease
capacity by reducing the number of flights or by using smaller aircraft, such as
replacing mainline service with regional jets, which are often operated by the
network carrier’s regional affiliate and normally have lower operating costs.
For example, American Airlines serves the markets between Boston, New
York (LaGuardia), and Washington, D.C. (Reagan National) only with re-
gional jet service provided by its affiliate, American Eagle. Another way carri-
ers have reduced capacity is to discontinue service to some markets, primarily
those less profitable, often smaller communities. Our previous work showed
that the number of small communities that were served by only one airline
increased from 83 in October 2000 to 95 by October 2001. Between Septem-
ber 2001 and August 2002, carriers had notified DOT'? that they intend to
discontinue service to 30 additional communities, at least 15 of which were
served by only one carrier and are now receiving federally-subsidized service
under the Essential Air Service (EAS) program.!

Some carriers are modifying their “hub and spoke” systems. American is
spreading flights out more evenly throughout the day instead of operating
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many flights during peak periods. American began this effort in Chicago and
has announced that it would expand its “de-peaking” efforts to its largest hub
at Dallas/Fort Worth beginning November 2002. American officials stated
that these changes would increase the productivity of labor and improve the
efficiency of gate and aircraft use. Delta officials said they are also taking steps
to spread flights more evenly throughout the day.

Beyond the steps individual carriers are taking to restructure and cut costs,
some carriers are proposing to join forces through marketing and codeshar-
ing alliances in order to increase revenues. Under these proposed alliances,
carriers would sell seats on each other’s flights, and passengers would accrue
frequent flyer miles. Company officials stated that the carriers would remain
independent competitors with separate schedules, pricing, and sales functions.
On July 24, 2002, United and US Airways announced a proposed codeshar-
ing alliance to broaden the scope of their networks and potentially stimulate
demand for travel. United and US Airways estimated that the alliance would
provide more than $200 million in annual revenue for each carrier. One
month later, Northwest announced that it had signed a similar agreement
with Continental and Delta. According to Northwest, this agreement builds
on the alliance between Northwest and Continental that had been in exis-
tence since January 1999. These alliances would expand both their domestic
and international networks. The Department of Transportation is currently
reviewing these proposals.'*

CRITICAL PUBLIC POLICY ISSUES ARE ASSOCIATED
WITH THE INDUSTRY’S CHANGING COMPETITIVE
LANDSCAPE

Because a financially healthy and competitive aviation industry is in the
national interest, and because carriers’ and the federal government’s efforts to
address the current situation may affect consumers both positively and nega-
tively, Congress will be confronted with several major public policy issues.
These policy issues underscore the difficulties this industry will encounter as
it adapts to a new market environment. We are highlighting three of these is-
sues: the effect of airlines’ current financial situation, including new business
costs, on industry health and competition; the impact of reductions in service
on federal programs designed to protect service to small communities, and
international developments that may further affect the domestic industry.

* How will the carriers’ reactions to current financial pressures affect the in-
dustry’s competitive landscape? There is a new aviation business reality that has
increased the airlines’ financial pressures and which ultimately will be felt by U.S.
consumers. Increased federal security requirements, which are part of this new real-
ity, are adding to the cost of competing in the industry. The cost of these policies
will most likely be borne both by industry, through higher operational costs, and the
consumer, through higher fares. In the current pricing environment, carriers may
not be able to pass on these costs to consumers, and thus may be bearing their full
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impact during the short run. On the other hand, these same security requirements
may be helping the airlines maintain some of its passenger revenue; some portion of
the airlines’ current passengers may be flying only as a result of knowing that these
heightened security requirements are in place. Thus, the question arises about the
net impact of the new market environment and new security requirements on the
carriers and their passengers while the industry restructures. While understandable
from the perspective of an individual airline’s bottom line, the restructuring activi-
ties of individual carriers will significantly change the competitive landscape. When
carriers decrease available capacity in a market by reducing the number of flights,
decreasing the size of aircraft used to meet reduced demand, or dropping markets
altogether, the net result is that consumers have fewer options. In doing so, airlines
reduce the amount of competition in those markets. As has been shown repeatedly,
less competition generally leads to higher fares in the long run.

A related issue concerns the industry’s consolidation, whether through mar-
keting alliances among or mergers between carriers. Because of the potential
that consolidation presents for competition, federal oversight has been criti-
cal. As we have noted before, while alliances may offer potential consumer
benefits associated with expanded route networks, more frequency options,
improved connections, and frequent flyer benefits, consolidation within the
industry raises a number of critical public policy issues.’’ These include in-
creasing potential barriers to market entry, the loss of competition in key
markets, and a greater risk of travel disruptions as a result of labor disputes.!¢
Since these alliances and mergers have a direct impact on the level of com-
petition within the airline industry and would therefore influence the afford-
ability of air travel to many consumers, these issues are still relevant.

* How will the federal government’s support of small community air service be
affected? The Congress has long recognized that many small communities have dif-
ficulty attracting and maintaining scheduled air service. Now, as airlines continue to re-
duce capacity, small communities will potentially see even further reductions in service.
This will increase the pressure on the federal government to preserve and enhance air
service to these communities. There are two main programs that provide federal assis-
tance to small communities: the Essential Air Service (EAS) program, which provides
subsidies to commercial air carriers to serve the nation’s smallest communities, and the
Small Community Air Service Development Pilot Program, which provides grants to
small communities to enhance their air service.!’

As we reported in August, the number of communities that qualify for EAS-
subsidized service has grown over the last year, and there are clear indications that
that number will continue to grow. Federal awards under the program have in-
creased from just over $40 million in 1999 to an estimated $97 million in fiscal year
2002.13 As carriers continue to drop service in some markets, more communities will
become eligible for subsidized EAS service.

In 2002, nearly 180 communities requested over $142.5 million in grants under
the Small Community Air Service Development Pilot Program. DOT awarded the
total $20 million available to 40 communities in 38 states to assist them in develop-
ing or enhancing their air service. The grants will be used for a variety of programs,



Summary of Network and Low-fare Airlines’ Financial Condition, 2000-June 2002

Network carriers

Net income (loss) 2000

Net income (loss) 2001

Net income (loss) 2002:2Q

Alaska
America West
American
Continental
Delta
Northwest
United

US Airways
Total

($70,300,000)
$7,679,000
$813,000,000
$342,000,000
$897,000,000
$256,000,000
$50,000,000
($269,000,000)
$2,026,379,000

($39,500,000)
($147,871,000)
($1,762,000,000)
($95,000,000)
($1,027,000,000)
($423,000,000)
($2,145,000,000)
($2,117,000,000)
($7,756,371,000)

($4,500,000)
($366,759,000)
($1,070,000,000)¢
($305,000,000)
($583,000,000)
($264,000,000)
($850,000,000)4
($517,000,000)°
($3,960,259,000)

Low-fare carriers

Net income (loss) 2000

Net income (loss) 2001

Net income (loss) 2002:2Q

AirTran

American Trans Air
Frontier(8)

JetBlue

Southwest
Vanguard

Total

$47,436,000
($15,699,000)
$54,868,000

$603,093,000
($26,031,626)
$663,666,374

($2,757,000)
($81,885,000)
$16,550,000

$511,147,000
($30,914,459)
$412,140,541

$2,027,000f
($53,518,000)¢
($2,935,572)
$27,590,000™
$123,683,000
($7,963,262)!
$88,883,166

Source: Airline annual reports and SEC filings.

Notes: Unless otherwise stated, 2002:QQ2 data is for six (6) months ended 6/30/02. Spirit Airline’s data is unavailable as it is a privately held concern.
¥Three (3) months ended 6/30/02. Alaska Air Group, Inc.

" America West Holdings Corp.

¢AMR Corporation.
4UAL Corporation.
¢US Airways Group.
fAirTran Holdings, Inc.

8ATA Holdings, Inc. and subsidiaries. Formerly Amtran, Inc.

hData reflects Frontier FY 2001 ended 3/31/01; FY 2002 ended 3/31/02; FY 2003:1Q three (3) months ended 6/30/02.

iJetBlue Airways Corporation went public on 4/11/2002.
IThree (3) months ended 3/31/02. Filed Chapter 11 on 7/30/02.



Summary of Network and Low-fare Carrier Enplanements, 2000-2002 (January to May)

Percentage change Percentage change
Network carriers 2000 2001 (2000-2001) 2002(fan to May) 2001 (Fan to May) — (Fan to May 2001-2002)
Alaska 12,841,367 13,241,705 3.1% 5,067,518 5,570,751 -9.0%
America West 19,989,290 19,432,305 -2.8% 7,506,559 8,484,761 -11.5%
American 69,431,436 62,661,131 -9.8% 31,772,755 27,156,822 17.0%
Continental 37,118,040 35,085,749 -5.5% 13,445,688 15,311,743 -12.2%
Delta 100,389,816 88,928,779 -11.4% 34,372,033 38,791,329 -11.4%
Northwest 49,464,897 45,570,838 -7.9% 17,328,913 19,515,133 -11.2%
United 73,757,167 65,259,307 -11.5% 22,852,094 28,424,896 -19.6%
US Airways 58,035,050 53,806,153 -7.3% 19,428,304 24,287,301 -20.0%
Percentage change 2002 2001 Percentage change
Low-fare carriers 2000 2001 (2000-2001) (Fan to May) (Fan to May) (Fan to May 2001-2002)
AirTran 8,014,274 8,306,772 3.6% 3,868,744 3,661,883 5.6%
American Trans 6,183,661 6,856,076 10.9% 3,056,609 2,938,045 4.0%
Air
Frontier 3,065,564 2,907,611 -5.2% 1,468,583 1,329,633 10.5%
JetBlue 1,147,761 3,118,096 171.7% 2,055,962 1,131,841 81.6%
Southwest 82,170,284 82,234,829 0.1% 32,570,332 34,679,716 —6.1%
Spirit 2,817,734 3,290,277 16.8% 1,443,537 1,537,719 -6.1%
Vanguard 1,880,257 1,421,062 -24.4% 664,479 587,492 13.1%

Source: GAO analysis of data from BACK Aviation Solutions.
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including financial incentives to carriers to encourage either new or expanded air
service, marketing campaigns to educate travelers about local air service, and support
of alternative transportation. We are currently studying efforts to enhance air service
in small communities, and expect to report on these programs early next year.

* How will future international developments affect established agreements
between the US and EU member states? There are a number of international
issues that will influence the domestic aviation industry’s attempts to recover from
financial losses. The European Court of Justice is expected to reach a decision in
the near future on the authority of individual European Union nations to negotiate
bilateral agreements. This could raise uncertainties over the status of “open skies”
agreements'’ that the United States has signed with individual European Union na-
tions. This is especially critical with regard to negotiating an open skies agreement
with the United Kingdom, our largest aviation trading partner overseas. Because
almost all of the major U.S. carriers partner with European airlines in worldwide
alliances, this decision could potentially impact the status of antitrust immunity for
these alliances, which could in turn affect alliances established with airlines serving
the Pacific Rim or Latin America. These alliances are key components of several
major airlines’ networks and as such significantly affect their overall financial status.
Various studies have illustrated the benefits to both consumers and carriers that
flow from liberalizing aviation trade through “open skies” agreements between the
United States and other countries.

"This concludes my statement. I would be pleased to answer any questions you
or other members of the Committee might have.
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For further information on this testimony, please contract JayEtta Hecker
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NOTES

1. Commercial Aviation: A Framework for Considering Federal Financial Assis-
tance (GAO-01-1163T), September 20, 2001.

2. PL. 107-42.

3. See list of related GAO products attached to this statement.

4. In general, “code sharing” refers to the practice of airlines applying their names—
and selling tickets via reservation systems—to flights operated by other carriers.

5. For the purpose of this report, major airlines include Alaska Airlines, America
West Airlines, American Airlines, American Trans Air, Continental Airlines, Delta Air
Lines, Northwest Airlines, Southwest Airlines, United Airlines, and US Airways.

6. The Air Transportation Stabilization Board is composed of the Chairman of the
Federal Reserve, the Secretary of Transportation, the Secretary of Treasury, and the
Comptroller General. The Comptroller General is a non-voting member.
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7. The Air Transportation Safety and System Stabilization Act (Title III) autho-
rized the Secretary of the Treasury to change the due date for any tax payment due
between September 10 and November 15 to some time after November 15 (with
January 15, 2002 as the maximum extension). The act specifies taxes that may be post-
poned to include excise and payroll taxes. Under Title II (Aviation Insurance), the act
also authorized DOT to reimburse qualifying air carriers for insurance increases ex-
perienced after the events of September 11th for up to 180 days. Funding constraints
effectively limited the program to reimbursing carriers their excess war risk insurance
premiums for only 30 days.

8. The federal government has provided significant amounts of financial assis-
tance under the Stabilization Act. First, according to data from DO, as of September
18,2002, 396 passenger and cargo carriers had received payments totaling $4.6 billion.
Second, 16 carriers submitted applications for loan guarantees. The Board approved
a loan of $429 million to America West Airlines, and conditionally approved the ap-
plications of US Airways, Inc. for a federal guarantee of $900 million and American
‘Trans Air for a federal guarantee of $148.5 million. The Board has denied the appli-
cations of four airlines. Third, various airlines have taken advantage of the tax defer-
ment. For example, Southwest stated that it deferred approximately $186 million in
tax payments until January 2002. Finally, the Federal Aviation Administration pro-
vided reimbursements to air carriers for up to 30 days of increased war risk insurance
expense. To date, 188 air carriers have received $56.9 million in reimbursements. We
are completing reviews of the $5 billion financial assistance program and the War Risk
Insurance Reimbursement program to ensure that payments made were in compliance
with the act.

9. Network carriers are defined as carriers using a hub and spoke system. Under
this system, airlines bring passengers from a large number of “spoke” cities to one cen-
tral location (the hub) and redistribute these passengers to connecting flights headed
to passengers’ final destinations. We adopted DOT’ definition of low-fare carriers,
which includes AirTran, American Trans Air, Frontier, JetBlue, Southwest, Spirit, and
Vanguard.

10. “Enplanements” represents the total number of passengers boarding an air-
craft. Thus, for example, a passenger that must make a single connection between his
or her origin and destination counts as two enplaned passengers because he or she
boarded two separate flights.

11. The amount that the industry paid for security in 2000 is in question. ATA%
$1 billion estimate, made in August 2001, included $462 million annually for direct
costs, $50 million for security technology and training costs, and $110 for acquisition
of security equipment. Since then, ATA certified that the industry incurred only about
$300 million in security-related costs. The amount is important, because the airlines
are required to remit an amount equal to the security costs incurred by the airlines in
calendar year 2000 to the U.S. government, which assumed certain civil aviation secu-
rity functions through the Transportation Security Administration. DOT" Inspector
General is examining the discrepancy between the $1 billion and the $300 million
estimates.

12. Under 49 USC 41734, carriers must file a notice with DOT of their intent to
suspend service, and DOT is compelled by statute to require those carriers to continue
serving those communities for a 90-day period.

13. The EAS program, established as part of the Airline Deregulation Act of 1978,
guaranteed that communities served by air carriers before deregulation would con-
tinue to receive a certain level of scheduled air service, with special provisions for
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Alaskan communities. As of July 1, 2002, the EAS program provided subsidies to air
carriers to serve 114 communities.

14. DOT is authorized under 49 U.S.C. 41712 to block the airlines from imple-
menting their agreements, if it determines that the agreements’ implementation would
be an unfair or deceptive practice or unfair method of competition. Such a determina-
tion is analogous to the review of major mergers and acquisitions conducted by the
Justice Department and the Federal Trade Commission under the Hart-Scott-Rodino
Act, 15 U.S.C. 18a.

15. Airline Competition: Issues Raised by Consolidation Proposals (GAO-01-402T),
February 7, 2001.

16. GAO has recently initiated an analysis of issues relating to airline industry
labor-management relations conducted under the Railway Labor Act.

17. Congress created the Small Community Air Service Development Pilot Pro-
gram under the Wendell H. Ford Aviation Investment and Reform Act for the 21st
Century (PL. 106-181). That act authorized $75 million over 3 years. DOT made
no awards under the act in fiscal year 2001, because the Congress did not appropriate
any funds for the first year of the program but $20 million was appropriated for fiscal
year 2002.

18. Figures in constant 2002 dollars.

19. “Open skies” agreements are bilateral air service agreements that remove the
vast majority of restrictions on how the airlines of the two countries signing the agree-
ment may operate between, behind, and beyond gateways in their respective territo-
ries. DOT has successfully negotiated open skies agreements with 56 governments,
including many in Europe.
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Preface

Because of September 11, 2001, there is an almost universal recognition that
aviation security is a deadly serious business. Yet, still, today around the world,
the practice of aviation security is rooted in a hodgepodge of governmental
rules, industry traditions, and local idiosyncrasies. In fact, seven years after
the largest single attack involving the air transport industry, there remains
no viable framework in place to lift aviation security practice out of the mish-
mash that currently exists. The purpose of this three-volume set is to begin to
change that. It is my sincere hope that this work, written from a truly global
point of view, will be the first of many on this most important topic.

The fact that over half of the contributors to this set come from outside of
the United States is no coincidence. Although roughly 40 percent of all air
transport today takes place within the United States, the long-term trend is for
dramatic increases in global system usage, driven by high-growth emerging
markets like China, India, Russia, and Brazil. It is widely estimated that the
total volume of passengers and cargo moved via the international air transport
system will nearly triple in the next 25 years. Although America will remain
the single largest player, the surge will come from emerging markets.

This evolving reality mandates that aviation security management be
viewed not merely on a country by country basis but as a global endeavor,
where best practices—regardless of where they originate—are integrated
into a new paradigm that is truly global in scope and scale. With that in
mind, Aviation Security Management is intended to serve as a foundation for
researchers, practitioners, and educators around the world who are looking to
develop new knowledge and pass it along to the next generation of aviation
security managers.
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Dishearteningly, however, there is only a handful of academic programs—
currently less than a dozen—where someone can actually study transporta-
tion security management. The number of schools where an aviation security
management curriculum is available is even smaller. Such a lack of educa-
tional opportunities means that unless something is done quickly, the tens of
thousands of new aviation security mangers who will join the profession in the
coming years will not have had the opportunity to learn the best in transpor-
tation security management research and practice.

"To professionalize the field of transportation security management, in gen-
eral, and aviation security management, in particular, several requirements
need to be met. First and foremost, there must be a body of knowledge and
a repertoire of behaviors and skills needed in the practice of the profession,
knowledge, behavior, and skills that are not normally possessed by the non-
professional. To date, very little of that body of knowledge and repertoire
exists in a clear and cogent format. While many researchers and practitioners
across multiple disciplines have been engaged in their own worthwhile pur-
suits, there remains a deficiency in the availability of clearinghouses for that
knowledge. Bluntly asked, where does one go to learn about the emerging
ideas, thoughts, technologies, and best practices in transportation and avia-
tion security management?

Clearly there is neither the need nor the desire to provide those who seek
to harm transportation networks with information they can use against us. As
researchers, practitioners, and educators, we must be ever vigilant, striving
to balance the need for open knowledge with the necessary parameters of sensi-
tive information. I am certain we can do both—that is, provide cutting-edge
knowledge to a growing body of well-intentioned researchers and practi-
tioners while maintaining the integrity needed to ultimately make transporta-
tion more secure.

Which brings us back to those clearinghouses. This set of volumes and the
recently founded Fournal of Transportation Security are intended to be some
of the first building blocks of a much more extensive foundation, which will
ultimately serve to prepare for the arrival of a true profession: transportation
security management.

The second volume in this set delves into several of the emerging issues
that are impacting aviation security managers and will continue to do so in the
future. It almost goes without saying that aviation is a business, with various
stakeholders, many of which are driven by purely financial motives. Cletus C.
Coughlin, Jeffrey P. Cohen and Sarosh R. Kahn review the economic issues
posed by aviation security and terrorism.

Because of its global aspects, aviation brings together disparate groups. How
these groups interface with each other, especially when it comes to security,
has long been a question for researchers and managers. Borrowing from the
world of sociology, AnneMarie Scarisbrick-Hauser and William J. Hauser put
forward the concept of convergence as providing a way for people to come
together in pursuing effective aviation security management techniques.
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In past years, many felt that passengers were left out of the discussion as
to what is enough security. Noted attorney, author, and researcher Kathleen
Sweet explores the often contentious relationship between passengers and
their rights and aviation security measures. In the following chapter, the same
author looks at how aviation security and response management might oper-
ate in concert.

Although the overwhelming focus of this set of volumes is on commer-
cial aviation security, the role of general aviation in the security calculus
cannot be overlooked. James Jay Carafano notes both the challenges and
the responses faced by general aviation in the realm of security manage-
ment since September 11.

Like other stakeholders, airports around the world have confronted the
reality of the post-September 11 environment in a myriad of ways. David
Jarach and Fulvio Fassone look at the hard decisions that had to be made
and what the future holds for the historically crucial component of airport
retailing.

The threats posed to transportation networks are human. The solutions,
therefore, must be human ones, aided by new technology, not the other way
around. Training is not sexy, nor it is glamorous. However, it must drive the
human component of the security equation. This is the foundation of a true
risk-based approach. Mark B. Salter explores the human component as it
relates to passenger screening.

Central to the study of management is the role of operations systems and
research applications. A team of researchers from University of Illinois—
Champaign, led by Sheldon H. Jacobson, along with John J. Nestor of the
"Transportation Security Administration, investigate the integration of opera-
tions systems with aviation security management.

"The state of the security of the millions of tons cargo that are moved around
the world using civil aviation is discussed by Erik Hoffer, a longtime leader in
the cargo security field.

A study of the selection and preemployment assessment of aviation security
screeners is undertaken by Diana Hardmeier and Adrian Schwaninger.

Finally, noted photo essayist Ross Rudesch Harley takes us on a journey
through airport terminals, reminding us of the scope and magnitude of the
system we are trying to protect.

The two appendices contain reports from the U.S. Government Account-
ability Office. One focuses on how vulnerabilities in the security systems were
exposed through covert testing of TSAs passenger screening processes, and
the other looks at efforts to secure U.S.-bound air cargo and areas where
security could be strengthened.

Andrew R. Thomas, University of Akron
Editor
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CHAPTER 1

Aviation Security and
Terrorism: A Review of the
Economic Issues

Cletus C. Coughlin, Jeffrey P. Cohen,
and Sarosh R. Khan

Protecting this system demands a high level of vigilance because a single

lapse in aviation security can result in hundreds of deaths, destroy equip-

ment worth hundreds of millions of dollars, and have immeasurable nega-
tive impacts on the economy and the public’s confidence in air travel.

—Gerald L. Dillingham, United States General Accounting Office,

in testimony before the Subcommittee on Aviation, Committee on

Commerce, Science, and Transportation, U.S. Senate, April 6, 2000

The terrorist attacks exploiting weaknesses in U.S. aviation security on Sep-
tember 11, 2001, did indeed produce the catastrophic results identified in the
prophetic testimony cited above.! Immediately, security issues rose to para-
mount importance in the nation’s policy agenda.? Despite general agreement
on what aviation security entails and the goals of the system, controversy
abounds on how to regulate and provide this vital service.

Ifairplanes and passengers, as well as property and people on the ground, are
to be protected, potential perpetrators of terrorism must be prevented from
breaching security checkpoints and gaining access to “secure” airport areas
and aircraft. Given the interconnectedness of the air transportation system,
a sufficiently high level of security must be provided throughout the system.
Flexibility to respond quickly to new information about security threats is a
must. Moreover, incentives must exist for regulators and security providers so

A similar version of this article, without the appendix, was published in the Federal Reserve Bank
of St. Louis Review 84, no. 5 (September/October 2002): 9-25. Note that this chapter refers to
the situation in the months after the September 11 terrorist attacks.
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that improvements can be devised and implemented. At the same time, the
costs of providing security must be weighed against the benefits.

We examine the economic issues relevant to airline and airport security
in the United States. Understanding these issues is crucial in evaluating the
various methods of regulating and providing aviation security and for ap-
praising the conflicting positions over the appropriate scope of governmental
involvement.

We begin by highlighting key features of the airline industry, one of which
is its network structure. Security at one airport can affect security elsewhere—
an example of a network externality.’ Next, we use elementary economics to
show that unregulated private markets will likely provide too little aviation
security, which sets the stage for examining the alternatives for regulating and
providing aviation security. We review the Aviation and Transportation Secu-
rity Act of 2001 and the characteristics of the resulting policy. A summary of
major points completes the article.

OVERVIEW OF THE AIRLINE INDUSTRY

Prior to September 11, 2001, the air transportation sector accounted for
approximately 1 percent of U.S. employment. In 2000 there were 14 “major”
certified carriers in the U.S. airline industry. Although our primary focus is on
the passenger carriers, freight transport is a significant factor for several rea-
sons. A security breach at any one airport will undoubtedly affect the smooth
movement of freight through the network as well. Federal Express, one of the
14 major carriers, employed more workers than either American or United.
Freight revenues overall comprise about 10 percent of total operating rev-
enues for the major carriers, with operating revenues exceeding $20 million
for each carrier. Finally, the recently passed legislation states that cargo and
passengers will be screened.

Airports and Airlines: The Hub and Spoke System

Airports are a crucial component of the infrastructure for the airline indus-
try. The United States has over 18,000 airports, 3,304 of which are eligible for
federal funding. Approximately 430 airports, designated as “primary” airports
by the Federal Aviation Administration (FAA), handle virtually all scheduled
passenger service in the United States.

Subsequent to the deregulation of the industry that was propelled by legis-
lation in 1978, many of the major U.S. airlines developed a “hub and spoke”
system. With this structure, passengers on airline flights from various remote
airports (the nodes on the spokes) converge on a single airport (the hub).
After providing time for passengers to make their connections by changing
planes, they depart for their final destinations.

This hub and spoke system leads to interdependencies that give rise to
externalities. Namely, delays at one node often cause additional delays
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throughout the entire system. Thus, delays through one particular city due to
security breaches can cause further delays at other nodes. For example, after
a security breach at Hartsfield International Airport, the Atlanta Fournal-
Constitution reported: “Hundreds of flights around the country were canceled
or delayed . . . [and] dozens of planes heading to Atlanta were diverted to other
airports.” Thus, by reducing travel delays throughout the system, improve-
ments in security screening at a single airport can be viewed as a good with
spillover benefits. Furthermore, security improvements at one node can result
in an increased feeling of safety perceived by passengers at other nodes. In
fact, this additional safety can accrue to those who are not even traveling, such
as individuals who work in any potential target of an airline terrorist attack.

September 11 and Airline Passenger Travel

The events of September 11 curtailed airline travel in various ways. First,
these events reduced the demand for air travel as a result of the increased
safety concerns. Second, these events reduced air travel by exacerbating the
recession that began in March 2001. Third, the cost of travel was effectively
increased because of the necessity of arriving earlier for departures, the in-
creased frequency of delays resulting from security breaches, and new security
surcharges.

During September 2001, revenue passenger miles declined more than 30 per-
cent from the previous September. Despite some recovery during the fourth
quarter of 2001, revenue passenger miles were down 15 percent year-over-year
in December 2001. For the first five months in 2002, revenue passenger miles
were 10 percent below the level in 2001. What is unclear is how long this shock
will continue to affect passenger travel. A major uncertainty is the effect of the
new security environment.’

PROVIDING THE RIGHT AMOUNT OF AVIATION
SECURITY—IN THEORY

Unregulated private markets are unlikely to provide adequate aviation se-
curity. We can illustrate this claim by using a supply and demand diagram.
Assume that, similar to the case in the United States prior to September 11,
airlines are ultimately responsible for aviation security. Assume further that
consumers of airline services have a demand for security represented by the
demand curve, Dy, in Figure 1.1.° The negative slope reflects the fact that, as
the price of aviation security declines, the quantity of security that consumers
desire increases. This demand curve reflects the marginal private benefits of
aviation security. The supply curve is represented by S,. The positive slope
indicates that increases in security can be provided only by incurring higher
per-unit costs. The intersection of these curves generates the quantity of this
good, Q,, thatis likely provided in equilibrium by private markets. This quan-
tity, however, is unlikely to be the optimal (or efficient) amount of security.’”
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Figure 1.1
Optimal Quality of Aviation Security
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The primary reason for underprovision is that there are important benefits
from aviation security that extend beyond the passengers on a flight. Occu-
pants of high-rise buildings as well as those occupying other potential targets
for terrorist acts (e.g., nuclear power plants and government buildings) can
benefit and, in fact, the benefits can extend beyond those individuals to their
families and much further. When positive externalities, also termed spillover
benefits, exist, then the social demand for aviation security diverges from the
private demand. This social demand encompasses the private demand plus
the demand of those who benefit but are not flying. This demand curve, D,
lies above and to the right of the private demand. The intersection of this
demand curve and the supply curve determines the efficient quantity of avia-
tion security. As Figure 1.1 shows, this quantity, Qs, exceeds the quantity that
would be provided by private markets.

An important issue is how to induce an increase in security from Q, to Q;,
which leads to questions about the potential role of government—government
regulation, provision, and subsidies are all possibilities.® Figure 1.1 also illus-
trates the effect of a subsidy. A subsidy effectively lowers the cost per unit of
security and, thus, can be represented by a downward (rightward) shift of the
supply curve. Assuming the optimal subsidy is provided, this new supply curve,
S, intersects Dy, at the point where the quantity of security is the socially
desirable amount, Q,. However, if the optimal subsidy is not provided, then
either too little or too much security is possible.

AVIATION SECURITY PRIOR TO SEPTEMBER 11

Historically, aviation security has been provided jointly by airlines, airports,
and the FAA. Generally speaking, providing security has been the responsibility
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of air carriers and airports. Government, via the FAA, performed primarily a
regulatory role.

The airlines were responsible for passenger and baggage screening. The
usual practice was for airlines to contract with private companies who pro-
vided screeners at security checkpoints. The airlines were also responsible
for security from the screening checkpoints to the aircraft. Airports were re-
sponsible for law enforcement and general security in the airport vicinity,
including exterior areas, parking areas, the airport perimeter, and interior
areas up to the security checkpoints. The airports also hired law enforcement
officers for the security checkpoints. The FAA was responsible for providing
threat information; establishing security policies, regulations, and protocols;
conducting security audits of airlines and airports; supporting research and
development of security technology; and overseeing the installation of secu-
rity equipment.

Aviation Security Issues

Studies and legislation throughout the 1990s identified problems with avia-
tion security and attempted to improve it.” The bombing of Pan Am Flight 103
led to the passage of the Aviation Security Improvement Act of 1990, which
raised employment, education, and training standards for security personnel.
In 1996, the crash of TWA Flight 800 led to the creation of the White House
Commission on Aviation Safety and Security. This group recommended new
screening technologies and equipment as well as the development of uni-
form performance standards for training and testing screeners. Congress also
passed legislation—the Federal Aviation Reauthorization Act of 1996 and the
Omnibus Consolidated Appropriations Act of 1997—that provided funding
for implementing many of the commission’s recommendations. Over the four
years prior to 2000, Congress provided the FAA with $1 billion for security.
Roughly one-third of this funding was for the purchase and deployment of
security equipment at airports. Finally, the Airport Security Improvement Act
of 2000 required additional security actions.

The preceding studies and legislation highlighted numerous problems with
aviation security. Problems existed in three major areas: computer security;
access to aircraft, airfields, and other facilities; and the detection of dangerous
objects.

With respect to computer security, two major problems were well known.
One problem involved the physical security at facilities housing air traffic
control systems. A Government Accounting (now Accountability) Office
(GAO) study reported in 1998 that most facilities (87 of 90) had not per-
formed threat analyses for the air traffic control systems in the five years prior
to the review.!” A second problem involved the management of computer sys-
tems. As of December 1999, the FAA was violating its security requirements
by failing to conduct background searches on contractor employees who were
reviewing and repairing critical computer system software. These employees
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possess critical knowledge that could prove useful for computer hackers. If
hackers were to penetrate the air traffic control system, they could attack the
computer systems used to communicate with and control aircraft.

With respect to access to aircraft, airfields, and other facilities, controls
for limiting access to secure areas had not worked as intended. Tests during
1998 and 1999 revealed that the inspector general’s staff of the Department
of Transportation successfully gained access to secure areas 68 percent of the
time. These results stimulated improvements; however, additional testing be-
tween December 1999 and March 2000 revealed a rate of unlawful access of
30 percent.

The problem area that has attracted the most attention involves the de-
tection of dangerous objects. An increase in hijackings prior to 1972 led
to passenger-screening requirements. The goal was to identify passengers
carrying metallic weapons that could be used to hijack an airplane. With
respect to passenger screening, personnel issues have received the most at-
tention because screeners are not adequately detecting dangerous objects.
Three reasons have been provided for this poor performance: inattention to
training, high turnover, and low pay.

"The previously cited GAO report revealed that the FAA was two years be-
hind schedule in issuing a regulation implementing a congressional mandate
to certify screening companies and improve the training and testing of screen-
ers. All passengers and their carry-on baggage must be checked for weapons,
explosives, or other dangerous articles. Until recent legislation, the FAA and
air carriers shared this responsibility. The FAA set the screening regulations
and established the standards for the screeners, the equipment, and the pro-
cedures to be used, while the air carriers were responsible for screening pas-
sengers and their baggage prior to their entry into secure areas or onto an
aircraft. Generally, air carriers hired security companies to do the screening.

Concerns about the effectiveness of screeners have existed for many years.
A GAO report noted that, in 1978, screeners were not detecting 13 percent
of potentially dangerous objects that FAA agents carried through checkpoints
during tests.!! In 1987, tests revealed that 20 percent of potentially danger-
ous objects were passing undetected through checkpoints. Despite features of
the Federal Aviation Reauthorization Act of 1996 that attempted to increase
the effectiveness of screeners, testimony by a GAO official stated that perfor-
mance remained a problem.'? Based on the FAA’ test results, the GAO official
concluded that screeners’ ability to detect dangerous objects was not improv-
ing and, in some cases, was deteriorating.

High turnover of security personnel is a well-known problem. From May
1998 through April 1999, turnover averaged 126 percent at 19 large airports.
Skilled and experienced screeners are rare. High turnover is attributed to low
wages, low benefits, and job stress.

In addition, some human factors contribute to poor performance. Screen-
ing requires repetitive tasks and intense monitoring for the very rare event
when a dangerous object might be observed. To improve performance, the
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FAA began a number of programs, including establishing a threat image
projection system to keep screeners alert and to monitor their performance;
a screening company certification program; and screener selection tests,
computer-based training, and readiness tests. However, the GAO found
that the FAA’s implementation was behind schedule.

Technology Issues

In addition to the personnel issues involved in detecting dangerous objects,
there are technology issues. The technical performance of existing machines
might not be adequate to detect dangerous objects that do not contain metal.
Atkinson argues that superior information technologies could and should be
applied to increase aviation security.!® At the same time, however, the consid-
eration of technical solutions requires the consideration of many nontechnical
issues that can affect whether the technology can be implemented successfully.

New scanning technology can do a better job than the existing machines
that scan only for metal. Many security experts are pushing for the use of
screening machines capable of detecting a broader range of metals and alloys,
plastic explosives, and other materials.

Experts are also pushing for the increased use of biometrics. Biometrics
technology uses unique biological data to identify and authenticate an indi-
vidual almost instantaneously. Various biological data, such as fingerprints,
facial geometry, hand geometry, retinas, and voice patterns, can provide the
necessary information. Plus the technical application of biometrics to increase
aviation security is reasonably straightforward. For example, after background
checks, an employee, such as a pilot, could be issued a card with his unique
biometric information embedded on a computer chip with encrypted soft-
ware. Entrance to a secure area, such as the cockpit, would require the pilot to
put his card in a slot and submit to a biometric identification process to ensure
that the card and the person holding it match.

A similar procedure could be used for passengers. The screening could take
place both prior to entering the gate concourses and upon entering the board-
ing ramp to the plane. The latter authentication would allow accurate pas-
senger manifests in real time. This would enable airline personnel to identify
individuals who have checked in, but not boarded. A related feature would
allow airlines to match passengers with their luggage. Luggage for an un-
boarded passenger could be removed.

The use of sophisticated technology is not simply a technology issue. In
assessing the costs and benefits of using new technology, various nontechnical
issues arise. First, health issues arise because the use of a technology embed-
ded in a machine, especially one that emits radiation, might harm some indi-
viduals. Even the perception that a machine might be dangerous could create
adverse economic effects for the airline industry.

Second, the use of technology requires the consideration of legal and pri-
vacy issues. The technology could violate an individual’s guarantee against



8 Aviation Security Management

unreasonable searches. Even if the search is legal, some potential travelers
might be deterred because they feel uncomfortable with some personal in-
formation no longer being private. Many are concerned about scans that pro-
duce images of their bodies.

Finally, the operation of machines raises space issues because of their size
and the resulting lines of passengers. Moreover, airlines are concerned about
maintaining their flight schedules and the inconveniences experienced by pas-
sengers. In certain cases, it is possible that the technology can assist airlines in
meeting their schedules and increase passenger convenience.

AVIATION SECURITY IN THE AFTERMATH
OF SEPTEMBER 11

The events of September 11 forced public decision makers to examine how
aviation security was being provided and how to improve it.'* Generally speak-
ing, three primary options for screening passengers and controlling access to
secure areas were proposed before September 11, although shortly thereaf-
ter attention focused primarily on how to implement the third option listed
below. For each option identified by the GAO, an underlying assumption
was that the FAA would continue to regulate screening, oversee performance,
and impose penalties for poor performance. These security management and
provision options are as follows:

1. continue with the responsibility assigned to air carriers but with new require-
ments,

2. assign the responsibility to airports, or

3. assign the responsibility to the federal government via creation of a new federal
agency (for example, a new agency within the Department of Transportation) or
a federal corporation (for example, a corporation similar to the Tennessee Valley
Authority).

Option One

The first option is the same as the pre-September 11 arrangement with the
FAA promulgating new requirements. As we highlighted previously, unregu-
lated private markets will likely provide too little aviation security. The events
of September 11 indicated to many that even with regulation by the FAA, too
little aviation security was being provided; however, the events do not neces-
sarily eliminate this option.

Continuing with this option implies that this system is the best way to pro-
vide aviation security. One can argue that this option worked for a number
of years. The pre-September 11 security arrangements date from the early
1970s and hijackings went down markedly after these arrangements were put
in place. Obviously, the hijackings of September 11 occurred, but it is not
clear that any option under consideration would have prevented them. It is
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not clear that these hijackings would have been prevented if airport security
personnel were federal employees rather than privately contracted personnel.
In fact, federal rules as of September 11 would have allowed the hijackers’
knives and box cutters on board because the blades were shorter than four
inches. Thus, detection might not have mattered. Nor is it clear that a federal
force would prevent potential hijackers from entering secure areas any better
than a private force. Moreover, the shortcomings in the FAA performance
cited previously justify some caution in providing more authority to a gov-
ernmental body.

One can argue that the events of September 11 revealed only that the se-
curity threat was much greater than anticipated. Furthermore, one can argue
that this underestimation of the threat was not the fault of the FAA, but rather
of the intelligence community at large. Of course, apart from this failure to
fully recognize the security threat, our prior discussion identifying specific
security shortcomings revealed that this security management and provision
option, while possibly the best, is far from ideal.

As mentioned previously, this option is utilized infrequently outside of the
United States. Only 2 of 102 other countries with international airports had
airlines handling the security function. The primary rationale for excluding
airlines from the security function was the concern that airlines would focus
unduly on lowering costs and providing passenger convenience and, there-
fore, shirk on providing safety.

Option Two

The second option, which excludes airlines from the security function, in-
volves assigning the security responsibilities to airports. A simple example
using game theory can be used to model the network aspects of aviation secu-
rity. Assume two airports—A and B—and two levels of aviation security—high
and low. We can think of the high level of security as allowing air travelers
to have more confidence that their flight will be safe than if a low level of se-
curity were provided. In other words, the higher level of security reduces the
probability of successful terrorist attempts. Table 1.1 shows the hypothetical
payoffs of each level of aviation security for each airport. For example, the
payoffs for airports A and B when A provides low security and B provides high
security are $820 for A and $735 for B.

The economics underlying the payoffs in Table 1.1 require some elabora-
tion.!% Assume that the profits (payoffs) of each airport are $1000 prior to any
security expenditures or any losses stemming from successful terrorist attacks.
The expense of providing a high level of security is $200, while the expense of
providing a low level of security is $50. Assume further that a successful act of
terrorism imposes a cost of $1300 at the airport where the act occurs. If both
airports provide a high level of security, acts of terrorism are prevented. If one
airport provides a high level of security and the other provides a low level,
then a successful terrorist act can occur at either airport; a successful terrorist
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Table 1.1
A Game Theory Example of Airport Provision of Safety

Airport B
High Security Low Security
£z $800 $735
&
=
.20
T $800 $820
<
b ~d
£
e
e
=
<
= $820 $761
&
g
= $735 $761

Note: Playoffs in bold are for Airport A.

act damaging the high-security airport would have emanated from the low-
security airport. Assume that the probability of a successful terrorist act is 0.1
at an airport providing a low level of security and that the probability is 0.05
that the successful terrorist act, whose roots can be traced to the airport pro-
viding a low level of security, occurs at the other airport.

These assumptions produce the payoffs in Table 1.1. In the first arrange-
ment, assume both airports provide a high level of security; both airports
then receive a payoff of $800, which is simply $1000 less the $200 expense of
providing a high level of security. There are no other cost calculations for this
arrangement.

In the second arrangement, assume airport A provides a high level of secu-
rity and airport B provides a low level of security. The payoff for airport A is
$735: Starting from $1000, this airport incurs the $200 expense of providing
a high level of security and an expected loss of $65. (The latter expense is the
cost of a successful terrorist act [$1300] times the probability that it occurs at
airport A [0.05]). Meanwhile, the payoff for airport B is $820: Starting from
$1000, this airport incurs the $50 expense of providing a low level of security
and an expected loss of $130. (The latter expense is the cost of a successful
terrorist attack [$1300] times the probability that it occurs at airport B [0.1]).
Thus, if one airport provides a high level of security and the other airport
provides a low level of security, the payoff for the first airport is $735 and the
payoff for the second airport is $820.
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In the third arrangement, assume both airports provide a low level of secu-
rity; they would each receive a payoff of $761. Starting from $1000, each air-
port incurs the $50 expense of providing a low level of security as well as two
expected losses. The first is the $130 loss associated with a successful terrorist
act occurring due to the airport’s own low level of security and the second is a
$59 loss ($65 times 0.9) due to the other airport’s low level of security.

Given the preceding payoffs, what levels of security will likely be provided
by the airports? Assuming that the airports make their security decisions si-
multaneously without communicating directly with each other, the answer is
that both will provide the low level. Assume airport B thinks airport A will
provide the high level. If so, then if airport B also provides the high level, the
payoff for airport B is $800. If airport B provides the low level, the payoff for
airport B is $820. Thus, airport B will choose the low level of security because
it provides the larger payoff. What happens if airport B thinks airport A will
provide the low level of security? Once again, airport B will choose to provide
the low level of security because the payoff to airport B is larger with the low
level of security (thatis, $735 versus $761). Thus, regardless of what airport A
chooses, airport B will choose the low level of security. By the same reasoning
process, airport A will choose the low level of security regardless of airport
B’s choice.

The dominant strategy is for both airports to choose the low level of secu-
rity. Note that the payoff for both airports is $761 and that such a payoff is in-
ferior to the payoff of $800 to both airports if they had both chosen to provide
the high level of security. Thus, when the airports choose their security level
simultaneously without coordinating their decisions, there is a high prob-
ability that they will end up with lower security throughout the network. In
addition, the airports will achieve lower payoffs than if they had coordinated
their security decisions and jointly provided a high level of security.!”

Option Three

The conclusion, similar to that of the first option where airlines were re-
sponsible for security provision, is that in a world in which each airport is left to
provide security on its own without governmental intervention, underprovision
of aviation security is likely. Thus, regardless of whether airlines or airports
provide security, a role for the federal government as a regulator should not
be seen as a contentious issue. Instead, the major choice for policy makers is
whether the federal government should contract out the provision of aviation
security services or provide those services in-house. The former scenario entails
some form of public-private partnership handling aviation security. This be-
came the norm in Western Europe during the 1990s when countries privatized
aviation security following security failures by government-run operations.'®
Under this scenario, the government sets the security standards and either as-
signs screening responsibilities to the airport authorities or hires firms directly.
Regardless, the agent is held accountable for meeting the security standards.
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Under this third policy option, the government is assigned full responsibility
for providing security.

Economic theory highlights a number of considerations regarding this op-
tion relative to the first two options. The theory of fiscal federalism indicates
the possibility of a tradeoff between (1) accounting for an externality by hav-
ing a higher level of government involvement and (2) allowing residents in
individual jurisdictions to choose the desired level of public service for their
own community.!? If the federal government were to take over the provision
of security at an airport, then it would be able to account for the spillover
benefits by providing a higher level of airport security. However, it might do
so at the cost of preventing demand diversity from being satisfied at individual
airports because the level of security is determined by the federal government.
In many instances, individual communities might prefer less security at their
airports than the level chosen by the federal government.

Economic theory also highlights a number of other potential problems
with assigning security responsibilities to a federal agency. First, the public
agency is a monopoly supplier. Similar to any monopolist, the public agency
might not be forced by competitive pressures to ensure an efficient provision
of services. In addition, because of civil service restrictions, the public agency
might be faced with a labor environment that precludes efficient delivery of
services.”’ Moreover, public agencies are frequently characterized as being
slow in adjusting to changed circumstances and unlikely to innovate.?!

Additional problems might arise because the public agency is likely judged
primarily on its security record. Overprovision of aviation security is pos-
sible because government bureaucrats have an incentive to protect themselves
from the damage that could result if too little security is provided. In this case,
the agency will have an incentive to ignore the tradeoffs that occur between
security and other attributes of air transportation services that consumers de-
mand.?? For example, the public agency might tend to underestimate the cost
of waiting incurred by passengers when it determines whether to institute a
specific security measure. Waiting is a cost that airlines are sensitive to be-
cause of their profit incentive. On the other hand, the lack of a profit incentive
when security is provided by the government might lead public managers to
consider extended waits as simply an unavoidable cost of travel.

Heightened security measures have already produced some examples of
what could be viewed as security considerations taking precedence over other
attributes of air transportation services demanded by consumers. However,
one can also argue that the following examples are simply temporary costs
associated with the transition to the new security environment.”> Between
October 30, 2001, and February 4, 2002, there were 35 airport terminal evac-
uations. Between October 30, 2001, and December 31, 2001, a total of 1,361
flights were delayed, with a cumulative delay time of 2,173 hours. During this
period, 587 planes were stopped and evacuated.?*

On the other hand, there are arguments supporting federal government
provision of aviation security. First, the federal government can account for
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the spillover benefits associated with the provision of aviation security in its
production decision. Second, governmental provision might be preferable to
privatization because, relatively speaking, the former limits the incentives of
managers to reduce quality by cutting costs.?’ In other words, relative to man-
agers in private firms, managers of a government operation have less incentive
to reduce quality by cutting costs because of the relatively smaller financial
gains for the public employees.

In the case of aviation security, a specific concern is that private provid-
ers hire unqualified personnel to minimize their costs. These attempts to cut
costs undermine security throughout the air transportation network. Public
provision tends to mitigate this problem. This advantage of public provision
is likely more pronounced the more difficult it is to specify the quality of a
service. Aviation security seems to be such a case.

THE AVIATION AND TRANSPORTATION
SECURITY ACT OF 2001

"The Aviation and Transportation Security Act was signed into law (Public
Law 107-71) on November 19, 2001, by President Bush. The act is a com-
prehensive approach to increasing aviation security. The objective of the act
is to create, develop, and streamline security procedures and protocols that
radically reduce the chances of any security breach or violation.

The Aviation and Transportation Security Act considerably alters the se-
curity responsibilities of airlines, airports, and the federal government. In the
context of the options discussed previously, this legislation is the third option.
A substantial increase in the resources committed to aviation security will
occur as well.

"The act establishes the Transportation Security Administration (T'SA) in
the Department of Transportation (DOT). The TSA is to be headed by the
under secretary of transportation for security. As of February 17, 2002, the
TSA assumed the civil aviation security functions and responsibilities of
the FAA. In addition, the legislation identifies some new responsibilities.
The responsibilities of this office include coordinating and directing avia-
tion security at all times and all domestic transportation security in case of
a national emergency.

The most controversial feature of the legislation is the requirement that the
attorney general and the secretary of transportation develop a program that
ensures the screening of all passengers and baggage for illegal and dangerous
items. The attorney general is given the responsibility to develop a workforce
of federal employees in accordance with the guidelines of the act. This work-
force, which will be implemented as workers become qualified, is expected to
be fully deployed by November 19, 2002. The legislation stipulates that the
screeners should be subjected to background checks and that they be U.S.
citizens. The TSA is also charged with ensuring sufficient explosive detection
systems to screen all checked baggage at U.S. airports by December 31, 2002.
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"This latter objective might prove to be especially hard to achieve, especially
if passenger convenience is considered in the actions necessary to meet this
objective. According to Spagat, fewer than 150 luggage-scanning machines
capable of detecting bombs and plastic explosives were in place at 47 U.S. air-
ports at the end of September 2001.2¢ In addition to being costly—the initial
cost is roughly $1 million plus yearly costs of $700,000 to $1 million for op-
eration and maintenance—these machines are currently slow and inaccurate.
A scanner can handle only about one planeload of luggage per hour, and false
alarms sound for roughly 22 of every 100 bags. Personnel must then open and
search these bags. In addition, the machines can be as long as 16 feet, which
poses the challenge of fitting them into existing spaces. Finally, producers of
these machines might not be able to expand production rapidly enough to
meet this objective.?’

Another change is that air marshals may be deployed on all commercial
flights. While the attorney general is responsible for developing this program,
the day-to-day administration of the program would be the DO’ respon-
sibility.

Federal law enforcement officers will also be deployed to secure all areas in
the larger airports, including the perimeter. A related requirement is for the
DOT to improve access control systems and equipment for secured areas.

As part of a compromise to ensure passage of the legislation, the act allows
for the following program. Depending on authorization by the under secre-
tary of transportation for security, some airports may employ the services of a
qualified private company for the provision of airport security for up to three
years. The legislation also allows other airports to opt out of the screening
program after three years and contract with private security providers.

The legislation also contains a number of other noteworthy features. The
legislation authorizes the DOT to reimburse airports for their additional costs
of complying with increased security measures in the aftermath of Septem-
ber 11. The act expands the scope of the DOT’ research and development
activities related to aviation security. The act requires strengthening cockpit
doors and raising the quality of screening. In addition, the act allows for the
needs of small airports to be dealt with by the attorney general’s office on a
case-by-case basis.

The key features of the legislation can be summarized by using a produc-
tion function, which shows the relationship between output and inputs. The
production of aviation security requires labor, capital, and technology. The
labor inputs take various forms, such as passenger and baggage screeners, law
enforcement officers in airports and in airplanes, managers/administrators,
and researchers. The capital inputs are items such as passenger and baggage
screening machines, access control systems for secured areas, and reinforced
cockpit doors. Underlying the amount of output that can be produced by
combining these labor and capital inputs is the level of technology, which is
the body of available knowledge concerning how to combine inputs to gen-
erate maximum output. One way to increase knowledge that contributes to
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the increased aviation security is through research and development. Fre-
quently, this new knowledge is embodied in machines and other productive
resources.

Generally speaking, the legislation increases the labor and capital inputs
devoted to aviation security; however, the availability of selected labor and
capital inputs could prove to be a major obstacle in the near term. In addition,
the legislation assigns control of these inputs to the federal government. The
major unanswered question is whether the incentive system for government
employees will lead to a better system in terms of the efficient production of
the desired level of aviation security than any other system. Another question
is how much the preceding changes might cost.

Estimated Federal Government Cost

Table 1.2 shows a cost estimate of $9.4 billion by the Congressional Budget
Office (CBO) for the expenses of the federal government.?® The focus is on
the changes in spending that are subject to appropriation for 2002-4.2% The
funds would be used for paying expenses in the following categories: pas-
senger and baggage screening, air marshals, airport security measures, reim-
bursements to airports stemming from the additional security expenses due to
September 11, general aviation aircraft security, research and development on
chemical and biological weapons, and research and development on aviation
security technology.*

Table 1.2
Cost of the Aviation and Transportation Security Act (in millions of dollars)

2002 2003 2004 2005 2006 Total

Passenger and baggage 889 1,942 2,181 242 0 5,254
screening

Air marshals 92 316 561 59 0 1,028

Airport security 268 582 631 63 0 1,544
measures

Reimbursement of 553 552 0 0 0 1,105
airport authorities

General aviation aircraft 19 41 45 4 0 109
security

R&D chemical and 13 22 11 11 3 60
biological weapons

R&D aviation security 39 51 50 50 50 240
technology

Regulations and reports 2 1 0 0 0 3

Estimated total cost 1,875 3,507 3,479 429 53 9,343

Source: Congressional Budget Office.
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Passenger and Baggage Screening

The CBO estimate assumed that the attorney general would maintain a
staff of screeners similar to the existing staff employed in the private sec-
tor and that this staff would increase to keep pace with increases in passen-
gers on domestic flights. The existing staff in the private sector consisted of
16,200 screeners, 2,800 supervisors, and 100 managers. Based on the federal
pay schedule, the CBO estimated that the screeners would receive an average
annual base salary of $35,500, substantially higher than the average salary of
screeners in the private sector of roughly $15,000. To generate an estimate
of the actual costs per screener, this average base salary was adjusted upward
by benefits of 35 percent of the base as well as by overtime pay. The CBO
estimates used an average salary of $52,600 for supervisors and $74,900 for
managers. These salaries were adjusted for benefits identical to the screeners,
but no overtime pay was anticipated.

The legislation also authorizes the attorney general to deploy at least one
law enforcement officer at each of the existing 754 airport checkpoints. Thus,
at a minimum, to staff each checkpoint around the clock requires 2,262 of-
ficers. The attorney general has the authority to deploy more officers at the
100 largest airports. The CBO estimates used an average salary of $46,500
for these officers. Benefits plus overtime increase the average cost for each
officer to $73,000.

In addition to the personnel involved directly in screening and law enforce-
ment, there are a number of other costs. First, there are expenses associated
with the required administrative staff. Second, there are costs for training,
testing, and auditing screeners and for performing background checks. Third,
the legislation requires a senior level security officer at each airport (about 450
positions) and two ground security coordinators at each checkpoint (about
1,500 positions). Fourth, additional screening equipment must be purchased,
installed, and maintained. The total costs for screening and law enforcement
are estimated to be $5.3 billion.

Air Marshals

The legislation authorizes the presence of air marshals on all scheduled
flights. Whether or not an air marshal would fly on all scheduled flights is to
be determined by the attorney general. The CBO assumed that an air marshal
would fly on 20 percent of all flights.’! As a result, the number of required air
marshals would be 2,800. The CBO estimated an average cost per marshal,
including salary, benefits, training, supervision, equipment, and other admin-
istrative expenses, of $170,000 and a total cost of $1 billion.

Airport Security Measures

The legislation authorizes a variety of measures estimated to cost $1.5 billion
to increase security at airports. First, the legislation authorizes the deployment
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of federal law enforcement officers to secure all areas in the nation’s largest
airports. Second, the secretary of transportation is to work with small- and
medium-sized airports to determine their needs. This might lead to the de-
ployment of federal law enforcement officers in these airports as well. Third,
the secretary of transportation is to work with airport operators to improve
access control systems and equipment for secured areas.

The CBO estimates that 6,990 federal law enforcement officers would be
deployed at an average cost per officer of $85,000. Each of the 120 largest
commercial airports would have 50 federal law enforcement officers. On aver-
age, the smaller airports would have three federal law enforcement officers.

Reimbursement of Airports for Increased Security Costs

The legislation authorizes the secretary of transportation to reimburse
airports for their fiscal year 2002 costs associated with complying with the
September 11-induced security measures. The costs cover additional law en-
forcement personnel, access-control equipment, and operating costs. Some
of these upgrades will not be completed in 2002, so roughly one-half of the
$1.1 billion cost will be incurred in 2003.

General Aviation Aircraft Security

The legislation requires the FAA to develop a program to search general
aviation aircraft (i.e., private aircraft and charter planes) as well as screen crew
members and others who might board a flight prior to takeoff. The CBO
estimates the cost of this security enhancement to be $109 million for the
2002—4 period.

Research and Development

The legislation authorizes the FAA to expand research in two areas. First, the
FAA is authorized to conduct research concerning chemical and biological war-
fare and to develop technologies to prevent the successful use of these weapons
in planes and airports. Second, the FAA is to increase support for research and
development related to all aspects of aviation security involving technology,
such as detecting explosives; screening baggage, passengers, and cargo; training
employees; and constructing aircraft. The FAA would provide grants to indus-
trial, academic, and governmental entities for promising projects. In addition,
the FAA is authorized to provide grants dealing with biometrics, longer-term
airport security, and information sharing among federal agencies. In total, the
estimated cost of research and development is $300 million.

Estimated Impacts on Nonfederal Governments
and the Private Sector

The legislation requires numerous actions by airport operators and, de-
pending on how the FAA and Department of Justice choose to implement
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other requirements in the legislation, may necessitate other actions. In the
former category are requirements that airport operators use technology to
detect weapons, develop security awareness programs for airport employees,
and conduct background checks on employees with access to planes and se-
cure areas. In the latter category are requirements involving security around
airport perimeters, the screening of passengers at smaller airports, and the
screening of personnel and supplies entering secure areas.

Generally speaking, airport operators have already taken actions to comply
with FAA regulations following September 11. The additional costs are not
expected to exceed $56 million annually (in 2001 dollars). Moreover, the leg-
islation authorizes funding for airports to cover the costs of security improve-
ments resulting from post-September 11 requirements.

With respect to the impact on the private sector, the legislation imposes
mandates affecting air carriers, commercial airplane manufacturers, persons
providing training in operating aircraft, and aliens. The Department of Trans-
portation has imposed a $2.50 fee for each passenger enplanement that will
be remitted by the airlines to the federal government to pay for the federal
government’s costs of providing aviation security. Because air carriers would
no longer be responsible for screening passengers and baggage, it is uncertain
whether the net income of air carriers would rise or fall.

"The bill requires commercial manufacturers to increase the security involv-
ing the doors separating the pilots from the passengers on new large aircraft
as well as on new commuter aircraft. The cost of this mandate depends on the
standards set by the FAA.

Finally, the legislation mandates that persons who provide aircraft training
report certain information on those they train. Aliens would be required to
undergo a background check from the attorney general prior to training. The
expectation is that the costs of these mandates would be small.

CONCLUSION

One unsettling conclusion following the events of September 11 was that
both the quantity and quality of aviation security, each difficult to measure,
were inadequate. Quite likely both demand and supply factors underlie this
conclusion. On the demand side, the catastrophic events of September 11
increased the demand for aviation security by increasing awareness of the
very real security threat that existed and likely continues to exist. Moreover,
the events of September 11 focused attention on how aviation security was
being provided and regulated. This attention revealed numerous shortcom-
ings that prompted increased scrutiny of not only how much aviation security
was being provided, but also how it was being provided.

Public decision makers have been prompted to ensure that more resources
will be devoted to providing aviation security today as well as to research and
development activities that should lead to future improvements. In addition,
changes were made in who has the authority concerning aviation security
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decisions. The hope is that these changes will result in the provision of an ef-
ficient level of aviation security.

Economic theory can be used to make a strong case that the federal gov-
ernment play an important role in aviation security. The basic question is
whether the federal role should be restricted to setting and monitoring se-
curity standards or whether the role should also include the financing and
implementation of security. The most contentious change emanating from
September 11 is that the federal government has assumed responsibility from
the airlines and airports for the actual provision of aviation security. Policy-
makers assigned the responsibility for aviation security to the federal govern-
ment, primarily through the authority vested in the Transportation Security
Administration and the Department of Justice.

Will this substantial enlargement of governmental involvement, which is
in contrast to the public-private partnerships that dominate aviation security
in Europe, be a change for the better? In theory, public provision of aviation
security can adequately account for security externalities. Moreover, relative
to private provision, public provision reduces the incentives to reduce quality
by reducing costs. Proponents of in-house provision argue that the quality
of public services delivered by government employees is superior to that de-
livered by private firms. This feature of public provision might be especially
relevant for aviation security, whose quality is hard to observe.

On the other hand, a public agency might not provide security services effi-
ciently because it can operate similar to a monopolist. Proponents of govern-
ment contracts with private suppliers argue that private firms deliver public
services at a lower cost than the government does. In addition, responsiveness
to the consumer is not a trademark of monopolistic markets.

Furthermore, it is possible that a public agency with one objective might
provide an excessive amount of security (and incur excessive costs) because
it is likely to be judged primarily on its security record and not on all the at-
tributes encompassed by air transportation services for consumers. If either
or both situations occur, then adverse consequences would result for both
consumers and suppliers of air transportation services. At this point, given the
still vivid memories of September 11, the general public is likely to prefer too
much aviation security to too little. However, one cannot conclude that public
provision is a panacea.

The more important question is whether public provision will be an im-
provement relative to the less-than-perfect pre-September 11 system for pro-
viding aviation security. It is too early to answer this difficult question.

NOTES

1. Four planes were hijacked by 19 terrorists on September 11, 2001. Two of
the flights—American Airlines flight AA 11 and United Airlines flight UA 175—
departed from Boston’s Logan International Airport. The former flight crashed into
the north tower and the latter into the south tower of the World Trade Center. The
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third flight—American Airlines flight AA 77—departed from Washington’s Dulles
International Airport and ultimately crashed into the Pentagon. The fourth flight—
United Airlines flight UA 93—departed from Newark International Airport and, after
heroic passenger actions, crashed in Stony Creek Township in Pennsylvania. More
than 3,000 people perished.

2. Aviation security is part of the larger issue of transportation security, which, in
turn, is part of homeland security. See Flynn (2000, 2002).

3. An externality, also termed a spillover, is said to exist when either the consump-
tion or production activity of one consumer/firm directly affects either the utility or
production activity of an external party. In other words, some benefits or costs are ex-
perienced by a party that is not part of a specific consumption or production decision.
The benefits or costs are not reflected in market prices.

4. See Hansen and Tamman (2001, A.1).

5. A number of incidents since September 11 have increased the fear of flying
for some people. On November 4, 2001, screeners at O’Hare International Airport
let a passenger with seven knives, a stun gun, and pepper spray pass through a check-
point. On December 22, 2001, during a flight from Paris to Miami, Richard Reid was
overpowered by flight attendants and passengers as he tried to ignite the explosives
contained in his shoes. See McTague (2002) for additional examples.

6. Aviation security is simply one of the many aspects of air transportation service.
As Moses and Savage (1990) stressed with respect to aviation safety, aviation security
is not easily measured. We assume that a well-defined measure for safety exists, such
that the smaller the probability that an airline flight will be disrupted maliciously, the
larger the amount of aviation security.

7. Private markets might provide the efficient quantity even when externalities
exist. In the present case, however, the conditions for the Coase theorem are unlikely
to exist. See Cooter (1987) for a discussion of this theorem.

8. In our illustration, the private costs include all the costs of providing security.
Thus, the private costs are equal to the social costs. In a later example, we focus on
how externalities associated with the network of airline transportation affect the sup-
ply of aviation security.

9. See U.S. Government Accountability Office (GAO; 2000a).

10. See GAO (2000b).

11. See GAO (2000a).

12. See GAO (2000b).

13. See Atkinson (2001)

14. Our analysis focuses on the legislated changes in aviation security rather
than the changes implemented shortly after September 11. The latter changes
have not eliminated aviation security problems. See McTague (2002) and Morrison
(2002).

15. See GAO (2001).

16. A similar example can be found in Kunreuther and Heal (2002); however, their
focus is on airlines providing security, whereas we concentrate on a network of airports
that provide security.

17. The numbers underlying the example were chosen to illustrate a point. It is
possible that the dominant strategy could be providing a high level of security. A Nash
equilibrium is also possible. In this case, an airport’s best alternative depends on the
security choice of the other airport. In addition, the results can be sensitive to whether
the game is played just once or is repeated.
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18. This privatization as very successful because there were 21 hijackings in European
airports during the 1970s, 16 during the 1980s, and 4 during the 1990s. Overall, only 3
of these 41 hijackings originated from airports with private security. See the American
Enterprise Institute’s Web site, http://www.aei.org/oti/oti13442 . htm.

19. See Oates (1972) for additional discussion of fiscal federalism.

20. Glaeser (2002) shows that the more labor intensive the production process,
the less desirable it is to nationalize the activity. Such a result could apply to airport
security firms because the searching process is labor intensive.

21. Lott, among others, makes these points. See http://www.aei.org/oti/ oti13442.
htm.

22. Holmstrom and Milgrom (1991, 1994) show that an agent with strong incen-
tives to pursue one objective might well slow to attend to other objectives.

23. The examples can be found in Power (2002a).

24. The increased scrutiny of passengers by screeners has sparked a privacy de-
bate. The FAA has responded by providing detailed guidelines on performing security
checks. See the FAA’s Office of Civil Rights at http://www.faa.gov/acr. To complicate
the matter further, several instances of harassment and abuse have been reported since
the new security measures have taken effect. See Marks (2002) and Power (2002a) for
details.

25. Hart, Schleifer, and Vishny (1997) show that if contracts are incomplete, the
private provider has a stronger incentive to improve quality and reduce costs than a
government employee has. However, the private provider’s incentive to reduce costs
is excessive, because this provider ignores the adverse effects on quality that are not
contractable.

26. See Spagat (2001).

27. Spagat (2001) notes that the FAA had planned to wait until 2009 to phase in
requirements for scanning all checked bags for explosives. The events of September 11
prompted the FAA to accelerate the phase-in to 2004.

28. The CBO’s cost estimate dated October 26, 2001, was found at http://www.
cbo.gov/cost.shtml. The bill number is S. 1447.

29. Because the appropriations will occur later, the actual expenses during 2005
and 2006 for selected categories, such as “passenger and baggage” and “air marshals,”
are substantially understated.

30. A final category involving regulations and reports is not discussed because of
its small (less than $3 million) budgetary effects.

31. McTague (2002) argues that two air marshals should travel on every commer-
cial flight in the United States. Since the Israelis began such a program in 1986, no El
Al flight has been hijacked.
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APPENDIX

Related Developments and
Research since 2002

A significant expansion in federal power and spending has occurred in re-
sponse to the events of September 11. One major change was the creation
of the U.S. Department of Homeland Security (DHS). The DHS was es-
tablished on November 25, 2002, and began operating in early 2003. It is
charged with preparing for, preventing, and responding to domestic emer-
gencies, most notably those associated with terrorism. A key function of the
DHS is to provide aviation-related security. As part of the creation of this
department, the Transportation Security Administration, which handles secu-
rity for all modes of transportation and was created in late 2001, was relocated
from the Department of Transportation to the DHS in early 2003.

Coinciding with developments involving security in general, federal power
and spending associated with aviation-related security has increased. Federal
law-enforcement powers to detect and arrest terrorists as well as funding for
counterterrorist intelligence have increased.! National Guard troops are fre-
quently seen at airports. Armed air marshals fly on domestic flights. One in-
dicator of the increased effort is the budget of the Transportation Security
Administration. With over 50,000 employees, for fiscal year 2007 the budget
exceeds $6 billion, which is a more than fourfold increase from 2002. For fis-
cal year 2008, the budget requested by President Bush is $6.4 billion.?

Given that the DHS has existed for only a short time, few studies about its
performance have been undertaken. A recent review by the U.S. Government
Accountability Office (GAO) concluded that the DHS was falling short of
performance expectations in many areas.’ For example, after identifying 171
performance expectations in 14 mission and management areas, the GAO

1. The recent foiling of a plot to bomb aviation fuel tanks and pipelines at John F. Kennedy
International Airport is suggestive of the benefits of this type of activity. See Faiola and Mufson
(“N.Y. Airport Target of Plot, Officials Say”).

2. Information concerning the Transportation Security Administration’s budget can be found
at http://www.dhs.gov/xabout/budget/.

3. U.S. Government Accountability Office (GAO), Department of Homeland Security: Progress
Report.
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concluded that nearly half (83) were “generally not achieved.” Regarding
aviation security, the GAO concluded that 17 of 24 (70 percent) performance
expectations were “generally achieved.” Not surprisingly, the DHS disagreed
with many of the GAO’ unfavorable conclusions.*

In addition to the GAO, economists have begun to examine the DHS. The
substantial increase in spending has generated questions concerning whether
the additional funding has been spent to serve the public interest of providing
more security. No definitive answer has been provided. In the July 2006 issue
of Public Choice, which is devoted to the political economy of terrorism, Coats,
Karahan, and Tollison examine the allocation of Homeland Security grants.’
They attempt to shed some light on whether the grants appear to be directed
for protection against terrorist activities. They find that some funds are spent
in a manner consistent with the public interest. For example, some of the vari-
ation across states in per capita grant allocations is explained by airport traffic
and population density. On the other hand, however, the formula for some
grants allocates almost 40 percent of the funds equally to each state. Such a
distribution raises doubts as to whether these funds are used efficiently.

BIBLIOGRAPHY

Basuchoudhary, Atin, and Laura Razzolini. “Hiding in Plain Sight—Using Signals to
Detect Terrorists.” Public Choice 128 (1-2) (July 2006): 245-55.

Coats, R. Morris, Gokhan Karahan, and Robert D. Tollison. “Terrorism and Pork-
Barrel Spending.” Public Choice 128 (1-2) (July 2006): 275-87.

Faiola, Anthony, and Steven Mufson. “N.Y. Airport Target of Plot, Officials Say; 3
Held in Alleged Plot to Bomb JFK.” Washington Post, June 3, 2007, Al.

U.S. Government Accountability Office. Department of Homeland Security: Progress Re-
port on Implementation of Mission and Management Functions. Testimony before
the Committee on Homeland Security and Governmental Affairs, U.S. Senate.
Washington, DC, September 6, 2007.

4. The DHS’s response to the GAO report is contained in a July 20, 2007, letter to Comp-
troller General David Walker from the department’s undersecretary for management, Paul A.
Schneider.

5. An article by Basuchoudhary and Razzolini (“Hiding in Plain Sight”) addresses the interac-
tion between a security agency and a terrorist organization. For example, the analysis pertains
to the attempt by the Transportation Security Agency’s airport screeners to prevent terrorists
from getting by security checkpoints. Using a signaling framework, the authors derive the opti-
mal strategy for a security agency attempting to infer whether a passenger is a terrorist based
on visible attributes and the optimal strategy for the terrorist, who must decide which attributes
to hide. Not surprisingly, they find that always and only checking passengers of a certain ethnic
origin or racial type is likely to have adverse national security effects. The authors show that an
optimal mixed strategy is possible. In other words, in some cases it is optimal to check passen-
gers with a certain attribute as long as those passengers are not the only ones checked.



CHAPTER 2

Convergence and Aviation
Security

AnneMarie Scarisbrick-Hauser
and William J. Hauser

Attention, Airlines, This is Your Passenger Speaking!
—ZEric Weiner, NPR.org

Every day, thousands of people around the world pay for an airplane ticket
and come together at centralized assembly areas in airports. These people ar-
rive individually and then join other passengers to be processed and to board
a flight under the direction of a team of pilots and flight attendants. Up to this
time they are a loose gathering of individuals who are there for only one com-
mon purpose, that is, catching the flight. However, by virtue of the fact that
they are now gathered in a restricted area (gate, plane) with rules and regula-
tions, a common social bond is created and the individuals become more of a
social group. This process is known as convergence, in which a group is cre-
ated (albeit normally for the short term), the members of the group deal with
the social situation, and then normally disperse on arrival.

Usually the flight is completed without incident. The passengers disem-
bark, dispersing quickly into the “brick and mortar world” without any fur-
ther or future interaction or social bonding with other individual passengers
on that flight. Occasionally, some passengers manifest inappropriate behavior
on the flight and are sanctioned (formally or informally) for that behavior
by airline personnel. Infrequently, however, there are passengers intent on
behaving in a way that might endanger the crew, other passengers, and the
plane itself. At this point, the social bond created is further strengthened by
the perceived need of the group to do something to subdue and restrain the
offending passenger.!
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Social scientists use convergence theory to study the everyday social rituals
associated with the assembly, interaction, and dispersion of groups of people
participating in conventional group activities, such as concerts and sporting
events. More recently, this theory has been used to study how individuals
come together to form groups responding to potentially dangerous and ul-
timately traumatic situations. The assembly processes are studied in order
to understand and evaluate ways to get large groups of individuals to come
together in an orderly manner and efficiently and safely respond to the be-
havior requested of them, especially during emergency situations. At the same
time, dispersion processes are examined to identify quick, effective, and se-
cure methods of evacuating large buildings, major roads, stadia, and airports
when an emergency situation arises. Therefore, by definition, convergence
processes are studied to ascertain the factors that lead to the formation of a
unified force across a diverse group of individuals who create a social bond
and take steps to resolve issues, from customer service issues at one end of the
continuum to subduing threatening passengers at the other.

It is recognized that, over time, specific social norms related to behavior in
crowds and events have been established and institutionalized, including how
to behave as a football fan, a church attendant, a funeral mourner, a protes-
tor, and even an airline passenger. However, the fact that people know how to
behave in an airport waiting for a flight and on an airplane during a flight does
not mean that we are looking at a unified group of passengers with established
social bonds. The creation of new social bonds among passengers may never
occur unless the need arises. The emergence of social bonds does not alone
explain recent behavior by individual passengers who have formed lasting so-
cial bonds with other passengers and crew to address perceived problems on
and off the ground. In addition to the social norms associated with passenger
behavior, certain activities and perceptions by individual passengers assist in
the development of a clear unified focus and purpose leading to the presence
of convergence. This sense of purpose or convergence leads to the formation
of a unified group of passengers who otherwise would have little in common
with each other except for their choice of mode of transportation.

Concurrently, passenger complaints about airline personnel behavior, on
and off flights, have dramatically increased since the late 1990s. This has led
to government hearings in 2001 and the legislation of nine well-publicized
congressional bills related to airline service.? At the same time, groups of pas-
sengers have lobbied for the establishment of more formalized recognition of
the status and rights of passengers as an integral part of the air transportation
industry. This has led to the consideration of new federal legislation to create
a passenger bill of rights.?

It appears that there is increasing convergence within the aviation com-
munity concerning the functionality and integration of increasing security
in an already stressed and pressured airline business environment. “Con-
vergence” is defined here as the presence of focused activities and reactions
by many different interest groups and individuals following a major event,
such as occurred following September 11, 2001. A number of examples of
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convergence following disasters emerge and disappear within days following a
disaster while others remain in place for many years. For example, emergency
management responders arrive on disaster scenes within hours and retire
once their roles and responsibilities have been completed, while investigators
and counselors stay on site for longer periods of time. Convergence activi-
ties can emerge as formal or informal: the increased presence of security and
Transportation Security Agency (T'SA) personnel at check-in points during a
security alert, passengers bonding together to fight perceived customer ser-
vice injustices, passengers and crew bonding against perceived unjust airline
personnel, or passengers seeking formal rights through the legal process.

"This chapter will identify examples of convergence such as assembly behav-
ior prior to boarding, passenger bonding activities during flight, convergence
that may evolve in response to a threat or generalized belief of the need for ac-
tion on the part of passengers, and convergence that follows an airplane crash
where there is a recognized acute need to implement formalized institutional-
ized social and community responses. The goal of this chapter is to stimulate
awareness of the social factors at play in the daily operational experience of
air transportation as issues for future consideration in the planning of aviation
security strategy.

Air emergencies occur and are resolved daily, receiving minimal local media
attention. Fortunately, mass casualty and fatality accidents do not occur fre-
quently. However, they are usually accompanied by significant media coverage
and the convergence of services and resources as part of an emergency response
plan. More recently, a resurgence of air-related terrorist activities has resulted
in a dramatic loss of life, global media coverage, and the increased security scru-
tiny of those associated with the daily air transportation process.* Today there is
an enhanced awareness on the part of most passengers of the challenges associ-
ated with navigating airport security, the overall cabin experience, and in some
cases the need for alertness and responsiveness for fight or flight.’

Thinking about airline personnel and passenger behavior today, it is not
hard to understand that with the recent increase in federal security screen-
ing-related activities and the financial challenges faced by the airlines, an
overtly contentious relationship has evolved between passengers and airlines.
Unfortunately the first line or face of the airline, the flight crew, has become
the target of irate passengers facing the increasing number of flight delays,
planes loaded for hours with stranded passengers, and baggage handling is-
sues. These experiences have recently led to the creation of passenger activist
groups who are increasing their demands for appropriate civility and cus-
tomer service, but who are also more willing to band together to assist the
crews where perceived threats exist.’

EMERGENCE OF CONVERGENCE

Look up at the sky sometime and see if you can imagine how many planes
and people are in the air at this particular point in time. Consider that ap-
proximately 660 million passengers were airborne in 2001, with expected
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annual increases leading to an estimated volume of 1 billion passengers by
2010.7 Of course, this means another billion pieces of luggage! Although
many of you have jaded eyes from years of working in the airline business, it
is still a fascinating concept if you stop to think about it for a moment. Every
day, thousands of people arrive at designated airport departure points with
their choice of luggage, computers, cell phones, and iPods, not to mention
their own unique personality quirks and personal habits. They begin the pro-
cess of mental and physical transformation into a loose group of passengers
who wind their way through the various boarding and security processing
lines. Next, they voluntarily sit inside a narrow steel tube with other strang-
ers on top of two wings filled with explosive aviation fuel, laying their fates
and lives in the hands of the pilots and flight attendants. If this proposition
is not daunting enough, some travelers become aggravated when they cannot
bring their guns, knives, pet snakes, dogs, and other interesting personal ef-
fects on board. Other individuals forget that they are carrying loaded weapons
on board. Worse yet, some are determined to use these tools of violence on
board to wreak havoc. Somewhere in the midst of this activity an air marshal
slips into his or her seat to keep a watchful eye ready to respond if necessary
during the flight.

THE PASSENGER CONVERGENCE PHENOMENON

In the early 1980s, the authors had numerous occasions to fly both domes-
tically and internationally to attend academic conferences. We initially used
to think that airline passengers were just people like us who needed to fly
somewhere for some special reason and seemed to be just a temporary collec-
tive of individuals. Usually we traveled economy class and found it amusing to
see how passengers would go through the check-in and boarding process on
the ground following strange rituals such as storing extra drinks in carry-on
bags and stuffing food and drinks as if they were never going to eat or drink
again. Last, but not least, we observed with much amusement how some pas-
sengers aboard would go to great lengths to mark their territory in those small
confined spaces known as seats.

Over time, as our flying needs increased and varied from business reasons
to personal leisure activities, we began to appreciate the differences associated
with passenger seating, meals, inclusive and exclusive in-flight activities, and
differentiated levels of service as part of the flying experience. Passengers look
alike but are not all similar; they run the gamut from the uninitiated first time
flyer to the leisure traveler to the time-starved road warrior. These differences
make for interesting observations of how passengers interpret and interact
with their cabin experience.

The concept of passenger is an important, multifaceted one that is inter-
preted differently according to situational demands. First, from an assembly
and frequency perspective, there are hundreds of neophyte fliers who join
the ranks of passengers every day with little to no experience of the flight
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assembly protocols on the ground or what happens in the cabin. They learn as
they go through the process. Next, there are those fliers who travel at regular
intervals each year for personal reasons such as vacations, weddings, attend-
ing college, and holidays. Last, but by no means least, are the “road warriors,”
that is, business travelers who travel daily or weekly throughout the year en-
gaging every time-saving gadget in order to maximize every aspect of the
cabin experience in their time-starved lives. For example, it is now possible
to access a Web site designed to describe the comfort rating associated with
every seat number on every plane configuration in service in the world today.
"Thus, flying for some passengers is an integral part of their daily life while it
is an infrequent, temporary experience for others.

Another perspective of the concept of passenger is associated with incen-
tives for loyalty and potential for revenue generation. The airlines have estab-
lished dynamic segmentation pricing models to increase pricing control and
fill the plane seats. As a result, the airline rewards certain segments of passen-
gers with first class or business class seats, larger economy seats, bonus prices,
and other incentives. By doing this, the airlines have created a special class of
airline passengers who have been trained to expect certain levels of service in
return for their loyalty. However, this negotiated loyalty provides little pro-
tection against increased security screening, delayed flights, lost or delayed
luggage, enforced stays on board planes on runways when flight schedules are
mangled, and the threat of arrest and seizure in the event of direct complaint
to an airline staff member on the ground or crew member on board.

Much has been written about the increase in the air rage phenomenon.
However, it is important to note that there is a difference between the need
for sanctions and anger management on the part of certain individual pas-
sengers who violate the expected norms and the behavior generated as part of
a group of passengers who have been trapped on an airplane for eight hours
without food, drink, fresh air, working toilets, or communication.® Why any-
one would think that there would not be anticipated consequences around
loading passengers (some with medical or social issues) into a confined space
designed to fly that subsequently sits out on a runway with a captive crew and
flight attendants for an extended period of time is mind boggling and brings
to mind old jokes about how many engineers or sociologists does it take. . . .

Irrespective of who is responsible for these types of decisions, the impact
of the experience has the potential to change the social dynamics in the re-
lationship between passengers and airlines with far-reaching effects. Positive
and negative effects can be seen as a result of the fact that passengers no lon-
ger regard themselves as individual flyers but as members of a collective who
are ready to develop connections with other passengers to address customer
service issues with airline representatives. Convergence activities have usu-
ally been observed occurring as the result of a disaster or unanticipated event
but can now increasingly be observed in passengers responding to onboard
threats and displaying altruistic behavior toward other participants as part of
emergency evacuation or rescue activities.’
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POST-SEPTEMBER 11 CHANGES

Following the events of September 11, 2001, an increased awareness of the
dangers of flight and potential terrorist attacks was still fresh in the minds
of all passengers and flight attendants. From the flight attendants’ point of
view, their jobs have changed from being safety and service professionals to
being potentially the last line of defense before the cockpit. Being viewed
publicly as an “air waitress” as opposed to being viewed according to their real
job of readiness to evacuate passengers in emergencies has long been a bone
of contention in the profession. However, the post-September 11 world has
changed the relationship dynamic for flight attendants, moving them from
customer service to a hybrid position of service mixed with a healthy dose of
suspicion.

While passengers complain about their experiences, flight crews also have
numerous complaints about treatment from passengers. Flight attendants re-
port that tension has increased between crews and passengers. This has di-
rectly contributed to flight delays, arrests, forced emergency landings, and
potential safety risks during flights.!® While there is no centralized govern-
ment database to track incidents, between 2000 and 2006, at least 1,992 in-
cidents of passenger misconduct were reported to NASA’s Safety Reporting
System. Likewise, the Federal Aviation Administration has identified a yearly
average of 248 unruly passenger citations between 2000 and 2006. This is an
increase of 50 citations per year over the 198 citations recorded in 1999.!!

Flight crews, on the other hand, feel that while citations are moving back
to the level recorded prior to September 11, the working conditions within
the company and on the front line have changed for the worse. However,
when asked about passenger willingness to assist with subduing those exhibit-
ing risky behavior, flight attendants are comfortable that they will be given
assistance when needed. Increasingly, flight crews have come to anticipate as-
sistance from passengers and convergence, if necessary, to overpower risks to
the plane’s safety. This may be fueled by the story of the Flight 93 passengers’
convergence and has yielded numerous reports of unsolicited offers of help,
especially from male passengers, should assistance be needed.!?

Passengers also view their onboard experiences differently since Septem-
ber 11. In addition to the general challenges associated with flying today,
many passengers feel strongly about the need to respond to threats to their
personal safety as well as to that of the plane.” Over the past two years, the in-
creased popularity of blogs and grassroots Web sites, complete with webcam
interviews and videos of the events, have led to a higher exposure and profile
of passenger issues on board flights.!*

For example, in August 2007, 120 passengers found themselves stranded
on board Continental Flight 1669 bound for Caracas. The plane had been
diverted to Baltimore due to bad weather and was forced to park away from
the gate, making it impossible for the passengers to disembark. Five hours
later, after the toilets failed, the passengers organized themselves and began



Convergence and Aviation Security 31

clapping and drumming on the overhead bins, ignoring the threat of arrest.
The police were called to deal with a report that passengers were violent
and out of control and, upon viewing the situation, decided to deplane the
passengers. Finally the passengers were deplaned. Following their ordeal,
70 passengers signed a petition that was sent to Continental Airlines’ manage-
ment outlining the fact that there were children and special needs passengers
(including a diabetic) that were in need of timely attention that was not given.
The details of this story were covered by the news media, both domestically
and internationally.’

Also, the increased adoption of digital devices such as cell phone recording
and video taping technology has provided passengers with a number of op-
tions for tracking and monitoring the experiences of others. You'Tube, Face-
book, and other electronic media have become useful platforms for lobbying
for change in flying conditions. For example, video footage of a June 2007
Delta Airlines flight from New York to Dallas/Fort Worth that sat on the
tarmac for seven hours was viewed over 100,000 times on YouTube within
one week of its posting. The alacrity of convergence around this issue in the
summer of 2007 led quickly to lobbying activities in Congress and the pas-
sage of regulations that held airlines to higher standards of service, especially
barring them from leaving passengers stranded for hours without relief or
communication.'6

Citizens who have experienced the role of passenger in such straits have
joined Kate Hanni, founder of the Coalition for the Airline Passengers’ Bill
of Rights, in their thousands and spend time explaining that they are nor-
mal, sane, rational people who have put up with enough disruption and are
seeking change. With assistance from other interested passengers, Hanni has
developed an emergency manual outlining activities useful for surviving being
stranded on a plane, including taking enough food, water, and a change of
clothing on board to survive 24 hours.!’

It is interesting to note that complaints related to aviation security rank
very low on passengers’ radar, which either speaks well to the acceptance of
the processes put in place or to ignorance regarding the efficacy of current
procedures. There is no doubt that presentations and complaints leveraged
as a result of passenger convergence inside and outside the cabin has created
a sympathetic ear in Congress. It remains to be seen whether calls for ad-
ditional passenger protection legislation will yield success. It is a well-known
fact that airlines do not compete on their customer service. It is the price of
the ticket!

Against this backdrop of perceptions, recent events, and media reports, it
is imperative to look at passengers’ increased sensitivity to risk and threat to
safety and readiness for mobilization and evacuation. A number of unantici-
pated passenger reactions since September 11, 2001, on a number of flights
leading to passenger-initiated evacuations has resulted in the emergence of
an dynamic dubbed the “Let’s Roll” effect, in deference to Todd Beamer’s last
words that fateful day when on board Flight 93, which crashed in Shanksville,
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Pennsylvania.'® John Cox, a U.S. Airways captain and then safety chairman
for the Airlines Pilots’ Association, stated in an interview in 2004 that the
airline industry has recognized the emergence of a heightened attitude of self-
empowerment among air travelers and noted that more passengers challenge
his explanation when a mechanical problem delays their flights.!” Federal
agencies do not keep track of commercial aircraft evacuations, so data related
to passenger-initiated evacuations are restricted to proprietary airline data.?°

It makes perfect sense that in the absence of information and direction, pas-
sengers will engage their own rational decision-making processes and make
decisions to safeguard their families and themselves. In the event of a disaster,
the survivors, the crew, and the passengers are the first line of response at the
scene and many of the search and rescue activities are completed by these on-site
individuals.?! According to Steve Huettel, attitudes since September 11, 2001,
have changed for many passengers and they want to be in control of their fate.
As a result, previously passive passengers are more likely to take action when
they sense danger and are also more likely to evacuate without the benefit of
crew instructions or oversight or even in violation of countermanding orders.
For example, all but 12 of the 169 passengers vacated a Delta Boeing 757 at
"Tampa International Airport in June, 2003, in a self-initiated evacuation with-
out crew oversight, as an overreaction to a harmless engine fire that was per-
ceived as an explosive situation by the passengers. While these passengers were
viewed as panicking by the Delta crew, they viewed themselves as being strident
and purposeful in exiting the aircraft and jostling for position in a queue with
the obvious objective of getting off the plane quickly. By the end of the evacu-
ation, 33 passengers had been injured, mostly from falling off emergency slides
and sustaining injuries from the left engine, which had not been turned off dur-
ing the evacuation.??

As a result of other, similar actions by passengers, a number of airlines
have recognized the enhanced take-charge attitude of passengers and the
potential for additional passenger-initiated evacuations. In turn, they have
redirected airline crew training to assertively assist and manage passenger-
initiated evacuations by providing more instructions to and communications
with the passengers.??

CONVERGENCE—POSTEVENT

The activities following a multifatality disaster such as an air crash deserve
special mention here. Families and friends become the face and voice of the
crash victims, bonding together to find ways to return their lives and social
order to a state of normalcy while preserving the memory of their loved ones.
Increased attention to the cause and nature of the air crash may result in
criminal investigations, enhanced media coverage, and prolonged waits for
the retrieval and release of remains, burial, and closure.

The events associated with the terrorist attacks on September 11, 2001,
caused communities, from the local to the global level, to unite in an attempt
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to understand the tragedy, grieve over the loss of lives, and then find a way
to return to normal behaviors. Due to the magnitude of these events and the
fact that they are viewed across the country and the whole world, formal and
institutionalized responses are an important and expected factor in the heal-
ing of both the individuals’ and the community’s wounds.

NATURE OF THE DISASTER—AIR CRASHES

Natural disasters, such as hurricanes, tornadoes, floods, and earthquakes,
tend to be localized in a geographic area and elicit community responses
that are immediate and direct. Most of these events are extraordinary and
uncontrollable, and individual and community responses tend to emphasize
resolving the immediate situation, mourning the losses, and then rebuilding
individual lives and the community. As news of the disaster travels across the
world, a number of institutionalized responses are usually initiated, including
memorial services, investigations, and the establishment of permanent me-
morials serve as societal responses to a significant and unexpected event or
disaster. Societies react differently to disasters based on the nature and cause
of the disaster.

Man-made disasters tend to manifest a different level of socio-emotional
attachment. Was it an unintended accident such as a chemical leak, train
crash, or multifatality apartment fire? Or was it a planned act of aggression
or terrorism (e.g., a plane bombing, a suicide bombing, building explosions)?
Accidents, not unlike natural disasters, can be viewed as being at a level of
deviance that is unintentional and, while requiring sanctioning, can be nor-
malized after a period of communal mourning and adjustment.?*

Man-made disasters such as acts of aggression/terrorism generate the high-
est level of social and emotional response. Their impact has the potential
to change the normal way of life or social fabric of the community forever.
There is a perceived need to elicit a response in order to identify and pun-
ish those who planned and carried out the event. The community, in this
case, will acknowledge a sense of healing only when the guilty parties are
apprehended and appropriately punished. The community response process
for natural disasters is substantially different than for acts of aggression or
terrorism. For example, formal institutionalized responses to natural disasters
emphasize mourning the loss of lives and property and then looking for ways
to minimize the possibility of a similar occurrence in the future. Man-made
disasters, on the other hand, are viewed as more deviant and in need of a di-
rect response. In the case of a man-made accident, the response is to punish
the guilty parties and to investigate ways to prevent comparable accidents
from happening again. Acts of aggression elicit the most socio-emotional fer-
vor in the community, and much time is spent seeking meaning and seeking
an understanding of the reasons for the actions.”

In a time of social crisis, as when a plane containing passengers and crew is
deliberately destroyed by terrorist acts, individuals look for explanations for



34 Aviation Security Management

what has occurred, seek ways to pay respect to the memory of those who died,
and subsequently accommodate the memory in society’s social fabric and then
move on with their lives.?

Acts of terrorism evoke feelings of fear and grief, not only in the com-
munity affected by the event but on a national scale, and then mobilize the
need for public responses to the death of its citizens. Large-scale formalized
institutionalized community responses, for example, memorial services and
congressional hearings, fulfill these needs. They create a common ground
from which individuals derive common meanings. They allow concerned in-
dividuals to share their support with others facing the same circumstances.
Not only does this process provide support to the individual and community,
but it enables concerned individuals to express their emotions without fear
of feeling or acting differently from others around them. Most importantly,
institutionalized responses offer a socially acceptable direction for the mem-
bers of the community to follow in order to return to an acceptable level of
comfort.”’

Over the years, a series of expected ritualistic ceremonies and social mark-
ers have been established that recognize the need for acknowledgment of the
pain of loss and disruption of normal life with the hope that life will return
to some semblance of normalcy in the future. The need to repair the dam-
age arouses the need for collective or institutionalized commitment toward
cleansing, closure, and renewal.?® While the feelings of pain, anger, and loss
may never go away, these rituals enable a community to achieve closure and
then move forward.

COMMUNITY CLEANSING

Following the experience of a disaster or large-scale traumatic event such
as a multifatality air crash, it takes time for individuals to determine the re-
lationships between themselves as they now are and their lives prior to the
accident. How do people make sense of the changes in their lives as the result
of the disaster? In many cases, meaningful social interaction is damaged and
results in what Ball-Rokeach?’ defines as “the persuasive ambiguity of the situ-
ation or the inability to establish meaningful links between events in a total
social situation.” In disrupted social situations such as the aftermath of airplane
crashes or terrorist attacks, efforts must be made to resolve fundamental is-
sues of meaning, for example, understanding what is happening and what will
be done and why to mitigate the risk in the future for all involved.

According to Ball-Rokeach, attention must be given to solving the prob-
lem, but with the assumption that the group or community has the moti-
vation to resolve the ambiguity, handle the stress, and resume meaningful
social action. Thus, the ambiguity is resolved when a person or community of
individuals constructs a new definition of the situation, accommodating the
loss of privacy due to enhanced security procedures. Families and friends of
victims of air crashes have demonstrated tremendous resiliency and tenacity
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in the face of difficult challenges, forming their own formal organizations to
support each other and engage in political, financial, and social activities to
protect their rights and the memories of their families.

When society responds to a crisis in a functionally predictable and sequen-
tial manner at the community response level, five factors appear to be in-
volved. First, the event must have a significant impact on the community so
that members demonstrate a strong social opinion or consensus that some-
thing extraordinary has polluted the normal ebb and flow of societal life. Sec-
ond, the government must evaluate the scope and consequences of the event
in conjunction with the public response and then decide whether or not the
polluting event has a harmful effect on core social values. Third, institutional
social controls including increased security protocols and loss of privacy
must be operationalized to respond to the situation. Fourth, as more diversi-
fied groups become involved in the resolution of the event, the potential for
power struggles between business and private interests must be considered.
Fifth, after the first four stages have been acted upon, the public is ready
to participate in the ritual of community cleansing and renewal, including
memorial services, announcements of support for increased security, and the
prosecution of those responsible.*

It is also apparent today that responses to crisis occur in temporally defined
patterns or rituals. These institutionalized rituals of community purification
include, but are not limited to, public statements, site visits, religious and
secular memorial services, public funeral services, pilgrimages, and fund-
raising activities. Individually and collectively, these processes help to func-
tionally reintegrate members into the community and concurrently turn the
community’s attention to symbolically accepting the damage, placing closure
around the event and then recreating a collective definition of repaired social
reality.’!

While all these processes are designed to provide comfort, a sense of com-
munity, or an affirmation of the culture, there are differences between their
secular and sacred dimensions. On the secular side, community responses in-
clude public statements, Web site shrines on social networks, visits to the site,
moments of silence at major public events in any of the community zones
affected, government inquiries, crime scene investigations, the establishment
of community organizations of family and friends, the establishment of fund-
raising campaigns, the introduction of songs and poems inspired by the event,
and the establishment of lasting physical memorials.

Responses on the sacred side include public prayers, nondenominational
services and other religious services, pilgrimages to the site, the establish-
ment of shrines including tokens left by visitors, funeral services at the site of
the event or in special locations, floral bouquets, anniversary memorial ser-
vices, and memorial dedications. Politicians and clergy play an important role
in providing support and counsel. Representatives of the local government
typically attend every funeral, visit those in hospital, go to the homes of the
victims’ families at their request for comfort, counsel families, relatives, and



36 Aviation Security Management

friends where necessary, and participate in many of the religious ceremonies
as service readers, servers, pall bearers, or attendants at graveside services.
"The local politician is also a powerful advocate in facilitating decision making
and progress in discussions between families and airline personnel.*?

COMFORT, COMMUNITY, AND CULTURE

As previously mentioned, formalized institutional responses to large-scale
disasters or grieving events are designed to return the community to its nor-
mal social order as soon as possible. As might be expected, the members of
the community are, first, seeking meaning for the event that occurred and,
second, looking for approval from family members that their acts of mourn-
ing and acknowledgment of the loss caused by the event can be completed
and life can return to its usual pace. Institutionalized community responses
to the event must provide members of the community with some form of
explanation or meaning for the event. Community-based ceremonies must
demonstrate shared feelings among the participants and allow them a means
to release their emotions in a controlled environment. Finally, institutional-
ized responses must create a comfort zone for the participants based on cul-
tural attitudes and values familiar to the individual and shared by the group,
quite a challenge when dealing with an international air crash situation.’* For
example, when 230 passengers and crew from 14 countries died in the TWA
Flight 800 crash in 1996, a number of support groups were created in different
countries and influenced the effort to establish a permanent memorial on a
land site in Long Island, New York, closest to the point of the ocean impact.**

Planning for those postdisaster activities specific to providing support and
response to the needs of surviving passengers and their family members is a
complicated task. The delivery of support occurs as part of three interrelated
areas of support and response: comfort, community, and culture. Comfort
represents the actions providing support to the families and friends of the
crash victims. Community represents a sense of belonging to some space of
which people are members and can gain comfort. Third, the integration of
cultural values and behaviors helps maintain the social order and provide the
socially accepted framework around the grieving process for all impacted by
the event and around the return to normal behavior.

Institutionalized community responses, for example, memorial services
and the placement of mementoes at a man-made shrine, create a structured
process that enables individuals to express their opinions and feelings in an
environment that is socially acceptable and shared. In the case of an air crash
at the hands of terrorists, inexplicable and unexpected events create a state
of anomie or disconnectedness in which the individual does not comprehend
what has happened, how it happened, or why it happened. The immediate
purpose of a ceremonial institutional response is to provide the members of
the community with a way to express their emotions or feelings over the loss
or the need for resolution.
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"The second dimension of the institutionalized process is the reinforcement
and enhancement of a sense of community. Through the demonstration that
the recognition of loss is collectively shared, individuals become acutely aware
that others around them are not only feeling the same pain but are also look-
ing for the same explanations and a direction for the future. Institutional re-
sponses bring the community together for a common purpose, for at least a
short period of time. Community differences and issues are temporarily set
aside as all share in the collective grief. It is also common for members of
the community to band together to find solutions to problems, many times
to problems other than those causing the traumatic situation. This spirit of
cooperation becomes a socially acceptable response that creates solidarity in
the community. This solidarity gives the members something to focus their
attention on and a sense of hope for the future. Complete strangers will bond
together and participate in activities including volunteer work, fund-raising,
song writing, providing free legal aid, and so on.

The emergence of culture, the third dimension, provides a social context
that bonds all of the processes together. Unexpected events such as disasters
not only produce high levels of emotional reaction, but they magnify anxiety
and the fear of an unknown future. When this situation occurs there is a need
to find a moral anchor around which to stabilize the community’s attitudes
and actions. This was strongly evidenced in the aftermath of the Septem-
ber 11, 2001, tragedies. Individuals and communities looking for meaning
and direction relied heavily on existing social institutions and values. Institu-
tions such as religion and the family dramatically emerged in an attempt to
re-create social equilibrium. Religiosity and spiritualism increased as a way to
provide solace and meaning. Community responses, such as memorial ser-
vices, became ecumenical in an attempt to unite a community of victims. At
the same time, families became the medium through which coping with the
situation was defined, shared, and acted upon. The membership and defini-
tion of family expands quickly for the families and friends of air crash victims,
based on a bond that is formed as the result of the disaster and is seared in
their hearts forever. At the heart of all of this is the feeling that bonding in a
family environment is the natural thing to do in response to the uncertainty of
the recent events and the even greater uncertainty of future events.*’

Another example of major convergence and bonding occurred when pa-
triotism reemerged as a key societal principle following September 11, 2001.
The symbolic reawakening of patriotic fervor was observed at both the local
and national levels across American society. In addition, there was for a pe-
riod of time social agreement that everyday differences would be set aside,
uniting the national image as one entity against the terrorists. Communi-
ties united from the neighborhood level to the national level and provided
a socially approved way to express their confidence in the American spirit.
Whether it was a temporary shrine at a disaster site, a memorial service, a
rock concert, or even a sporting event, all were anchored in a serious display
of patriotism.
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The expressions and social rituals of comfort, community, and culture are
interdependent and, whether separately or in combination with the others,
provide meaning and direction to members of the community. Each plays
an essential role in providing the community with stability during a time of
uncertainty. Most importantly, each provides a common, socially approved
way for members of the community to converge and express their feelings in
the knowledge that others are sharing in the same anguish and pain. It then
provides a communal way of dealing with the problems and eventually return-
ing to a level of comfort in the belief that things are approaching some sense
of normalcy.

DEFINITION OF COMMUNITY

The concept of community and the process of convergence are multidi-
mensional and can range from involving a relatively small group to encom-
passing the “global” community.*¢

Communities have historically been defined according to their geographi-
cal and social relationship to the event. Over the past decade we have watched
disasters unfold in real time across the world via satellite and digital technol-
ogy. Entire generations of younger adults spend much of their daily interac-
tion online with others and through the use of social networking sites such as
You'Tube, MySpace, and Second Life to create communities. The functional-
ity available today enables online users across the world not only to access
images and views of disaster sites without leaving their chairs but also to pay
their respects and engage in community response activities as well. Thou-
sands of online users flocked to social networking sites to leave comments
and condolences and view shrines built by the family members and friends of
the deceased Virginia Tech students.’’ It is now common practice for family
members and friends of disaster victims to establish their own association and
Web site irrespective of an airline’s mandatory requirements for the care and
support of passengers.

Does a community’s social context and emotional proximity to an event
help us gain a richer understanding oft the types of actions that take place?
At an atomic level lies the core community directly impacted by the event.
This core area or community is traditionally identified as “ground zero.” For
example, in December, 1988, Pan Am Flight 103 crashed in the middle of a
street in the village of Lockerbie, Scotland, killing 11 village residents and
forever forging core community relationships between the Lockerbie resi-
dents and the families of the victims. The village residents later decided to
dedicate and protect the crash site as a sacred burial ground for the victims’
families to visit.’

In September, 2001, United Flight 93 crashed in the quiet and peaceful
area of Shanksville, Pennsylvania, narrowly missing houses and strewing per-
sonal effects across gardens in the area. The people of Shanksville bonded
together and decided to take whatever steps were necessary to maintain the
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sanctity of the crash area in deference to the victims and their families.* In
both cases, the events directly affected members of the community and the
memorial sites are constant reminders of these events.*

Outside the core area lie communities that have also been impacted by the
event. In the case of TWA Flight 800, it was not easy to create community
bonds for the families of the victims as the crash site was ten miles offshore.
However, they were able to bond as a unique community while sequestered
in a Ramada Inn for three weeks. The members of the families’ group today
spans two continents and uses virtual space or Web site to remain connected
with each other."!

Beyond these communities lies the national context within which the event
took place. The likelihood that the passengers may originate from any part of
the country or the world quickly focuses attention on the disaster. While the
nation may be physically removed from the actual events and the personal be-
reavement process, there is a substantial amount of mourning over the loss of
lives. This is further impacted by the speed with which the media coverage of
the event will turn to assigning blame for the event, which, in turn, increases
concern that similar events can occur in other communities across the nation
and possibly even in one’s own hometown. An air crash generates immediate
national press attention and removes any possibility that the local community
will be able to maintain a normal state for some time to follow. As the event
gains more national recognition as a public issue, a collective call for action
moves the coverage and discussion of the event to the next community level,
that of the national government. As mandated by law, immediate investiga-
tional steps are deployed to assist in deciding whether the event occurred as
the result of human error or whether it occurred at the hands of terrorists and
is in need of a national investigation and/or some form of sanctioning.

The passenger manifest and severity and scope of the tragedy will dictate
the level of involvement at the next level, the international community. The
terrorist attacks in the United States on September 11, 2001, were responded
to very quickly by the international community through expressions of sym-
pathy, outrage, mourning, and calls to action. It is important to remember
that while the disaster occurred in New York City in the United States, it im-
mediately became international in scope. Whether it was as a result of outrage
over the number of lives lost, anger and grief over the deaths of citizens rep-
resenting over 200 countries who were working in the World Trade Center,
or fear that these events could happen again, the international community
immediately viewed the events of September 11, 2001, as a global issue.

Historically, in a “brick and mortar” world, these different community lev-
els would have come into operation sequentially, but today the speed of digital
data transmission has created simultaneous action and reaction within hours
of an event. The media display a seamless, real-time stream of coverage across
time zones and international boundaries. More importantly, the coverage is
presented in such a way that all observers can become members of the com-
munity without ever physically coming near the disaster site.*
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The media play an essential role in defining the level of community re-
sponses to grief. The importance and depth of coverage of the tragedy cre-
ates the parameters by which others perceive the severity of the event. It also
helps those outside the core community to decide whether the event is spe-
cific only to that community or something that could also affect their own
community. As many of these events begin with a period of normlessness and
confusion, the media serve as the informational/definitional gatekeepers, that
is, the more the media view the event as a large-scale social crisis, the greater
the likelihood that other communities at the national and international levels
will do likewise.®

SUMMARY AND CONCLUSION

Flying used to be one of those activities to be endured in order to get to
one’s scheduled destination. A certain level of aggravation about service was
to be expected, and sometimes flights were delayed or cancelled. Prior to
September 11, 2001, planes were rarely hijacked, but all that changed in one
day. Since that day the entire aviation landscape, the business of aviation. and
the passenger experience have changed forever.

On any given day, we see a recognized set of conventional convergence
behaviors associated with the flight experience that are not always familiar
to new passengers and, in many cases, are ignored by others. Experienced
passengers have created their own particular behavioral patterns to manage
their confined and challenged environments. Since September 11, 2001, most
passengers are more aware of the dangers inside and outside the cabin, they
are ready to respond if asked, and they will take independent action, as in
passenger-initiated evacuations or restraining passengers causing disruption
on flights. Passenger convergence events occur in situations where there is a
perception that passengers need to take responsibility and put an end to ac-
tions that they perceive as a risk to their safety or as unfair business practices.

The challenges facing airlines over the past 10 years have generated the ex-
pectation that air transportation is less than satisfactory, leading to increased
anxiety and tension prior to a flight, contentious relationships with aircraft
crew, a readiness to mobilize aboard the flight to fight perceived unfair busi-
ness practices (e.g., being stranded on aircraft on snowy runways for hours
on end), evacuate themselves if necessary, and subdue any overtly disruptive
act that might pose a risk to their safety. Overall, it would appear that an air
transportation experience is an ordeal to be endured as necessary to get from
one place to another. While it is a positive sign that the enhanced airline se-
curity procedures on the ground do not figure prominently in the challenges
facing passengers today, it is not a good sign that passengers are simmering
about their recent negative experiences and planning how to react to future
perceived issues. It would appear that recent examples of convergence have
assisted the government in moving forward with an investigation and recom-
mendations designed to address passengers’ complaints and issues.
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CHAPTER 3

Aviation Security and
Passenger Rights

Kathleen Sweet

The balance between the need for effective law enforcement and the need for
the protection of the rights of individuals remains a controversial issue. Many
security officials feel that the U.S. courts have gone too far in protecting the
rights of accused criminals. On the other side, critics feel strongly that police
have been given a dangerous amount of leeway in exercising police powers.
Many years ago, in the majority opinion on Mapp v. Ohio, Justice Tom Clark
wrote, “Nothing can destroy a government more quickly than its failure to
observe its own laws.”! The government contends, however, that due to the
magnitude of the danger caused by air piracy, searches of boarding passengers
should be based on either mere or unsupported suspicion.

No one has ever stated that being a federal judge is an easy job. However,
the jobs of U.S. District Court Judge Leonie M. Brinkman and U.S. Dis-
trict Court Judge 'T. S. Ellis III have taken on aspects of particular complex-
ity. They have been assigned the cases of John Walker Lindh and Zacarias
Moussaoui, respectively. For example, Judge Ellis was faced with the prickly
task of balancing Mr. Lindh’s Sixth Amendment right of confronting the wit-
nesses against him versus the government’s interests in protecting its secu-
rity personnel and the integrity of the detainee system in Quantanamo Bay.
Meanwhile, Judge Brinkman was forced to deal with the defendant’s in-court
request to represent himself. The judge felt it was necessary to issue a four-
page written order educating Moussaoui on the proper procedures to file mo-
tions under seal and ex parte. The judges have precious little precedent upon
which to base their rulings.

In the end, John Walker Lindh was sentenced to 20 years in federal prison
after tearfully telling a courtroom that he made a mistake in joining the
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"Taliban. Zacarias Moussaoui will spend the rest of his life in a maximum secu-
rity prison for his role in the September 11 attacks, after a federal jury rejected
the government’s four-year quest to secure his execution for the deadliest ter-
rorist strike on U.S. soil.? In this chapter, we will examine the measures taken
and the extent to which the Constitution and legal precedent regulate the
conduct of security officers and the police at airports.

THE FOURTH AMENDMENT
The Fourth Amendment reads,

The right of the people to be secure in their persons, houses, papers and effects, against
unreasonable searches and seizures, shall not be violated, and no Warrants shall issue,
but upon probable cause, supported by Oath or affirmation, and particularly describ-
ing the place to be searched, and the persons or things to be seized.?

The amendment itself needs to be broken down into two critical elements.
The amendment contains, first, a prohibition against unreasonable searches
and seizures, and second, the requirement of probable cause to issue a war-
rant. Case law has limited the first element to the right to be secure against
unreasonable searches and seizures by government agents. The courts have
yet to designate airport security officers, acting within specific parameters, as
government agents. Consequently, if no search or seizure occurred or if it was
done by a private entity, such as airport security, it is not even necessary to
determine whether it was reasonable under the Fourth Amendment.*

Basically, to a certain extent, airport security officials, when not considered
agents of the state, are not technically subject to the restrictions of the Fourth
Amendment. Airport security officials are considered to be functioning in the
place of state agents, which may make constitutional protection applicable.
Since the FAA required airlines to institute security procedures to screen
passengers (Federal Aviation Administration, 14 CFR, section 108, FAA,
Washington, DC, 1977), some courts have reasoned that “the government’s
involvement in promulgating the FAA guidelines to combat hijacking is so
pervasive as to bring any search conducted pursuant to that program within
the reach of the Fourth Amendment.”

However, once it has been determined that a search has been done by
the government, the Fourth Amendment requires that the search must ei-
ther have been supported by a warrant or that it must fit into a few specific
and well-delineated exceptions. Airport searches, if they are determined to
be searches in the context of the Fourth Amendment, must fit into one of
three established exceptions applicable to the airport security context: the
administrative search exception, the stop and frisk exception, or the consent
exception. Depending on the circumstances, other exceptions to be discussed
include exigent circumstances or a search incident to a lawful arrest based
upon probable cause.
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THE ADMINISTRATIVE SEARCH EXCEPTION

The Supreme Court has upheld a rather broad range of searches and sei-
zures even when they are conducted without the usual apportionment of prob-
able cause. Collectively, the court cases reflect two kinds of departures from
the traditional probable cause requirement. One situation, as in Zerry v. Obio,
is to require individualized suspicion or reasonable suspicion less compelling
than that needed for arrest.® The other kind of exception is to require no
reasonable suspicion at all but instead to require that the search be conducted
pursuant to some neutral criteria, which guard against the arbitrary selection
of those subjected to such procedures and also serve a public purpose. Those
searches have become known as administrative searches.

Administrative searches are justified on the basis that they serve a societal
purpose other than the standard criminal law enforcement aim of detecting
contraband. An example of an administrative search held to fall within these
guidelines is the situation illustrated in Veronia School District 47F v. Acton.”
The administrative search exception enables some people, in this case school
officials, to exercise search authority toward select groups of individuals sim-
ply because society deems it necessary and appropriate. The case upholds
drug testing in schools and notes the importance of limiting the searches
to those athletes for whom the risk of physical harm is particularly high.
The court specifically stated that “by choosing to go out for the team volun-
tarily, student athletes subject themselves to a degree of review even higher
than that imposed on students generally.”® This argument lends itself to the
theory that passengers choose to fly instead of to travel by other modes of
transportation.

The Supreme Court is particularly sensitive to the exact nature of the
search. In evaluating the appropriateness of searches they have often focused
on the invasiveness of the search. In supporting drug testing of the students,
Supreme Court Justice Scalia states, “the student enters an empty locker room
accompanied by an adult of the same sex. Each boy produces a sample of urine
while remaining fully clothed with his back to the monitor who stands ap-
proximately 12-15 feet behind the student . . . no less privacy than in a public
restroom.”’

In determining whether a particular search falls within this exception, the
courts first evaluate in detail the privacy interests being violated. The first
hurdle is to determine whether a search scheme falls into the administrative
search exception by balancing the privacy interests sacrificed against the soci-
etal purpose or the need for which the search scheme was undertaken. It must
still be determined whether the special need could have been met in a less
intrusive manner and whether the particular search was really made pursuant
to the special need. If it meets all these criteria, then society as a whole has
agreed that the threat is sufficient to warrant giving up the Fourth Amend-
ment rights of certain citizens under certain circumstances. In the case of
drug testing at schools, the governmental need to detect and prevent drug use
among athletes outweighs the Fourth Amendment rights of the students.
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As regards airports, the issue is whether the government’s need to detect
and prevent terrorist acts, implemented by airline-paid security officers and
tederal employees, outweigh the Fourth Amendment rights of passengers. So
far, the courts have determined that it does. Relying on the rationale of the
Terry case, the court balanced the competing interests of law enforcement in
the context of the current air piracy problem against the rights of individuals
choosing air travel. They decided that airport searches could legally be con-
ducted under less stringent standards than ordinary probable cause.

BALANCING THE APPROACH

The challenge for airport security officials is to figure out when the courts
will conclude that the intrusiveness of the search is equally balanced against
the level of the threat from hijacking and therefore acceptable. The nature of
the security interest will change according to the perceived threat level. If the
passengers and subsequently the courts believe that the public need for pro-
tection against terrorist activity is greater than the need for the preservation
of Fourth Amendment requirements, airport searches will likely continue to
be deemed appropriate.

Another factor balanced against the special needs of the government is the
nature of the privacy intrusion. For example, at airports, “the intrusion is
not insubstantial, it is inconvenient and annoying and in some case it may be
embarrassing and at times even incriminating,” but is it reasonable.!’ U.S. v.
Skipwith has held in the case of airport searches that once the passenger enters
the screening process, he or she forfeits the right to withdraw. Generally the
passenger can not withdraw simply because the search discloses items the pas-
senger did not want discovered, regardless of a Fourth Amendment challenge.
In the context of reasonableness, the Skipwith case involved a man convicted
of possession of cocaine. He had presented himself at an Eastern Airlines
boarding gate in Tampa, Florida. Clearly, the gate was a place at which he
knew or should have known that he was subject to being searched. His only
reason for being at the gate was to board the aircraft. An officer approached
him because of his suspicious conduct and an apparent bulge in his pants
that the officer thought could have been a gun. Cocaine was discovered and
the defendant contested the legitimacy of the search. The court ruled that it
had become general knowledge that citizens boarding planes are subject to
special scrutiny and to weapons searches. Consequently, it determined that
the defendant had little if any expectation of privacy and that the search was
reasonable.

However, the privacy issue has many aspects. For example, strip searches
in schools, in prisons, and of airline passengers all present a variety of unique
and distinct legal issues. All three may be legal under certain circumstances.
The difference between them stems from the fact that all three classes of in-
dividuals, students, prisoners, and airline passengers, have very different and
sometimes different levels of expectations of privacy than others. Based on
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these expectations, the level of the perceived threat is crucial in determining
what the acceptable levels of the searches will be. Prisoners clearly have a
much lower expectation of privacy than an airline passenger does. Conse-
quently, more intrusive passenger screening might not be acceptable if the
government’s need for ensuring air travel security can be met through less
intrusive means. On the other hand, if the threat is high for a specific airport
or a whole nation, extra intrusiveness may be quite appropriate. For example,
passengers seem more amenable to the very stringent requirements of EI Al
Airlines, especially when the aircraft is flying directly to Israel. Passengers fly-
ing from Minneapolis to Honolulu are much less patient with extra security.

LESS INTRUSIVE ALTERNATIVES

The courts have generally upheld the idea that a security search must be
limited as is consistent with the administrative need that justifies it.!! If the
same level of security can be maintained with a less intrusive means of search,
the less intrusive means must be used. Newer technologies will have to be
evaluated in these terms. For instance, to justify a passenger screening tech-
nology that produces an image of the passenger’s body beneath the passen-
ger’s clothes, the privacy of the individual must be protected as far as possible.
Future security measures will also need a guarantee that the image data will
neither be preserved nor archived.

No matter what the new technology is, questions may arise about whether a
particular search was appropriately conducted toward the legitimate objective.
The human factor can change the appropriateness of any search. Regardless
of the courts’ approval of a specific procedure or specific piece of equipment,
an individual who steps outside the bounds of the procedure or the intended
use of the equipment may still invalidate the search. Training and experience
are critical to the effective and legal use of aircraft passenger screening.

The basic administrative search exception that has been extended to air-
ports, however, is specifically limited to the search for objects that are a threat
to the airport or aircraft. Other contraband, including drugs and currency, are
technically not the appropriate goal of the search. However, no matter how
narrowly a device or procedure is tailored to detecting safety-related con-
cerns, other information will still be obtained in the process. The search pro-
cedure in use, therefore, may yet be acceptable for the confiscation of other
contraband, if the additional information is acquired inadvertently. When the
information is sought specifically, however, and no concurrent safety rationale
is given, the search no longer falls under the exception. A much-discussed
topic is the illegal transportation of narcotics. It must be remembered that a
plane cannot easily be hijacked by waving a bag of marijuana at the pilot. Nor
will a briefcase filled with cash convince most pilots to divert an aircraft. It
begs the question whether airport security needs to be searching for these ob-
jects. It also raises an inquiry over the legality of police paying airport security
officers, who are already underpaid, to inform on potential drug smugglers.
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The fine point of this debate is whether information on a non-threat object
is obtained in the course of the strict search for threat objects or whether ac-
tion has been taken in the course of the search to broaden the scope to include
a search for non-threat but illegal or suspicious objects. For example, invasive
searches are authorized only of persons who repeatedly set off metal detec-
tor alarms. Security personnel in some cases may even conduct an “intimate
search” of such persons until the suspicion is dispelled.!? In U.S. v. Roman-
Marcon, the defendant passed through a magnetometer and, as he passed, the
machine alarmed. Instead of remaining at the checkpoint for further screen-
ing, he kept walking. He was detained by a police officer, patted down, and
packages of narcotics were found. However, the search was initiated because
of an alarm from a metal detector. Since metal is the prime indication of a
weapon, which can be an effective instrument with which to hijack an air-
craft, the search fell within the administrative search exception to the Fourth
Amendment requirements. Generally, where there is an indication of the
presence of metal, the security personnel may frisk the individual.

THE STOP AND FRISK EXCEPTION

A stop and frisk exception to the Fourth Amendment requirement for a
search warrant occurs when an officer or another authority has a reasonable
suspicion that another person is a threat. In the context of airport passen-
ger screening, reasonable suspicion might be that the subject fits the profile
of a typical hijacker, that the screener observed something unusual or that a
metal detector alarmed. Again quoting the decision in 7érry, a warrantless
search was deemed reasonable when “a reasonably prudent man in the cir-
cumstances would be warranted in the belief that his safety or that of others
was in danger.”” Courts since that time have also analyzed the reasonableness
of searches based on profiles. It would seem that current law would allow a
stop and frisk if an individual fits a narrow class of suspicious persons who are
part of a “selectee” class search.

However, such procedures are subject to rigorous judicial scrutiny. A case
in point occurred in 1997, in Florida. An off-duty police officer, working for
the Miami-Dade county police, pulled over a car on the Florida turnpike. The
police testified that the car was pulled over because it had changed lanes with-
out properly signaling. In the course of the stop, a fight broke out. At trial,
the accused, Aaron Campbell, alleged that the officers had really used a drug
courier profile to make the decision to stop him. The judge agreed.!*

In essence, the court determined that the officers had stopped Campbell
not because they had a reasonable suspicion that he had broken a law but
because they had a “mere suspicion” based on the drug courier profile. Such
profiling has adamant supporters on both sides. In a legal stop and frisk, law
enforcement officers may briefly detain a person they reasonably believe to be
suspicious, and if they believe the person to be armed, proceed to pat down or
frisk that person’s outer clothing.!’
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Again, it must be remembered this case law is directed at government
officers, whether they are local, state, or national, and not private security
employees such as contract airport security employees. The question of a
“passenger” can be stopped and frisked has opened up a whole new set of case
law. This too may change in light of the airport screening function becoming
the purview of federal employees.

THE INDIVIDUAL STOP AND FRISK SEARCH

In the famous case of 7Terry v. Ohio, the Supreme Court ruled that a police-
man based on his own instincts and suspicions and on the need to protect
himself and others may conduct a limited search for weapons without a war-
rant or probable cause if there is reason to believe that a crime has been com-
mitted.!® The case involved a detective named McFadden who had observed
two men in downtown Cleveland acting, according to him, suspiciously. Ac-
cording to testimony by the officer, the men would walk past a certain store,
look in, and stop at a nearby street corner and confer. They proceeded to
meet again at another street corner where an additional man joined the group,
which included Terry. The officer detained the group and frisked them. He
located two handguns The men were charged with carrying concealed weap-
ons and convicted.

Terry v. Obio holds that only a limited search for weapons is allowed in
the absence of probable cause where the search is not incident to an arrest.
The search can be permissible only if a reasonable, prudent man in the cir-
cumstances would be warranted in the belief that his safety or that of others
was in danger. The rationale, as it pertains to airports and aircraft, is that
the slight infringement upon individual rights should be balanced against the
overwhelming need to stop hijacking.

Overall, the judicial system has refrained from placing restrictions on of-
ficers’ ability to make stops. The court has basically agreed that officers do
have street experience and must be given leeway to use it. In United States v.
Cortez, the Court supported an officer’s discretion to stop an individual by
holding that reasonable suspicion should be based on the “totality of the cir-
cumstances,” which may include inferences and deductions made by a trained
officer.'” Subsequently, the general climate of danger following the repeated
hijackings of U.S. air carrier flights was determined to be reason enough for
searching all airline passengers. U.S. v. Epperson'® and Section 202 of the Air
"Transportation Security Act of 1974, required a preboarding search of all pas-
sengers and their carry-on baggage for weapons and explosives, pursuant to
regulations. The passing of a human passenger through a magnetometer is
just such a search. The invasion of privacy constituted by a measuring of the
distortion of magnetic waves around the body is so minimal as to be consid-
ered administrative. Stopping and frisking moves the level of intrusion up a
notch. The search must now be reasonably related in scope to the circum-
stance that made the original intrusion justified in the first place.
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THE SELECTEE CLASS STOP AND FRISK SEARCH

In contrast to the individualized stop and frisk search, the selectee class cat-
egory of the stop and frisk search approach requires the identification of small
groups of people singled out for additional scrutiny. The suspicion needs only
to establish probability, not certainty, and it can be established from the to-
tality of the circumstances. However, to prevent abuse, the attributes in the
profile must be relevant to the threat being averted. In U.S. v. Sokolow, the
defendant was stopped at the Honolulu airport by agents who knew the fol-
lowing: (1) he had paid $2,100 for two airplane tickets from a roll of $20 bills;
(2) he traveled under a name that did not match the name associated with the
telephone number he provided the airline; (3) his original destination was
Miami; (4) he stayed in Miami for only 20 hours; (5) he appeared nervous
during the trip; and (6) he checked none of his baggage. The court reasoned
that these facts amounted to reasonable suspicion, and the majority opinion
concluded that “reasonable suspicion” was a level of suspicion considerably
less than proof of wrongdoing by a preponderance of the evidence.!?

The court upheld, in essence, the agent’s belief that the defendant’s be-
havior was consistent with the DEA’s drug courier profile, but stated that a
court sitting to determine the existence of reasonable suspicion must require
the agent to articulate the factors leading to that conclusion, whether they
are part of a profile or not. This decision seems to set a precedent for airport
passenger profiling of potential terrorists. Further decisions, however, will be
required to settle the issue.

THE CONSENT EXCEPTION

Another exception to the Fourth Amendment prohibition against unrea-
sonable searches and seizures is evidenced by the rules relating to consensual
searches. When passengers freely and voluntarily give consent to a security
search, they surrender their privacy interests, and the issue of potential viola-
tions of 4th Amendment rights is moot. Schneckloth v. Bustamente on the other
hand, if the travelers had an expectation of privacy, any consent would have to
knowingly be waived in order for the consent exception to come into play.

In Schneckloth v. Bustamente, a police officer stopped a car containing several
men when he observed that one headlight and the license plate light were
nonfunctioning. When the driver could not produce a license, the officer
asked a passenger, who claimed he was the vehicle owner’s brother, if he (the
officer) could search the car. The passenger replied, “Sure, go ahead.” Stolen
checks were found under a seat, leading to charges against the car passenger
Bustamente, whose motion to suppress the evidence at trial was denied. His
conviction was affirmed on appeal but the 9th Circuit Court of Appeals set
aside the district court’s order. The precise question became, what must the
state prove to demonstrate that consent was voluntarily given? The court is-
sued a very narrow decision.?’



52 Aviation Security Management

It held that when a subject of a search is not in custody and the State at-
tempts to justify a search on the basis of his consent, the Fourth and Four-
teenth Amendments require certain conditions to be met, namely, that the
State demonstrates that the consent was in fact voluntarily given and not the
result of duress or coercion, express or implied. Voluntariness is a question
of fact to be determined from all the circumstances, and while the subject’s
knowledge of a right to refuse is a factor to be taken into account, the pros-
ecution is not required to demonstrate such knowledge as a prerequisite to
establishing voluntary consent.

As early as 1973, the consent exception to the Fourth Amendment require-
ment, in the context of airport searches, had been litigated. If the nature of
the established screening process is such that the attendant circumstances will
establish nothing more than acquiescence to apparent lawful authority, some
authorities have ruled that there is no real consent.?! One case went so far as
to say that it could hardly be considered voluntary consent when the passen-
ger’s only alternative was to forego the flight.??

Once again, the central issue revolves around the concept that airline em-
ployees, in compliance with government regulations, conduct these searches.
As already discussed, some legal authorities contend that these “warrant-
less,” nonarrest searches are legal because private persons administer them.
Nonetheless, these searches have been conducted because a federal agency
has required them. Adding to the mix, in the future the federally trained
tederal employees will conduct the searches. Section 108.9 of Federal Avia-
tion Regulation 10811 requires each certificate holder to “conduct screening
under a security program . . . to prevent or deter the carriage aboard aircraft
of any explosive, incendiary, or deadly or dangerous weapon on or about each
individual’s person or accessible property and the carriage of any explosive
or incendiary in checked baggage.” A passenger can not legally board an
aircraft unless the airlines conduct a search of the passenger’s person and
possessions.

An on-point case was United States v. Lopez,”* which was decided before
the 100 percent screening rules came into effect in 1973. Regardless of this,
it contains some interesting and applicable language. The government in this
case argued that the posting of signs advising that passengers and baggage
were subject to search was tantamount to “implied consent.” The court dis-
agreed and even pointedly commented that consent to a search involves the
relinquishment of fundamental constitutional rights and that consent cannot
be lightly inferred. In U.S. v. Lopez, that involved the seizure of narcotics. The
judge wrote, “Nor can the government properly argue that it can condition
the exercise of the defendant’s constitutional right to travel on the voluntary
relinquishment of his Fourth Amendment rights.”>* The court extended its
reasoning by providing that airport searches were not justified as searches
incident to arrest either. It is also interesting that the judge referred to air
travel as some sort of “constitutional right.” Of course, a thorough search of
the U.S. Constitution fails to reveal such an explicit right.
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"Two questions regarding the consent exception remain unanswered:

1. At what point do passengers give consent?

2. To what precisely are passengers consenting?

As stated, some legal scholars argue that it can hardly be considered vol-
untary consent when a passenger’s alternative to submission is foregoing the
flight. The 9th Circuit court in U.S. v. Davis, as early as 1973, also confronted
this issue.?’ The Davis court did not specifically hold that consent to an ad-
ditional search could be withdrawn after an inconclusive scan if the passenger
agrees not to board the plane. Nor did it determine at what point in the board-
ing process a passenger might decide not to fly and thereby withdraw implied
consent. Basically, the judge simply believed that the defense argument failed
because the passenger did voluntarily consent, at least to the initial search.

The law regarding the consensual search of baggage and one’s person by
police officers has remained fairly constant over the years. Recent case law, as in
U.S. v. Favela, upheld the concept that police officers can approach and ques-
tion passengers without the officers’ conduct constituting a seizure.?® The of-
ficers had approached the defendant after observing her walk back and forth
from a gate to a gift shop at the Kansas City airport. The officers asked if they
could search her bag and she consented. Nothing was discovered. She was re-
quested to pull her shirt tightly around her waist when the officers observed a
bulge. One officer asked to touch the bulge and she consented to the touching
as well. She was placed under arrest. A search incident to arrest uncovered 1.2
kilograms of methamphetamine. The case was distinguished from U.S. v. Eusta-
quio, which involved the nonconsensual touching of a bulge in the defendant’s
clothing, without reasonable suspicion, which was determined to have violated
her Fourth Amendment rights.?” The defendant had argued that the officer
lacked the reasonable suspicion necessary to justify a nonconsensual investiga-
tive search. The court reasoned that the issue need not be addressed because in
this case there was not even a seizure for Fourth Amendment purposes.

Another twist to the voluntariness matter or consent question is the power
relationship between the security individual and the passenger, who may be
a person of color. That persons of color are subjected to a disproportionate
amount of police security is hardly in doubt. This is especially prevalent in
the context of ordinary stops; even when increased security has no objective
foundation, it often results in an actual search. As regards traffic stops, Justice
O’Connor stated in a dissenting opinion to U.S. v. Eustaquio that “As the
recent debate over racial profiling demonstrates all too clearly, a relatively
minor traffic infraction may often serve as an excuse for stopping and harass-
ing an individual.””® Such traffic stops can be analogized to stops in airports.
Demonstrating whether or not a particular airport security or police officer
has acted on race-based motivation is problematic at best. So much racial bias
is subtle and difficult to prove, and it can even be subconscious. The concept
was highlighted when after September 11, two rabbis praying in an aircraft
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were removed from the aircraft to be searched, presumably when a passenger
assumed they were speaking Arabic and acting suspiciously.

Once the passenger is singled out for whatever reason, she or he is often
asked to consent to a search. Many courts are leaning toward requiring a
law enforcement officer to have at least an articulable suspicion before even
asking for consent to search. The officer often intimidates people, especially
those of color. They do not completely understand their right to just say no.
Even if the police do have some suspicion, the inherently coercive nature of
the police a citizen encounters, especially in airports, and the difficulty in
proving free and voluntary consent may require additional safeguards. One
court in Hawaii has even suggested a Miranda-like warning such as advising
the individual of the following:

1. The individual is free to leave and need not give consent;

2. If consent is given, that any contraband found during the search will be used to
prosecute; and

3. That consent may be withdrawn at any time.?’

The courts will certainly continue to evaluate whether passengers have
truly consented to searches in airports and whether the consent they give is
voluntary. In the aftermath of September 11, passengers seemed particularly
willing to consent to be searched. This attitude may well already be fading.

OTHER EXCEPTIONS TO FOURTH AMENDMENT
REQUIREMENTS

Border Searches

At a national border, a border search is a superficial search or inspection
conducted without a warrant or probable cause of persons, vehicles, and prop-
erty entering the United States. The Supreme Court in Martinez v. Fuerte
upheld border searches as inherently reasonable under the Constitution.>® All
persons entering the United States are subject to search for the simple reason
that they are entering the sovereign territory of the United States. The bor-
der area is defined as any place that is the functional equivalent of the border,
whether it is the first airport where the plane lands or any established inspec-
tion station near a border. Additionally, a U.S. Customs official is allowed to
stop, search, and examine any person an officer suspects to be in possession of
any type of contraband whatsoever.

Specifically, in U.S. v. Ramsey, the court upheld a customs inspection of mail
entering the United States, which by regulation does not extend to reading
the correspondence. The mail can be searched for prohibited items, including
explosives and weapons. In Ramsey, the court stressed:

1. That the search was constitutional under the long-standing rule generally appli-
cable to border searches, namely, that such searches are considered to be reasonable
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by the single fact that the person or item in question had entered the United States
from outside; and

2. That the lower court was wrong in concluding a warrant would be needed as to mail.

The lower court in Ramsey had excluded the evidence because it did not
meet the “exigent circumstances test” for permitting searching without war-
rants. The Supreme Court, however, reversed this decision and determined
that the border search exception is not based on the doctrine of exigent cir-
cumstances at all. As for nonroutine border inspections, the standards are
quite different. Lower courts have generally held that a “real suspicion” is
needed for a strip search and a “clear indication” of the presence of some sort
of contraband for a body cavity search to be acceptable. U.S. Customs has
often been criticized for abusing this investigative tool.’!

Exigent Circumstances

Searches under exigent circumstances also constitute an exception and are
conducted to prevent physical harm to officers or other persons and the fruits
of them are perfectly admissible, as was ruled in U.S. v Sarkissian.’* Certain
situations may clearly justify a search of something without triggering the
Fourth Amendment. According to the Legal Counsel Division of the FBI,
there are three threats that provide that justification.’® They include clear
dangers to life, of escape, and of the removal or destruction of evidence. The
requirement for searches under exigent circumstances was first recognized by
the U.S. Supreme Court in Warden v. Hayden.>*

The court approved the search of a residence conducted without a warrant,
which followed a report that an armed robber had fled into a specific building.
The courts, using very interesting language, extended the idea even further
in Mincey v. Arizona.*> The Supreme Court held that “the 4th Amendment
does not require police officers to delay in the course of an investigation if to
do so would gravely endanger their lives or the lives of others.”® Emergency
searches, therefore, seem to be permissible when conducted by the police
without a warrant on the basis of some immediate and overriding need, such
as police safety. Employing this logic, airport police officers, airport security
officers, and the public are certainly gravely endangered if a fellow passenger
has a gun or an explosive device. How that device becomes apparent to the
authorities is what is at issue. In essence, it is apparent when it is reasonable
for the officer to assume that a threat exists.

REASONABLENESS

Much has been written about the concept of reasonableness. Law enforce-
ment personnel and security professionals use searches and seizures to locate
and collect evidence needed to convict individuals suspected of crimes and to
control access to aircraft. Each of these searches must be reasonable. Courts,
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lawyers, police, and security officials have agonized over the precise meaning
of this term. In Mapp v. Ohio, the Supreme Court found that the police did
not exercise reasonable judgment in their enthusiastic seizure of alleged por-
nographic materials without a warrant.’” On the other hand, the same actions,
with a valid warrant, would probably have resulted in a conviction upheld by
the courts.*

In airports, the reasonableness of a search must be weighed against the level
of the threat. High threat situations, such as existed during the Persian Gulf
War and after September 11, change the degree of acceptable intrusiveness of
airport searches. However, there are limits to intrusiveness. In U.S. v. Afanador;
customs officials, acting on an informer’ tip, stopped two airline attendants in
Miami after arriving from Columbia, a known drug source country.’” Despite
finding no contraband in the luggage, the agents insisted on a strip search,
even though the informant’s tip had only pertained to one individual. The
court decided that the strip search of the second flight attendant was just too
intrusive based on the totality of the circumstances.

Another case involved a Drug Enforcement Agency (DEA) agent who
stopped a traveler in the Atlanta airport. The passenger had arrived from Fort
Lauderdale, a city the agent considered a principal source of cocaine. The
suspect apparently arrived early when law enforcement activity is diminished
and appeared to be concealing the fact he was traveling with someone else;
in addition, he possessed only some carry-on luggage. In Reid v. Georgia, the
Supreme Court held that “the agent could not, as a matter of law reason-
ably suspect the petitioner of criminal activity on the basis of these observed
circumstances.”* The Court went on to note that its members’ experience
with drug agents makes them wonder if there exists any city in the world that
a DEA agent would not characterize as a known source of narcotics. These
cases support the contention that courts will set limits on police and airport
searches when they believe the authorities have simply gone too far.

PROBABLE CAUSE

This concept of reasonableness is linked to probable cause, and probable
cause is another term that has been meticulously dissected and reconstructed
by the courts. In essence, the Supreme Court has ruled that any arrest or sei-
zure is unreasonable unless it is supported by probable cause.*! The burden
of probable cause requires more than mere suspicion. The officer concerned
must know of facts and circumstances that would reasonably lead to “the be-
lief that an offense has been or is being committed.”*

If no probable cause existed when a police officer took a certain action, it
cannot be retroactively applied. Information to support probable cause can
be acquired in a number of ways. First, personal observation permits police
officers to use their personal training, experience, expertise, and instinct to
infer probable cause from situations that may or may not be obviously crimi-
nal. Second, information collected from witnesses, victims, and informants,
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so long as it is reliable, can be used to support probable cause. Third, physical
evidence, such as a gun or knife in plain view inside an x-ray machine, may
provide officers with sufficient credence to support probable cause. Finally,
probable cause clearly exists where the police actually see a person commit-
ting a crime by concealing some sort of weapon or contraband.

On top of all this, recent case law has held that a judicial determination of
probable cause must be made within 48 hours after an arrest, even if this pe-
riod is over a weekend.* The conclusions of the courts as to what exactly con-
stitutes probable cause are often difficult to apply in an airport setting. Airport
security officers, whether police or private, are expected to make split-second
decisions on probable cause. This is required regardless of the fact that the
courts will dissect the decisions with a fine tooth comb, using all the time in
the world needed to do so. When an officer has overstepped what the courts
consider reasonable, they are quick to implement the exclusionary rule.

THE EXCLUSIONARY RULE

"The judiciary’s most effective tool in regulating the activity of law enforce-
ment officers is the exclusionary rule, which prohibits the use of illegally seized
evidence in court. According to the rule, any evidence obtained by an unrea-
sonable search or seizure is inadmissible against a defendant at trial.** Further-
more, any physical or verbal evidence police acquire by using illegally obtained
evidence is known as the fruit of the poisonous tree and is also inadmissible.

The exclusionary rule forces the police to gather evidence properly. If they
abuse the mandates of the Fourth Amendment, they are unlikely to get a
conviction. Critics of the rule argue that it permits guilty people to go free
because of simple carelessness or innocent errors. Consequently, the courts
have carved out several exceptions to the rule.

THE LEGAL AUTHORITY OF PRIVATE
PERSONS TO SEARCH

The exclusionary rule applies to all evidence presented in federal court as
per the decision in Weeks v. U.S.¥ The case held that where federal officers
have made an “unreasonable” and consequently illegal search and seizure, the
evidence obtained is not admissible in a federal court proceeding. However,
in Wolfv. Colorado, it was decided that the Weeks ruling was not to be applied
to illegally seized federal evidence offered in a state court.* Consequently,
the first of many “illegal state searches” was admissible in federal proceedings.
As evidenced by the case of Lustig v. U.S., the courts were inclined to admit
evidence illegally seized by state officers in federal court. The court had, for
some reason, not readily accepted that “The crux of that doctrine is that a
search is a search by a federal official if he had a hand in it; it is not a search by
a federal official if evidence secured by state authorities is turned over to the
authorities on a silver platter.”*
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For approximately 50 years after the original Weeks ruling, state courts con-
tinued to allow illegally obtained evidence, and federal courts could admit evi-
dence that had illegally been obtained by state officers. This practice came to
be known as the “silver platter doctrine” because each conviction was handed
to the prosecution on a silver platter. The only times when the procedure was
discouraged was when police actions were so extreme that they shocked the
conscience of the court.

For many years, however, the silver platter doctrine was acceptable law. It
meant that a search by a federal official offered even if the officer had a hand
in collecting the evidence did not technically constitute a search by a federal
official. If the evidence secured by the state authorities was turned over to the
authorities “on a silver platter,” it was still admissible. The Supreme Court in
the decision in Mapp v. Ohio finally eliminated this procedure. Whereas the
Supreme Court had previously been hesitant to apply the Fourth Amendment
in state courts, Mapp signaled a new willingness to apply the Fourth Amend-
ment to both federal and state law enforcement officers.

Earlier, in Elkins v. U.S.,* the Supreme Court had laid the foundation
that evidence illegally obtained by state offices and subsequently provided to
federal agents would not be admissible in federal court as per the due pro-
cess clause of the Fourteenth Amendment. This was further refined in Mapp,
where the court reasoned that the prohibitions of the Fourth Amendment
were fully applicable to the states under the amendment’s due process clause,
making illegal searches equally inadmissible in any court.

The court was first convinced in cases where, as already mentioned, police
actions were so extreme that they shocked the conscience of the court. The
standard was created in Rochin v. California.*® In the Rochin case, the police
entered the home of Mr. Rochin, without a warrant, and testified that they saw
him place what they suspected to be narcotics in his mouth. They transported
him to a hospital and had his stomach pumped. Some morphine was recov-
ered, and he was subsequently convicted of possession of illegal drugs. The
Supreme Court overturned his conviction. They concluded that the police
officers had gone too far and had violated the defendant’s constitutional right
for protection against unreasonable searches. Earlier, the courts had made a
huge distinction between state officers and federal officers. Today, they make
a distinction between officers of a government entity and private security offi-
cers. It remains to be seen whether that differentiation will survive, especially
when the “private security officers” are federal employees.

It should be noted at this point that as regards airport searches, which are
in essence still considered private citizen searches, the courts first recognized
and analyzed the issue in a landmark case as early as the 1920s in Burdeau
v. McDowell>® The court specifically held that searches by private persons
are separate and distinct from searches conducted under state authority. The
Fourth Amendment was intended as a restraint upon the activities of sover-
eign authority, and it was not intended to be a limitation upon anyone other
than governmental agencies. Individuals have other means of redress against
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those who may have illegally taken private property as part of an adminis-
trative search. This particular reasoning was reinforced again 40 years later.
Individuals can sue using the law of torts as a remedy.

In People v. Superior Court of Los Angeles, the court reiterated that there are
no state standards for “search and seizure” by a private citizen who is not
acting as an agent of the state or other governmental unit.’! The court subse-
quently reasoned that “therefore acquisition of property by a private citizen
from another person cannot be deemed reasonable or unreasonable.” Exactly
who today is considered a government agent or is acting in essence as or in the
shoes of a government agent is still to be adequately defined by the courts, an
issue that again is becoming more and more complicated by the assumption
of such duties by the TSA.

NONVIOLENT THREATS?

Generally, security is concerned with detecting weapons, explosives, and
other dangerous materials. When security personnel do suspect such a risk,
they usually call in the appropriate government agency or military personnel
to handle the risks of a bomb or other dangerous device. This type of search
is easily distinguishable from the normal “suspect” search due to the potential
threat to the public. Arguably it could be held to be a private search, since the
carrier initiated it. Additionally, it could be considered a lawful police search
under the exigent searches exemption to the Fourth Amendment rules.

However, the search for other “nonviolent threats” has also occupied the
courts. In U.S. v. Pryba, a United Airlines supervisor had authorized a package
to be opened because of “peculiar circumstances” surrounding the receipt of
the shipment.’? Basically, the “peculiar circumstances” consisted of the fact that
the shipper was nervous; he evaded questions on the actual contents of the
package and admitted that the return address on the package was nonexistent.
It must be remembered that this incident took place in 1970. The airline em-
ployee was arguably just being cautious, since the airlines were being held to
the standard of exercising due diligence in uncovering explosives. When the
package was opened without a warrant, the contents turned out to be films
of alleged hard-core pornography, which were turned over to the FBI. The
search was considered legal.

Other examples of closer judicial scrutiny was exhibited in Wolflow v. U.S.,
where police participation at the request of the carrier was at issue once again
in a case involving the “nonviolent” contents of certain suitcases checked for
carriage.”® The ticket agent accepted two “overweight” suitcases for a flight
scheduled to fly between Los Angeles and Las Vegas. The agent testified that he
held them off the flight based solely on the excessive weight of the two suitcases.
The agent’s superior, for whatever reason, called a Los Angeles policeman to
witness the opening of the bags. The contents revealed 3,500 watch movements
that the airline turned over to customs agents. This 1968 case upheld the ad-
missibility of the fruits of the search as falling within the exemption created by
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Burdeauv. McDowell.>* However, it is unclear in what way the weight of baggage
actually accepted for shipment is suspicious in and of itself.

Earlier the courts had bolstered once again the concept that law enforce-
ment agents must secure a warrant whenever reasonable. The judges categor-
ically restated the basic idea of unreasonable searches when they said, “Itis a
cardinal rule that, in seizing goods and articles, law enforcement agents must
secure and use search warrants whenever reasonably practicable.” This rule
rests upon the desirability of having the magistrate rather than police offi-
cers determine when search and seizures are permissible and what limitations
should be placed upon such activities, as was decided in Tiupiano v. U.S.>
Overall, airline agents now leave the contraband exposed so that law enforce-
ment can visibly see the contraband and are not forced to reopen the luggage,
which would necessitate the acquisition of a warrant.

Therefore, the courts have sought to rule on searches in which the airline
agent locates contraband and summons the police. Is the police activity with
respect to the same object a separate search subject to Fourth Amendment
constraints? In U.S. v. Jacobsen,’® Federal Express employees opened a dam-
aged box. They discovered newspapers covering a tube. After the tube was
cut open they observed plastic bags of white powder. They immediately sum-
moned the federal authorities. However, prior to the federal agent’s arrival,
the airline employees had put the plastic bags back into the tube, and the tube
and newspapers back into the box. They did keep the box open. The federal
officer reopened the box and exposed the smaller bags of white powder. He
field tested the contents on the spot and determined the white powder to be
cocaine.

Justice Stevens concluded that the agent’s actions were not a significant ex-
pansion of the earlier private search and concluded that subsequently no war-
rant was required. He stated in U. S. v. Jacobsen, “Respondents could have no
privacy interest in the contents of the package, since it remained unsealed and
since the Federal Express employees had just examined the package and had,
of their own accord, invited the federal agent to their offices for the express
purpose of viewing its contents.” The agent’s viewing of what a private party
had freely made available for his inspection did not violate the law. It remains
unclear as to whether the suggestion that the owner of the container had no
legitimate expectation of privacy in its contents and that government agents
in opening that container without a warrant on the strength of information
provided by a private party would not violate the law.

The subject of joint operations between private security, the airlines, and/
or law enforcement personnel remains blurred and is generally decided on
a case by case basis. In a very early case during prohibition, Byars v. U.S., a
federal agent who had been invited to accompany a state officer participated
in a search that turned up counterfeit strip stamps of the kind used on whiskey
bottled in bond.’” The court ruled that such joint operations need to strictly
tollow Fourth Amendment protections and therefore held the contents of the
baggage inadmissible.
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In summary, in Burdean v. McDonell the exclusionary rule was characterized
“as a restraint upon the activities of sovereign authority and not a limitation
upon other than governmental agencies,”® and on this basis courts have de-
clined to exclude evidence in criminal cases when obtained by private persons.
However, the Fourth Amendment becomes applicable when a private officer
or citizen is acting as an instrument of government agents. Whether a private
individual has been encouraged to cross the line is determined by a “totality of
the circumstances” test. Circumstances to consider include the motive of the
private security officer or airline agent; any compensation or other benefit the
private individual receives from the government; and the advice, direction,
and participation of the government agent. This test would therefore apply to
airline security officers who receive a bonus for discovering certain kinds of
contraband and who may be receiving bribes from law enforcement officers
to inform them of suspicious activity.

Certain circumstances can jeopardize an individual’s status as a private air-
port security guard or simply a private citizen. Of particular concern is the
moonlighting of off-duty police officers. In People v. Tarantino, the court re-
solved that a police officer working during his off-duty hours as a security
guard is still a deputized police officer.’” In Tarantino, the court concluded
that Burdeau was inapplicable. The court distinguished the case by recogniz-
ing that an officer employed by the district attorney and paid with public
funds as part of his regular daytime employment obtained the evidence.

ADMINISTRATIVE SCREENING SEARCHES
AT AIRPORTS

As repeatedly mentioned, the concept of police participation in private
searches takes on a whole new aspect when combined with the idea of searches
conducted by federal employees. Much has been written about the idea that
airport security officers are not agents of the state and that they are in essence
private citizens. However, they would never be stationed at airports search-
ing baggage unless mandated by federal regulation. The government and the
airlines consider the threat real; they have regulated the equipment used in
the searches and have made it obligatory that airport operators and airline
carriers maintain and implement stringent search procedures precluding the
introduction of dangerous weapons and materials onto airplanes and into air-
plane terminals.

Section 108.9 of Federal Aviation Regulation 10811 required each certifi-
cate holder (those entities approved by the FAA to operate as airlines) to con-
duct screening under a security program. Such people must prevent or deter,
by appropriate procedures approved by the FAA, the carriage aboard airplanes
of any explosive, incendiary, or deadly or dangerous weapon on or about each
individual’s person or accessible property and the carriage of any explosive or
incendiary in checked baggage. An assistant attorney general of the United
States testified before Congress in 1973 that even though private employees
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of airlines are doing the search, it is indisputable that they are ordered to do
so by the federal government. This issue is again amplified by the transfer of
private security jobs to federal employees.

Cases prior to the mandatory 100 percent screening of all passengers and
baggage requirement explain the concept. In U.S. v. Lopez, discussed earlier,
the courts were critical of airline employee violations of civil rights of those
being screened in airport searches.’” The case involved a narcotics seizure
and turned on the issue of consent. Government attorneys contended that
because airport officials had posted signs advising passengers that they and
their baggage were subject to search, they could search on that basis alone.
The idea of “implied consent” is not a new one but is based on some stringent
requirements.

Lopez was one of the first airport search cases to raise the issue of consent
by prior written notification. The idea that simply posting signs advising that
passengers and baggage were subject to search was tantamount to “implied
consent” neglects to recognize that the passenger is not free to leave if con-
traband is suspected or that access to air transportation is effectively denied.
Everyone knows that to actually reach the aircraft or gate concourse each pas-
senger, visitor, crewmember, or vendor must submit to a search of his or her
person and effects. Early cases were extremely critical of the concept. Most
courts have consistently held that consent to a search involves the relinquish-
ment of fundamental constitutional rights and that this consent should not be
lightly inferred. In fact in U.S. v. Meulener; a passenger opened a suitcase only
after he was ordered to do so by the marshal at a time when he was not free
to leave or to avoid the search.! The court therefore concluded that, under
these particular circumstances, the search was inherently coercive.

U.S. v. Blalock, another earlier case, discussed the requirement of an “intel-
ligent consent,” which implies that the subject of the search must have been
aware of his/her rights.®? The logical extension of this reasoning was that
for an intelligent consent to be present, it could only embrace the waiver of
a known right. In other words, if individuals are not aware of the fact that
they have a right; it is difficult to conclude that they knowingly waived it. Re-
member, again, that this case was decided prior to the 100 percent screening
requirement. Second, note that Lopez also did not support the contention that
airport searches were justified on the basis that they are searches incident to
arrest. The simple fact that a search discovers evidence of a violation of a law
does not render the search justifiable. The end does not justify the means. A
police search conducted in violation of the Constitution is not made lawful
just because the police find something illegal.

Returning to the discussion relating to 7erry v. Obio, legal scholars have
also sought to use the concept of probable cause to warrant an airport search.
Terry was the first case to recognize the need for police officers to search
individuals for the sheer need of protecting themselves and in the interest of
public safety. The 7erry court reasoned, “A police officer may in appropriate
circumstances and in an appropriate manner approach a person for purposes
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of investigating possible criminal behavior even though there is no probable
cause to make an arrest.” The court, however, made it perfectly clear that the
police officer’s conduct must be limited in scope and be reasonable. So what
constitutes probable cause? Officers have used everything from a magnetom-
eter alert to an individual fitting a specific profile.

The Terry court also commented on whether or not mere government
observation constitutes a search regulated by the Fourth Amendment. The
court concluded that the decision rests on whether or not the defendant had a
legitimate expectation of privacy in the place or thing searched.®® This kind of
rationale has also been used to substantiate the legality of canine searches.

United States v. Place, decided in 1983, ruled that the warrantless use of a ca-
nine does not violate the Fourth Amendment, because the sniff of a dog only
discloses the presence or absence of drugs or explosive residue.®* The dog
cannot reveal a plethora of unlimited information about the items or person
searched. The logic is based on the concept that a defendant has no legitimate
expectation of privacy for drugs, explosives, or other contraband. Some legal
analysts have extended this logic to reach the conclusion that more sophisti-
cated and precision-oriented search equipment at airports may be free of the
Fourth Amendment concerns of the past. The Place court concluded that the
canine search was not very intrusive and also did not expose the person to
much embarrassment or inconvenience.

"The courts have relied heavily on determining just how intrusive the search
is. There are competing values at play. Certainly, the courts have recognized
the need to maintain public safety. As the courts and public further understand
the continuing need for stringent security measures, the more likely the courts
will justify the newer, less intrusive means of airport searching. As early as
1971, in Barrett v. Kunzig, the judges supported the government’s substantial
interest in conducting a cursory inspection at federal buildings, determining
that the intrusion outweighed the personal inconvenience suffered by the in-
dividual.® Such searches have now become commonplace. Further supporting
the idea that “some” government observation does not even rise to the level of
a search, the court ruled in Barrett v. Kunzig, “The term search has been used
by plaintiffs. To the extent that term is applied to more than a casual visual
inspection, it has no meaning and is without foundation in this record.”®

The courts have applied the above reasoning to magnetometers at airports.
They have once again weighed the minimal invasion of personal privacy and
the reasonableness of the security search in the light of the known risks. As
early as 1972, the court in U.S. v. Epperson simply and concisely analyzed the
legality of a search by the use of a magnetometer.®” The growing need to com-
bat terrorism was self-evident. Consequently, the court expressed the view
that “the danger is so well known, the government interest so overwhelming
and the invasion of privacy so minimal, that the warrant requirement is ex-
cused by exigent national circumstances.” The court was quick to recognize
that the public viewed the searches as a welcome reassurance of safety to pas-
sengers traveling domestically and abroad. Specifically the court stated,
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The reasonableness of any search must be determined by balancing the governmental
increases in searching against the invasion of privacy, which the search entails. . . . It
is clear to us that to innocent passengers the use of the magnetometer to detect metal
on those boarding is not a resented intrusion on privacy, but, instead, a welcome reas-
surance of safety. Such a search is more than reasonable; it is a compelling necessity to
protect essential air commerce and the lives of passengers.

The court considered the use of magnetometers perfectly legal right from
their initial operation. It is worthwhile to point out that the Constitution
does not forbid all searches, just those that are unreasonable. The reasoning
applied to magnetometers was soon also applied to X-ray machines searching
carry-on baggage at airports. X-ray machines are minimally intrusive of pri-
vacy and are also minimally embarrassing, if at all, to passengers. This is true
at least with regard to the machines currently in use.

Soon, however, the court in U.S. v. Henry differentiated between the X-
ray scan and the magnetometer search.®® The judges resolved that the X-ray
scan was a more intrusive search than the magnetometer and that both were
subject to Fourth Amendment controls. At the time they also recognized that
if passengers had wanted, they could have decided to avoid the X-raying of
their carry-on baggage by merely consigning any baggage they did not want
searched to the baggage compartment. The magnetometer does not provide
such an option, in that passengers can not ship themselves via the baggage
compartment. A different set of circumstances is introduced when the only
way to avoid search is not to fly. With the advent of 100 percent screening of
checked baggage, this will become moot.

PASSENGERS’ RIGHT TO TERMINATE A SEARCH

According to many legal analysts, passengers are deemed to have given
consent when they place their bags on the conveyer belt for luggage screen-
ing.%? The judge’s decision includes the following: “Those passengers placing
luggage on an x-ray machine’s conveyer belt for airline travel at a secured
boarding area gave implied consent to a visual inspection and limited hand
search of their luggage even if the x-ray scan is inconclusive in determining
whether the luggage contains weapons or other dangerous objects.””?

From a security officer’s perspective, if passengers were allowed to with-
draw after setting off the security system, the deterrent effect of the security
system would be undermined. It may even be reasonable to argue that there is
no guarantee that they might not return and be more successful later in get-
ting through the security check.

Implicit consent derives much of its justification from the fact that it is a
privacy invasion that free society is willing to tolerate as long as the scope
of the search is limited to discovering weapons or explosives and is limited
in a manner that produces negligible social stigma. It appears the law is still
somewhat unsettled. In U.S. v. DeAngelo, a traveler submitted his briefcase
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for search.”! The security officer noticed an opaque object, which could not
readily be identified. The traveler was advised that his bag would have to be
manually searched. The passenger protested the further search of his brief-
case and said he would prefer not to take the flight. He was not afforded that
option, and narcotics were ultimately found.

The court believed that the circumstances were sufficiently suspicious to
cause a reasonably prudent man to conclude the defendant might endanger se-
curity officers and passengers. Later in the opinion, the judge specifically stated
that “allowing him to withdraw his luggage when the x-ray raised the suspi-
cions of the security officers would frustrate the regulation’s purpose of deter-
ring hijacking.” De Angelo was decided before U.S. v. Pulido Bagerizo, in which
the court extended the earlier decision. The opinion in Pulido Bagerizo added
the concept that placing luggage on the X-ray machine conveyor machine au-
tomatically provides implied consent not only to scan but also to conduct a
manual search if deemed by security personnel to be necessary.

The idea that potential passengers may avoid the search by electing not to
fly is somewhat losing favor. Even though there certainly exists no constitu-
tional right to fly, there has been some softening of the hard-core position
that passengers have indeed consented to searches in order to fly, but only
when the search is directly related to the safety of the flying public. As stated
before, marijuana or counterfeit money do not have the ability to bring an
aircraft down or provide the means to hijack it.

In the course of litigating these issues, some passengers and later defendants
have more vigorously sought to avoid being searched. U.S. v. Herzburn clearly
involved a more determined and forceful attempt by a passenger to terminate
the search.”” The defendant had placed a shoulder bag on the conveyor belt
and the examiner observed a large dark mass on the bottom of the bag. The
defendant insisted he did not want the bag searched further, but the airport
security officer reached into the bag. At this point, the defendant exclaimed, “I
don’t want to fly,” grabbed the bag, and retreated to the nearest exit. Later the
bag was searched after a dog alerted its handlers as to the possibility of prohib-
ited items and the authorities obtained a warrant. The court opinion referred
to the Skipwith case discussed earlier and restated that an unimpeded exit would
diminish the risk to skyjackers and increase attempts to hijack planes.

THE WAR ON DRUGS

Continuously, airline officials have attempted to reiterate the fact that the
airlines are not in the law enforcement business. They have repeatedly argued
that the carrier’s only legal obligation is to locate weapons. On occasion the
courts, in frustration, have gone further. Certainly, procedures for handling
attempts to smuggle contraband, when discovered by the airlines, need to be
addressed. Criminal activity cannot just be overlooked. Difficult issues arise,
however, in determining just how far the airlines need to go to fulfill their
duty to every citizen to maintain a safe and lawful atmosphere at airports and
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aboard aircraft. These difficult situations are passed along by the airlines to
the security officials, who are expected to understand and interpret the law in
every situation and to conduct themselves accordingly in every instance. Of
course, constant correct decision making constitutes a tall order as attorneys
and judges alike struggle with these issues.

In 1973, the federal courts were becoming distressed over the amounts
of illegal drugs being smuggled into the United States on commercial car-
riers. Consequently, in a U.S. district court, in Brooklyn, New York, a judge
ordered the U.S. attorney to seize a Braniff DC8. The aircraft, which had
carried three persons smuggling drugs from South America, was technically
used in the illegal transportation of controlled substances. The federal gov-
ernment had already passed laws to combat the increasing influx of drugs
into the United States by statutes that provided for the actual confiscation of
vehicles used in transporting narcotics. This well-known law, however, had
not previously been enforced against commercial carriers. The seizure in this
instance did get the attention of the airlines.

This particular federal action prompted carriers to reexamine corporate
policy regarding contraband items. The original legislation, permitting fed-
eral agents to confiscate boats and small aircraft, was passed in 1986. It also
imposes stiff penalties on the owners and operators of aircraft found to be
involved in smuggling or in other fraudulent activities. The legislation was in-
tended to take away the smugglers’ means of transporting the illegal goods as
well as the tangible results of extremely profitable drug businesses. However,
the airlines had not considered themselves subject to this law.

They based their interpretation of the law on theories argued in other case
law. Some state courts had reasoned that a common carrier aircraft should
not be seized in connection with drugs unless the carrier had been negli-
gent in locating the contraband. Generally, the cases agreed that the carrier
was not responsible for drugs found on passengers, in their luggage or in
cargo found to be properly manifested, unless the carrier had knowledge of
the violation or was “grossly negligent” in preventing or discovering it. Other
judges concluded that the aircraft could not be seized and forfeited unless the
aircraft’s owner, its pilot, or any other employee knew or through the exercise
of the “highest degree of diligence” could have known that the contraband
was aboard.

Itis well-accepted law that no carrier is required to embark upon a full-scale
law enforcement effort to discover contraband. The carrier must take steps
to ensure that proscribed articles are not knowingly transported. Extraordi-
nary measures to identify contraband items are not required, but just what
constitutes reasonable measures will continue to be litigated. Airlines are not
often able to analyze or guess what courts will determine to be sufficient ef-
fort to locate contraband on an air carrier. Judges are usually willing to permit
searches in the name of airport security, citing a special need that benefits all
of the traveling public. Extending police power to search, simply for drugs,
has not been authorized and will not likely be authorized in the future.
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PASSENGER RIGHTS

Additionally, airport security officials that go beyond what the courts con-
sider reasonable searches are subject to legislation, passed in 1976, that au-
thorizes a person deprived of any constitutional right as a result of state action
to bring civil suit against the person who deprived him/her of that right.”?
Even though neither the airlines nor airport security officials have yet to be
considered to be engaged in “state action,” they have repeatedly been sued for
allegedly violating a passengers’ constitutional rights.

Clearly, notignoring contraband is very different than actively searching for
it. As discussed previously, the issues are once again fogged when the airlines
refuse to cooperate. Sometimes law enforcement officers continue to pursue
passenger screening with airline employees as paid informants, without the
knowledge of the carrier. When airport security personnel literally have a
police officer standing over their shoulder and are encouraged to engage in
a search that the officer would not be permitted to effectuate, the courts will
raise a red flag and exclude any evidence of contraband found. Airline security
officials must not encourage employees to engage in this activity and when
discovered it must be stopped. Otherwise, the airlines and contract security
officials will be ratifying the conduct of the informants and the courts will
not look kindly on the activity. Such conduct could result in the carrier being
sued.

One of the most recent cases in this area tried to answer the question, “Can
law enforcement authorities use airport security inspections to look for con-
traband that is unrelated to safety?” The U.S. Court of Appeals for the 9th
Circuit, in United Statesv. $125,570 Currency,”* analyzed the actions of Bonnie
Boswella, a flight terminal security officer at the Seattle International Airport,
when she noticed a dark mass in a briefcase. On January 5, 1987, Wayne G.
Campbell put his locked briefcase on the airport X-ray scanner. After noticing
the dark mass, Officer Boswella asked Campbell to open the briefcase. At first
he was reluctant but agreed to open it in a private area behind a screen. Karen
Kangas, another airport security officer, searched through the briefcase and
located a huge sum of money. After inquiring as to Campbell’s destination, se-
curity released him. Ms. Kangas called Steve Symms, a U.S. Customs Service
officer, and informed him about the briefcase and its contents. In addition,
Customs was provided with a description of Mr. Campbell. Consequently,
for their efforts, they received a reward of $250 for locating currency over
$10,000. Later, Mr. Campbell arrived in Los Angeles, where two DEA agents
met him. During questioning he admitted that he had about $130,000 in his
briefcase, but that the money belonged to a friend of his who had hired him
to ransom a stolen painting.

The two DEA agents confiscated the briefcase. They advised Mr. Campbell
that he was free to go but he decided to accompany the agents to the DEA
office. At the office, the agents asked Campbell to open the briefcase. If he re-
fused, he was told, they would simply obtain a search warrant and open it in any
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case. Mr. Campbell therefore opened the briefcase and a significant amount of
money was discovered as well as large number of cigarette-rolling papers and a
receipt from a Seattle hotel. On the following day, a drug detection dog alerted
its handlers as to the possibility of prohibited items when brought into contact
with the money; indicating that drugs had come into contact with the cur-
rency. As per administrative procedures, the United States filed a civil forfei-
ture action pursuant to the currency. In response, Mr. Campbell filed a claim
to suppress the evidence uncovered by the search. The district court denied
the motion to suppress and ruled the currency was rightfully subject to forfei-
ture, a decision that was later appealed to the 9th Circuit Court of Appeals.

The judge, Alex Koziniske, was concerned with two issues. He consid-
ered the idea that the flight terminal security officers were looking more
carefully for currency in carry-on baggage because of the potential $250
reward, rather than concentrating on searching for items relating to air
safety. The second issue the judge considered was whether Mr. Campbell
had in actuality voluntarily consented to the search at the airport, because
his expectation of privacy was waived only as it related to the search for
weapons or explosives. The judge ruled that the search at the airport had
not been conducted within the narrowly construed objectives permitting
airport searches solely to ensure airline and airport security. The judge re-
versed the lower court ruling and vacated the order of forfeiture. Basically,
the judge had reasoned that the Air Transportation Act of 1974 requiring
all passengers and carry-on property to be screened by security does not
extend an exception to the Fourth Amendment to search for contraband or
currency.

NEW LAW IN THE AREA OF SEARCHES

In a departure from recent rulings supportive of police in drug interdic-
tion efforts, the U.S. Supreme Court in Indianapolis v. Redmond has held that
the use of roadblocks designated to uncover ordinary criminal activities like
drug trafficking are unconstitutional.”” The decision stems from a situation in
which police stopped a motorist at a roadblock in a high drug crime area. The
man was arrested after police discovered drugs in the car. The motorist chal-
lenged the arrest, arguing that there was no probable cause for the search.

In the decision, the court distinguished between roadblocks used to deter
drunken driving and illegal immigration from those used to check for random
criminal activity. While the previous roadblocks carry implications for public
safety and immigration, the latter searches were reasoned to amount to an
unreasonable search under the Fourth Amendment. Specifically, Justice San-
dra Day O’Connor stated, “We have never approved a checkpoint program
whose primary purpose was to detect evidence of ordinary criminal wrongdo-
ing.” The case evidenced the scrutiny by the court in distinguishing between
searches that serve a public safety purpose, like airport searches, and searches
specifically conducted in order to detect criminal activity unequivocally unre-
lated to public safety.
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Earlier caught in a fire of controversy over “racial profiling,” in 1999, the
U.S. Customs Service began imposing limits on its screening of airline pas-
sengers to intercept illicit drug shipments. The service has implemented
rules that prohibit agents from detaining airline travelers suspected of drug
smuggling for more than four hours without the specific approval of a federal
magistrate. The policy guidelines also require customs officers to notify an
attorney or friend of the passenger, if asked, if the passenger is detained for
longer than two hours. In cases where no drugs are discovered, the agents
must also assist the passenger in resuming his/her journey.

The high technology crime landscape is another area of expanding law.
Experts are closely watching a pending racketeering case against Nicodemo
S. Scarfo. FBI agents used a warrant to break into his place of business and
put either a program or some sort of “electronic bug” into his computer.
According to Scarfo’s lawyer, the procedure enables law enforcement to cap-
ture every keystroke made on a user’s computer.”® Using a system called
TEMPEST, the FBI has the means to recreate a picture on a computer screen
from its electromagnetic energy. Another program, called DCS 1000, enables
investigators to follow a suspect’s Web browsing and e-mail.

As discussed in the federal court case in New Jersey (on appeal), Mr. Scarfo
was using a publicly available software program named Pretty Good Privacy,
which is a free-encryption program that is usable for e-mail and files. The FBI
wanted the password to those files ostensibly so they could collect information
on gambling and loan-sharking operations. The government argues that what
they did does not rise to the level of a wiretap. Mark Rausch, former head of
the Department of Justice’s computer crime section, has said, “You really need
to understand at what point it captured things, and how it got it back to the
government, in order to figure out what the Fourth Amendment concerns
are.”’”” The defendant’s motion to suppress this evidence was denied.”

Permitting law enforcement to peek into computers is the wave of the fu-
ture. Providing such a tool to airport security personnel would enable them
to snoop into the computers of passengers and possibly detect information
on potential terrorist activity. However, civil libertarians and the courts will
likely heavily scrutinize this kind of exploratory investigation.

NEW TECHNOLOGIES AND THE LAW

Sometimes, new technologies change everything. The use by drug enforce-
ment officials and law enforcement in general of forward-looking infrared
devices or FLIR is one of those innovations. Law enforcement has used the
equipment, often mounted on helicopters, not only to assist ground law en-
forcement during dangerous chases but also to establish evidence of indoor
marijuana cultivation. The device detects differences in the surface tempera-
ture of objects, and can detect the huge amount of heat radiated by the high-
intensity grow lights that are needed to successfully grow marijuana indoors.

The constitutionality of the use of FLIR has been upheld on several occa-
sions. A circuit court, in the case of U.S. v. Pinson, believed that the defendant
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had no legitimate expectation of privacy in the heat emanating from his
house.” The court took into account the fact that the only information ac-
quired by the FLIR was data. The 8th Circuit developed a two-pronged test
for determining what constitutes an expectation of privacy. A legitimate ex-
pectation of privacy is considered to exist where “the individual manifests a
subjective expectation of privacy in the object of the challenged search and
society is willing to recognize that subjective expectation as reasonable.” The
Supreme Court, however, ruled in 2006 that special heat-seeking devices re-
quire a warrant if they are to be used in the search for homegrown marijuana
plants; changing the legal landscape completely.

The courts have analogized the expectation of privacy argument to the use
of canines and also the placement of garbage left on the curb. These situa-
tions have been thought not to have a reasonable expectation of privacy at-
tached to them. In the case of the garbage, it’s left out to be taken away. In
the case of the dogs, the Court compared the dogs to FLIR, claiming that the
dogs merely sniffed the odor emanating from the bags. The court also specifi-
cally stated that “none of the interests which form the basis for the need for
the protection of a residence, namely the intimacy, personal autonomy, and
privacy associated with a home, are threatened by thermal imagery.”®® Con-
sequently, FLIR could easily be utilized for airfield security without much
concern about constitutional challenges.

As is common in the law, other courts have disagreed. The 5th Circuit
Court, in U.S. v. Ishmael, reasoned that FLIR cannot tell the difference be-
tween legal heat and heat being used to grow marijuana.®! For that matter,
even the excessive heat radiated from grow lights could be being used to grow
basil or a host of other legal plants. They therefore reached the conclusion
that FLIR is more intrusive than a dog. Additionally, the dog’s sense of smell
is clearly not as technologically precise as FLIR, which can detect miniscule
heat graduations. Reviewers of both arguments have tended to continue to
support the concept that dog-sniffing, FLIR, and garbage searches are all fair
game for law enforcement as investigative techniques. Dogs and FLIR espe-
cially both involve sense-enhancing equipment. The degree of detectability
is really not an issue.

Other technological innovations have presented additional court review-
able topics. U.S. Customs officials at six U.S. airports are currently using
a body search X-ray to examine drug-smuggling suspects. The system basi-
cally sees through clothes. Specifically, passengers who cause customs officials
to become suspicious are required to choose between a pat-down search or
standing in front of a machine that arguably renders an image of the suspect
naked.

Customs officials “had hoped that the new technology would help quiet a
controversy over the agency’s searches, which civil libertarians contend focus
too much on minority passengers. A hands-off approach, customs officials
reasoned, would seem less intrusive.”® However, the technology is so good it
reveals just about everything. In other words, airport security officials might
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be able to view a little more than the average citizen is personally inclined to
show to a stranger. Modesty has nothing to do with the carriage of weapons.
Pulsed radar scanners, which pretty much produce an image of an individual’s
naked body, are clearly intrusive.

In summary, the courts currently do not require a physical intrusion in
order to determine that a search has taken place. However, how much of an
intrusion, what degree of expectation of privacy is involved, and how reason-
able the search is will all play into any future court analysis. The problem
evolving is that as technology improves, it becomes easier to characterize in-
formation as exposed, because technology can now expose it. By systematic
practice, passengers have been conditioned to expect some sort of search. Just
how intrusive a search is permissible is still the question to be litigated fully.

CONCLUSIONS

Admittedly, the law is a complicated matrix of sometimes conflicting legis-
lation, policies, and opinions. However, every security official, whether a state
agency employee or a privately employed individual, should have a basic un-
derstanding of the Fourth Amendment and how it applies to airport searches.
Since the Fourth Amendment is currently only applicable when a state agent
is conducting the search, private security must be careful not to wander into
discretionary authority that rightfully belongs to the police. Whether contract
airport security personnel continue to fall into the nonstate agent category
has so far generally been decided in the negative. However, the distinctions
between private and public “policing” are blurring and it will remain to be
seen if this decision persists. The water becomes even murkier when the air-
port security officer is an off-duty police officer or a federal employee.

The Fourth Amendment also protects passengers only against unreason-
able searches and seizures, not against all searches. Additionally, just what
is considered reasonable is often defined in terms of how serious the threat
is conceived to be. During the Persian Gulf War, the threat was accepted as
being significantly higher than normal, and the public and the courts were
willing to adjust the expectations of privacy. This acceptance was clearly ex-
panded again after September 11, 2001. Another issue pertains to how much
privacy a passenger expects to receive at an airport. Passengers expect to be
searched for dangerous weapons and explosives because that is the public pol-
icy function of the search. Therefore, it may be perfectly acceptable to have
passengers screened by a metal detector and their carry-on luggage scanned.
Having them literally undress in front of an X-ray machine may result in a
different conclusion. The courts, consequently, will likely continue to evalu-
ate the extent of the permissible intrusion. Advances in technology will likely
strain the courts’ patience with the airlines’ wish for speed versus the level of
intrusion.

There are outright exceptions to the Fourth Amendment, including ad-
ministrative searches, border searches, and consent searches. Generally, the
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judiciary has concluded that passengers do consent to airport searches but
the judiciary also seems to accept that they are administrative in nature and
serve a distinct public need. If the courts believe that security has gone too
far, the exclusionary rule may come into play. It is meant to keep the state,
via its police function, at an appropriate distance from individual rights. If
the state chooses arbitrarily to overstep its bounds, the rule will deny it a
conviction against the perpetrator of the alleged crime. According to many
criminologists, the rule has proved an effective deterrent, but the rule has also
attracted much criticism. It is difficult to know just how many police officers
or federal agents have restrained their conduct fearing the implications of the
exclusionary rule. Consequently, some exceptions have been carved out. Most
importantly, the good faith exception and the exigent circumstance exception
are the most frequently utilized. Whatever the ultimate decision of the courts
regarding a particular search or procedure, the public’s attitude toward the
search will play a large part in determining its acceptability.

The reasonableness and extent of that attitude from the public can be-
come strained even in today’s tense environment. The perception that it is
unreasonable to search “little old ladies” while “suspicious characters” are
permitted to board unhindered will continue to pose a challenge to security
officials. Additionally, any legal search can quickly become illegal when se-
curity goes outside the boundaries of reasonableness. The allegation of the
selection of only “good-looking” flight attendants for pat-down searches at
Sky Harbor Airport in Phoenix is a good example. Most people do not mind
being searched in order to feel more secure when they fly. However, when the
searches provide neither security nor a sense of security, they lose their public
safety purpose and the support of the traveling public.
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CHAPTER 4

Aviation Security and
Response Management

Kathleen Sweet

The tragic events of September 11, 2001, brought about many changes in
the way airports execute security procedures. However, recent changes are
even more significant than those that took place over the last five years. A
comparison of the time when airport security was nonexistent to the tedious
process that it is today reveals the impact that air travel has on the American
way of life.

Air travel has become an essential element in the way people live, and it
must be protected and secured. According to the Department of Homeland
Security, 730 million people travel on passenger jets every year.! Security pro-
cedures have become a rite of passage. Passengers pass through a doorframe-
like metal detector that beeps when anything, from loose change to a belt
buckle, passes through it. Passengers place carefully packed belongings on
a conveyer belt that pulls the bags into a dark tunnel to be X-rayed and in-
spected. Passengers may even be required to remove shoes, socks, and jackets
and even be restricted in the amount of liquid they can carry on board.

But there was a time, only 35 years ago, when passengers could walk
straight from the ticket counter to the terminal and onto the plane without
being stopped. Considering the airport security measures in practice today, it
is hard to believe that in 1972 there were no aviation security precautions in
effect at all.

Aviation security has become one of the most important and controversial
aspects of travel. Nonetheless, since the 1950s, the need for aviation security
has repeatedly necessitated the expansion of the security infrastructure. The
first recorded hijacking occurred in 1930, when Peruvian rebels hijacked a
mail plane for use in dropping propaganda leaflets on Lima.? Twenty years
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later, Jack Graham committed one of the first criminal acts on an aircraft in
the United States. In 1955, he sought to collect on an insurance policy on his
mother and literally planted a bomb in her luggage. After succeeding in kill-
ing all 44 on board, he was later captured and sentenced to death.

NATIONAL REGULATIONS

A U.S. task force developed an airline passenger preboarding screening
system to deter hijackers as early as 1978. The screening system combined a
behavioral profile with a metal-detecting device to identify persons who could
be potential hijackers, but the system has not kept pace with the changes that
have occurred.” National regulatory bodies have differing security require-
ments, making it difficult for passengers to understand the rules and to prepare
to comply with those rules when abroad. An agreed-upon international stan-
dard in which the security requirements for aviation are met and passengers
understand the process would have real benefits at airports. Airport security
procedures differ by country and, in some cases, the regulation applied or the
interpretation of the regulation differ even from airport to airport within a
country. There are also clear differences in passengers’ levels of awareness of
requirements based on nationality and passenger type.*

For example, U.S. nationals, who are typically well aware of the security re-
quirements at a home airport, routinely take off shoes and belts. When travel-
ing from an airport outside the United States, it is not uncommon to see U.S.
passengers remove these items for X-ray screening; even when this action is
not requested or required of them. It does not affect the delivery of security
but it does extend the processing time per passenger, adding both preparation
time and move-away time after passing through security.

The differences in airport passenger security are particularly evident at hub
airports where there is a high frequency of international passengers. The lack
of uniformity in international procedures contributes to a reduction in pas-
senger throughput rates. Confusion as well as increased conversation with
screening officers due to “unfamiliar” screening demands or unnecessary
preparation at the X-ray in feed further extends the screening process and
therefore the waiting times for other passengers.

PREBOARDING SCREENING

The preboarding passenger screening process was made statutory with
the enactment of Public Law 93-366. This law added Section 315 to the
Federal Aviation Act of 1958, stating, “T'he Administrator shall prescribe
or continue in effect reasonable regulations requiring that all passengers
and all property intended to be carried in the aircraft cabin in air trans-
portation or intrastate air transportation be screened by weapon-detecting
procedures or facilities employed or operated by employees or agents of the
air carrier, intrastate air carrier, or foreign air carrier prior to boarding the
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aircraft for such transportation.” Additionally, Section 108.9(a) of Federal
Aviation Regulation 10811 states that every air carrier certified by the Civil
Aeronautic Board (passenger or public charter operations) is “required to
conduct screening under a security program,” shall use the procedures in-
cluded, and the facilities as well as the equipment described, in [the Federal
Aviation Administration] approved security program to prevent or deter the
carriage aboard airplanes of any explosive, incendiary, or deadly or danger-
ous weapon on or about each individual person or accessible property, and
the carriage of any explosive or incendiary in checked baggage or certain
restricted airport areas.®

The amendments also addressed law enforcement and civil aviation security
by ensuring that only those persons who are authorized to carry firearms are
permitted to carry them aboard an aircraft or into certain restricted airport
areas. The first airport screening devices used, referred to as magnetometers,
began as a retrofit from the machinery used in the logging industry to prevent
nails (metal) from severely damaging saws.” Later, the bombing of Pan Am
flight 103 resulted in the concept of passenger baggage reconciliation and
another new method of passenger and baggage screening; requiring airlines
to match the passenger to the checked baggage.

SEPTEMBER 11 CHANGES

On September 11, 2001, a series of coordinated terrorist attacks resulted
in tumultuous changes in processing passengers. An overview of key develop-
ments over the past five years demonstrates how quickly the requirements
have evolved (see Figure 4.1).

Terrorists used the actual aircraft as the weapon, intentionally crashing
commercial airliners into the north and south towers of the World Trade
Center. A third aircraft hit the Pentagon and a fourth aircraft crashed into a
field outside of Somerset, Pennsylvania, after passengers attempted to retake
the plane. It has been speculated that the intended target was in Washington,
DC. The attack resulted in 2996 people confirmed killed, along with the 19
hijackers.

"To examine the security deficiencies pre-September 11 and the ways they
were exploited, Congress created the National Commission on "Terrorist At-
tacks upon the United States,® commonly known as the 9/11 Commission,
which strongly recommended government supervision of airline screening.

Prior to September 11, aviation security was a joint venture. The FAA was
responsible for the safety and security of aircraft and maintained direct over-
sight of screening operations, yet it employed fewer than 900 special agents to
oversee the operations at 429 commercial airports. The airlines were respon-
sible for passenger screening. When Congress enacted the Aviation and Trans-
portation Security Act (ATSA), authority was transferred from the FAA and
the airlines to the Transportation Security Administration (TSA).” The ATSA,
Public Law 107-071, created the Transportation Security Administration, and
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Figure 4.1

Response Management and Aviation Security

Restricted Item Key Changes in Security Screening Requirements

Hand baggage August 10th, 2006: Restriction on hand
Temporary ban on all hand —  » luggage quantity and
luggage at UK airports size at UK airports

Quantity of liquids through
security screening at all EU
airports limited to 100 ml

August 10th, 2006: per item. Number of items
o Temporary ban on restricted.
Liquids liquids passing through
passenger security Quantity of liquids through
screening at UK and US security screening at all US
airports airports limited to 90 ml per

item. Number of items
restricted.

. Removal of laptops from hand Removal of laptops Removal all large
Electronic Items luggage for X-ray screening at US —Jp from hand luggage for —» electronic items from
airports and some international X-ray screening at all hand luggage at all EU
airports EU airports airports
i »
Shoes Removal of all At some airports this rule was relaxed >
shoes for X-ray at
US airports and Random electronic trace process of shoes and »
some international some hand baggage items at some airports
airports
Coats Removal of outdoor coats At some airports this rule was Removal of all coats and
and jackets for X-ray —» relaxed ———————P» suit jackets for X-ray
Sharps (including Sharps prohibited from passing through

scissors, knives, nail  passenger security screening
files, tools, etc.)

vy

September 11, 2001 Time Present

although T'SA was initially placed in the Department of Transportation, the
Homeland Security Act, Public Law 107-296, later moved TSA under the au-
thority of the newly formed Department of Homeland Security (DHS).!°

Currently, TSA screeners are over 60,000 strong and screen virtually all
passengers and checked baggage.!! Public Law 107-071 also mandated that
TSA protect all commercial aircraft by November 19, 2002. New measures
included the hardening of cockpit doors and the overhauling of the Federal
Air Marshal (FAM) Program.

TSA was additionally encouraged to create and evaluate other programs
that might provide supplementary layers of security. Subsequently, the Fed-
eral Flight Deck Officer (FFDO) Program allowed the arming of specially
trained pilots. Mandates to implement checked baggage and screening proce-
dures,!? screening all checked baggage with explosive detection systems, the
implementation of risk-based objectives, air cargo screening, and improve-
ments in screening technology were all authorized for rapid completion but
were all given extended deadlines before they were ultimately completed.’?

ATSA also provided for a pilot program, known as the PP5, to be established
one year after AT'SA was signed into law. This provision permitted screening at
participating airports to be performed by employees of qualified private screen-
ing companies, with oversight from federal authorities. Private companies in-
volved in the pilot program work under TSA supervision and hire personnel
using the guidelines that T'SA uses for its own screeners. TSA provides the train-
ing materials and instruction for all the private screeners, and they are held to
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the same standards and mandates as the federal screeners. The airports initially
selected for participation in PP5 included San Francisco International Airport,
Kansas City International Airport, Greater Rochester International Airport (in
New York State), Jackson Hole Airport, and Tupelo Regional Airport.

Fifteen months after the inception of the PP5, BearingPoint, a private as-
sessment firm under the direction of T'SA, began an evaluation of the perfor-
mance level of the PP5 participants. The independent evaluation made the
following determinations:

* Security effectiveness: There was no evidence that any of the PP5 airports performed
below the level of federal airports.

® Cost: The cost to perform the screening function at the five airports was similar to
the estimated cost of federally conducted security operations at the same airport.

* Customer service and stakeholder impact: Data indicated that customer satisfaction at
the Category X and I airports was mixed. For the other airports, there was insuffi-
cient data to draw any conclusions. However, a qualitative survey of stakeholders re-
vealed no significant difference between privately and federally screened airports.!*

This encouraging evaluation permitted TSA officials to continue the PP5
pilot program as a permanent program, now referred to as the screening
partnership program (SPP) or the “opt-out” program. The SPP program
was based on operational experience from the PP5 program; it outlined a
cost-effective, seamless transition to an SPP environment. The five airports
originally selected to use private screeners have already renewed the original
contracts for private screening. Some private screening contractors have also
expressed an interest in expanding operations further, to include additional
airports once others are allowed to opt out of the federal screening program.
For example, Covenant Aviation Security has been renewed at San Francisco
International airport as a preferred contractor, and managers have used the
relationship to collaborate on further security measures, such as the installa-
tion and current use of closed circuit television systems to monitor security
lines, rotate screeners, and minimize wait times.'?

THE PATRIOT ACT: IMPLICATIONS FOR
AIRPORT SECURITY

Congress passed the Uniting and Strengthening America by Providing Ap-
propriate Tools Required to Intercept and Obstruct Terrorism Act of 2001,
also known as the USA PATRIOT Act.!¢ This act gives federal officials greater
authority to track and intercept communications, both for law enforcement
and foreign intelligence gathering purposes. Additionally, the secretary of the
treasury is vested with regulatory powers to combat corruption in U.S. financial
institutions for foreign money-laundering purposes. The act seeks to close our
borders to foreign terrorists and to detain and remove those within our bor-
ders. Furthermore, it creates new crimes, new penalties, and new procedural
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efficiencies for use against domestic and international terrorists. Although the
act is not without safeguards, critics contend that some of its provisions go too
far. Although it grants many of the enhancements sought by the Department
of Justice, others are concerned that it does not go far enough.

One subtle point in the act establishes minimum new customer identifica-
tion standards and record keeping and recommends an effective means to
verify the identity of foreign customers. In September 2003, President Bush
issued Homeland Security Presidential Directive 6 (HSPD-6), establishing a
Terrorist Screening Center (I'SC) to consolidate the government’s approach
to terrorist screening.!’

"The Transportation Security Administration has interpreted the act’s guid-
ance and proposed all passengers boarding flights be screened against the
consolidated terrorist screening database (TSDB) maintained by the U.S.
government prior to the flight’s departure.!® TSA introduced Secure Flight in
August 2004, shortly after the agency abandoned plans for its predecessor, the
second generation Computer Assisted Passenger Prescreening System (CAPPS
II). CAPPS II would have examined commercial and government databases to
assess the risk posed by each passenger: green for minimal threat, yellow for
those deserving of heightened security, and red for those who, judged to pose
an acute danger, would be referred to law enforcement for possible arrest.

CAPPS II was scheduled for a test run in the spring of 2003 using passenger
data provided by Delta Airlines. One citizen, Bill Scannell, who promoted a
boycott of Delta Airlines, wrote, “The idea of citizens having to undergo a back-
ground investigation that includes personal banking information and a credit
check simply to travel in his or her own country is invasive and un-American.
The CAPPS 1II system goes far beyond what any thinking citizen of this coun-
try should consider reasonable.”!” Following a public outcry, Delta refused to
provide the data and the test run was delayed indefinitely. Ultimately, in the
summer of 2004, TSA abandoned CAPPS II, due in part to privacy and security
concerns that could not be resolved.

One finding of the 9/11 Commission Report states that the “improved
use of ‘no-fly’ and ‘automatic selectee’ lists should not be delayed while the
argument about a successor to CAPPS continues.”?” T'SA will also build a
“random” element into the new program to protect against those who might
seek to reverse engineer the system. Secure Flight will automate the vast
majority of watch list comparisons; will allow TSA to apply more consistent
procedures where automated resolution of potential matches is not possible;
and will allow for more consistent response procedures at airports for those
passengers identified as potential matches.

Prohibitive costs, long security lines, and questionable effectiveness in
preventing attacks have impeded passenger screening initiatives. Significant
infrastructure changes have been made at several airports to accommodate
new screening devices, and passengers have been subjected to long lines in
airport lobbies awaiting screening. Passenger screening system designs must
consider the pot